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April 20, 2004

Mr. Alan Dechert

Open Voting Consortium
9560 Windrose Lane

Granite Bay, California 95746

Dear Mr. Dechert:

Thank you for your letter of February 16. 1 appreciated learning more about the
Open Voting Consortium’s plan to submit a proposal to the Secretary of State for a
voting modernization project designed to help the State implement the federal Help
America Vote Act of 2002. Improving the mechanisms for voting in order to ensure
an accurate, trustworthy, and cost-effective system is a worthy goal. T am pleased
that you are working with University of California researchers who can lend their
expertise to this important project.

I appreciate your invitation to join you in urging the Secretary to fund this proposal.
Unfortunately, I cannot be involved persenally in advocating for funding the myriad
good proposals submitted by UC researchers. It would be more appropriate for you
to work directly with the University of California researchers who are collaborating
with you on this proposal. Since they are the experts who will be serving as Prinei-
pal Investigators on the project, they are in the best position to answer questions
that may arise about the proposed research.

The University of California is fortunate to count among its faculty many researchers
with extensive knowledge in public policy, political science, and computer science. If
you would like to identify additional UC faculty with expertise in areas related to
voting modernization, please get in touch with Lawrence B. Coleman, Vice Provost for
Research. He would be happy to assist you, and he can be reached at (510) 987-9436.

Thank you for letting me know about your work. I have no doubt that UC researchers
can make great contributions to this area, and I wish you the best of Iuck with your

eff01_'ts. -
Sincerely,
L win
Robert C. Dyﬂ‘és
ce: Provost Greenwood

Vice Provost Coleman l
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Posted on Thu, Apr. 0B, 2004

The touch-screen holy grail
E-VOTE PROTOTYPE HAS RIGHT STUFF

Mercury News Editorlal

An electronic voting system that's cheap, secure, accurate and easy to use. One that
uses off-the-shelf hardware and publicly examinable software. One that voters can
trust.

A prototype of such a system -- the holy grall of election officlals -- was on dlsplay
last week in San Jose. It looked llke the real deal.

Had the federal government underwritten the research behind it years ago, such a
systemn mlight now be making its debut In voting boaoths. Instead, the demonstration
took place In a conference room at the county government bullding with its creators
in search of financlal backers and government grants.

The government unwlsely ceded development of electronic voting machinery to
private companles llke Dlebold Voting Systems, whose proprietary software Is under
electronic lock and key. The secrecy of the source code, a slew of malfunctions, and a
lack of a paper copy that voters can look at have eroded confldence in touch-screen
votlng.

The founders of Open Voting Consortlum, a non-profit group of software englneers
and computer sclentists, bullt the system in thelr spare time. It features open-source
software, which means that the public can examine the software code to make sure
there are no bugs or digital shenanlgans bullt in. It also produces a paper verslon of
the ballot cast, converted to a bar code, so that voters can privately verlfy that the
cholces they made on a touch-screen are just as they Intended.

Callfornla Secretary of State Kevin Shelley has mandated a voter-veriflable trall In all
counties by 2006, but so far, the blg voting-machine companles are not marketing
machines that do that.

Open Voting Consortlum's system has appeared too late for Santa Clara and other
counties that have been plunking down tens of milllons af dollars for touch-screens
that lack some of the new system's virtues. But many countles that weren't under
pressure Yo replace equipment have put off the decislon, for good reason. For them,
thls next generatlon of voting systems may be worth the wait -- If not too long.

Open Voting Consortium appears to have what It takes to insplre falth In electronic
voting. 1ts systemn can't come to market soon enough.

£ 2004 MercuryNews.com and wire service sources. All Rights Reserved.
Tlp /vy, mercurynews.com

http://www .kentucky.com/mid/mercurynews/news/opinion/8... 6/17/2005
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The Voter Certified Ballot

A Proposal for Ballot Reform by Alan Dechert
February 13, 2001

Revision History: Dec. 12,700 - Jan. 17, 01" various refinements including focusing on making it a PC~

based system. The January 17th version was distributed 1o quite a few interested parties.
Feb 13, '01: two sections added, namely, the section on "The ATM Model" and the section on "Potential
Vote Fraud. " Other details added include,

»  Making the computer code Open Source (freely available)

»  Development of production software to be included in the study.
s System certification to be included in the study,

o  More detail on the paper ballot alternative procedure

Introduction

This is a proposal to take the first step toward implementing a new system for casting and counting ballots.
More specifically, this proposal is for a delailed study of how to implement the Voter Certified Ballot
system on a trial basis in one county (or voting district) in California for the 2002 election. This new ballot
system utilizes an off-the-shelf PC for each voting booth, Other features of the system are discussed here.

Clearly, we deserve a tighter system for casting ballots and counting ballots. A nation-wide system
probably cannot be mandated--without a Constitutional amendment anyway. Despite the obstacles,
something must be done. There is no excuse for tolerating such a badly flawed system in light of all the
low-cost technology that is now available.

If a good workable system can be demonstrated in one state, then it can be replicated elsewhere. A
countywide demonstration could be a precursor to statewide implementation. Effective vote system reform
can be implemented without federal involvement.

While the debacle in Florida underscored Lhe problem, this could have happened in most any state, Ballot
problems were put under a magnifying glass due to the pivotal vote count there.

In Florida, there was a wide variety of procedures, machinery, and ballot styles in use--all with a built-in
rate of error higher than we'd like to see and certainly loo high to reliably count the vote in an electicn so
close. The same could be said of the procedures, machinery, and ballot styles used in most every other
state.

‘Our voting system misrepresents the truth, Look at the results of any election. The numbers are presented
as if accurate to within one vole. According to the World Almanac, Bili Clinton got 47,401,185 votes in
1996. What chance is there that this figure represents the number of voters that left the polling placing
believing they had cast a vole for Clinton? If the truth were told, it would go something like this:

This number represents a summation of counts that come from a vast assortment
of election officials where a great variety of methods, procedures, ballot types,
ballot marking equipment, and ballot counting machines were used. This number
is certainly incorrect and may be off by as much as one percent or more. The
voter has no way to verify how his or her vote was counted or if it was counted at
all. There is also no way for the voter to verify any of the counts reported. There
are always many ballots that have an "overvote" or “undervote" where there exists
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a legal vote that was not counted due to machine error, voter error, or some other
problem. We know that these facts do not inspire confidence in the system.

Usually, more than half of the people eligible to vote stay away from the polls. It
is unknown how many of those would have voted (or how they would have voted)
if they had more confidence in the system.

Is it possible that in some future election each and every ballot could be counted accurately? Many people
think so, or believe we could come very close o this level of accuracy. Most proposals promising greater
accuracy involve deployment of some type of electronic systemn or systems.

As we move away from the clumsy, inaccurate, fraud-prone manual systems, inexorably toward more
compulterization, we are also opening the possibility for fraud on a scale never before imagined, All sorts of
tricks are possible for manipulating electronic data. We've seen many clever but malicious tricks with
compulers. No doubt, we'll see even more of them in the future. We must keep this in mind before adopting
any new system.

The system described here addresses many of the weaknesses in current and proposed systems, While |
generally agree that the Internet cannot be relied upon for a total solution, I think it can and should be part
of the solution. The paper trail must remain due to all the reliability and security issues related to computer-
based voting. | recommend that the voter certify his or her own vote at the polling place with a paper copy
showing how the vote was counted.

All ballot systems in use or proposed have the same weakness: they all ask the voter to trust the election
officials too much. The voler must trust that his or her bailot will be handled cormrectly. The voter must trust
that the equipment used to count the ballots is neither "rigged" in any way nor otherwise deficient. The
voter has no way to verify anything.

This proposal introduces a new concept: The Voter Certified Ballot {"VCB"). With this system, the voter
certifies that his or her ballot gets recorded correctly. In the end, the voter can certify that it was counted
correctly. No manipulation of the vote can be hidden.

Some issues such as voter file maintenance and absentee ballot procedures are only mentioned here. This
proposal mainly addresses polling place procedures and ballot handling and counting. These are the most
critically deficient areas. Voter file maintenance is an on-going process and I feel the Secretary of State is
making good progress in this area.

In my earlier drafts of this document, 1 assumed that pre-printed ballots would continue to be the preferred
way for voters to indicate preferences. [ showed how the Voter Certified Ballot system could be applied to
a variety of data input systems. I started by talking mostly about working with the pre-printed ballot. After
much debate, I've concluded that it will likely be simpler, more secure, more flexible (including
accommodating visually impaired voters), and cheaper to abandon the pre-printed ballot. So, 1 changed my
emphasis here to demonstrate how a PC-based Voter Certified Ballot would work, while mentioning ways
the VCB could be implemented using other equipment.

I. Description of Hardware Setup

A standalone PC and printer will be set up in each voting booth. The CPU and keyboard will be
inaccessible Lo the voter: only the mouse, monitor and printer will be within reach {the keyboard should be
unplugged--removed altogether from the PC). The mouse will be a very simple one-buiton mouse so that
people not familiar with PCs will not get confused by multiple buttons, wheels, and so on.

The PCs could come from existing inventories of government agencies, businesses, or individuals. Most
any modern PC setup (including printer) wil! do.
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Additional hardware configurations will be devised to accommodate vision-impaired voters. Also, by
utilizing a touch-screen monitor (or touch-screen overlay on a standard monitor) voters that may lack
sufficient eye-hand coordination to operate the standard setup can indicate preferences by simply pointing
with a finger. If implemented, this system would most likely include one PC set up for the vision-impaired,
another PC set up with a touch-screen monitor, and several other PCs with a configuration (with mouse)
that most voters will be comfortable with.

I1. Main Features and Benefits of Proposed System

1. Ballot reading issues resolved, Voter certifies machine reading of baltot before leaving polling
place.

2. QOvervotes not possible.

3. Traditional strengths of current system retained such as personal identification at the polling place
and ballot anonymity.

4. Enhance access lo democratic system by making detailed precinct-by-precinct voting data publicly
available on the Intemnet.

5. Increase voter participation by proving that each vole gets counted accurately.

6. Robust and redundant. Simple, secure, accurate, resisiant to computer failures,

7. Fast and accurale vole counts available within minutes of poll closing.

8. Recount results will reproduce totals with 100% accuracy.

9. Vote is counted and certified by the individual voter and precinct pollworkers before ballots are
transported anywhere.

10, Ability to accommodate voters not wanting to use electronic system by offering a paper ballot if
needed.

11. Low cost. Almost no new dedicated voting equipment to purchase.

12. Greater community involvement in the process.

13. Much better ability to accommodate vision-impaired voters.

14. Improved ability to meet requirements for ballots in different languages.

15. Write-in votes counted accurately and automatically.

I11. The ATM Model

In a December 14 press release, "The presidents of MIT and Caltech have announced a collaborative
project to develop an easy-to-use, reliable, affordable and secure United States voting machine that will
prevent a recurrence of the problems that threatened the 2000 presidential election.”

They go on to say,

"Beware of the assumption that newer technology is more complicated. The trend
is the opposite," said Dr, Vest. "Most people have been able to figure out ATMs.
That's our model," remarked Dr. Baltimore.

While the VCB system has been developed independent of the Caltech/MIT project, 1 largely agree with
the ideas and principles laid out in their press release, In particular, I think the ATM model is instructive.

With the exception of the Voter Certified Ballot system, there is an important attribute of ATMs totally
lacking in voting systems: Verification of the transaction comes in two parts, namely, (1) a printout upon
completion and (2) a bank statement where the transaction appears and can be reconciled with the
beginaing balance, the ending balance, and all the other transactions.

Bolh parts are required. Can you imagine your reaction if your bank informed you that they would continue
to provide the receipts but would no longer make available detailed stalements of all your transactions?
Suppose they said, "1f your balance shows less than you think it should be, it's probably because you made
some transactions you didn't record or forgot about. We're not going to give you any detailed listing you
can check against.” We wouldn't accept this and we shouldn't accept anything like this from our election
officials either.

Another observation about ATMs: Often, people don't save their receipts or even when they do save them
they don't do anything with them. We ofien see the area around the ATM littered with receipts--a lot of



Page 5

them are in the waste basket nearest the machine. Some gas stations have addressed this problem by
making the printed receipt an option. Perhaps a voting system that provides a reccipt should also offer an
option not to print one.

Our confidence in using ATMs is enhanced by having this two-part verification, whether we choose to
reconcile our statements with the receipts or not. If either part were denied to us, we would have less
confidence in ATMs. The receipts would be particularly useless if there were no detailed statements to
check against.

In some places, ATM-like touch-screen voting systems have been used where the voter gets no receipt and
no statement showing where and how the vote was counted. This is analagous o using an ATM and being
told by the bank to trust that the transaction will be handled properly, while not providing a receipt or any
other way for the user to verify that it was handled correctly. We would not accept this from our bank and
we should not accept this from election officials.

The Voter Certified Ballot system provides the two-part verification, similar to what we get with our ATM
transactions. And, like ATMs, it offers volers the speed, convenience, ease-of-use, and accuracy lacking in
other systems.

IV. Potential Vote Fraud

Most of the experts that have looked at the Voter Certified Ballot system have objected to giving the voter
the ballot copy on the grounds that it would lead to vote buying. I believe they are mistaken. Here are four
of the main reasons that they are mistaken on this subject:

1. Most of the examples they use (when direct vote buying was a significant problem) date from the

" 19th century. The conditions that exist today are much different and those examples are not
relevant. The electronic age makes this type of fraud very risky and not profitable. With hidden
cameras, hidden microphones, and so on, the vote buyer is at risk for a sting operation and/or
blackmail. The electronic age also means that dollars that might have worked to buy votes can be
better spent through radio, TV, and the Intemet to gain votes.

2. If this type of direct vote buying were so attractive, we'd see more of it today. If proof of how one
voted were such valuable information, it would be easy to hand a voter a small digital camera (or
scanner) and instruct the voter to make a copy while in the booth. Upon retumning the camera with
the image as proof, the vote buyer could then complete the transaction.

We don't see Lhis type of fraud because it's too risky and loo convoluted. Any similar fraud using
the ballot copy offered in the VCB system would be equally convoluted and risky.

3. It is widely known that absentee ballots open all sorts of possibilities for fraud. This type of vote
buying would be much easier with absentee ballots than with the VCB system. If it were such a
big problem, we'd have much stricter restrictions on absentee voting. As it is, the State of
California makes absentee ballots available to any voter with no reason needed.

4. The ballot copy offered with the VCB system would be worthless to a potential vote buyer. It
provides no proof at all. The voter knows that the copy is authentic but the buyer would have no
way to verify this since copies could be easily forged. Election officials can authenticate the ballot
due to embedded information but without the key used to create the embedded information, no one
else could tell the difference between the real copy and a forgery.

V. Proposed Procedures for the Voter

Voters will check-in at the polling place and the pollworker will find their name in the preprinted logbook
{("roster™) prepared for the precinct. The pollworker will put a check mark next to the voler's name. The
voter will not sign in at this time and will not receive a ballot or anything else.

After entering the voting booth, the voter will find a standard PC monitor displaying the ballot application
that is running, There will be a targe button on the screen that says "BEGIN" (along with transiations of
"begin” in all the languages that need to be supported). When the user clicks this button, the next screen
enables the user to select a different language. After that, the voler is presented with a screen showing the
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first items on the ballot with check boxes next to them. A "Next" button will appear at the bottom of the
screen indicating they should go to the next screen after making selections.

On the next page, the voter will see a "Go Back" button on the bottom as well as the "Next" burton
(assuming there is another page). Upon reaching Lhe last page, there will be a button that says something
like, "Click here when you have made all your selections.” Afier clicking on this button, a preview of their
printed ballot is displayed. At the bottom of the ballot preview, there are two buttons: "Go back and change
my batlot" and "I'm finished. Print it!" When finished, a unique ballot number is generated and recorded

electronically along with the voter's selections. Two copies of the ballot are printed with the ballot number
and precinct number printed on each cormer.

Options will be available to enter write-in candidates. If selecled, a screen will pop-up with an on-screen
keyboard which can be used to spell out the name of the candidate.

As the voter makes choices, those choices will show up very clearly with each selection brightly
highlighted. For example, when the voter first sees a list of candidates for a particular office, each name
will be displayed clearly; once the voter makes a selection, the name will appear brightly highlighted with a
large check mark next to it while the other names will be greyed and barely readable. All the candidates'
names will return to the original display if the voter deselects his or her choice. It will be easy an obvious to
select or deselect any item.

The printouts will utilize a font that can be easily read by machines and by people.

After the voter clicks on the print button, a message appears that says:

Check the accuracy of your ballot. Your anonymous vote has been recorded
electronically but the printout you are receiving now will be used to resolve any
discrepancies.

Do not make any marks of any kind on the ballot! If anything on the ballot
does not look right to you, you should start over. If it looks like a printer problem,
tear up the ballot and report this the problem to a pollworker. Then go to another
voting booth and start over.

When you are satisfied that the ballot reflects your intended vote, place both
copies face down in the privacy folder. Go to the poliworker, deposit your ballot,
and sign-out on the logbook. One copy will be handed back to you: the other will
be dropped into the ballot box.

The very last screen would say, "Do you want to print a copy of your ballot to keep for your reference?"
There would be a large "Yes" button and a large "No" button (the default in case the voter does not respond
would be "Yes"). At the bottom of this screen would be a message, "Unless you specify 'No,' a reference
copy will be printed in x seconds" (where x represents a count-down in seconds beginning with, say, 5.

The printout would say something like "Undervoted" for any ttem on which the voter made no selection.
Overvoles are prevented by the software.

As soon as the voter completes the process, the electronic file will be resorted by ballot number so that no
one could later identify a particular voter's ballot by keeping track of the order of the users of the PC.
VL. Implications for Pollworkers

Pollworkers will have to learn a few new concepts and procedures. None of these would be very
demanding. Little or no familiarity with computers would be required for most pollworkers. There would
need to be at least one pollworker available capable of setting up and running a standard PC.
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The certified printout becomes the authentic document. It is the actual ballot. This settles all issues related
to whether or not the machine read the ballot correctly.

The electronic record of the vote (from which the printout was produced) is a simple one line ASCII text
database record (fixed length or variable length delimited, to be determined).

The record has the fields as indicated before, i.e.
ballot number

slate (2 char abbreviation)

county

precinct number

Y/N indication for first ballot item

RN ol s B e

... Y/N indication for last ballot item
write-in candidate 1
write-in candidate 2

If more than one precinct votes at a single polling place, partitions should be used such that the equipment
would record he correct precinet for the voter. It would be possible for voters from different precincts to
use the identical voting equipment but this would complicate matters under this design. In this case, when
the voter checks-in, the pollworker would need to direct the voter te use one of the PCs. Also, the
pollworker would need to verify the precinct number (by tuming up the corner of the ballot) upon accepting
the ballot from the voter (unless the pollworker observed that the voter used the correct booth).

Afler the polis close, the pollworkers must count the ballols and verify that the number of ballots matches
the number of signatures.

VII. Copying the Results From Each Precinct

When the polls close, the electronic records of the votes are merged into a single text file. A pollworker
accomplishes this by rebooting each voting-booth PC and bringing up the ballot program in administrator
mode. The program has a "Copy data to floppy disk" menu item. After all the files have been copied 1o
diskette {or possibly other media), the diskette is taken to another PC to consolidate the data. The electronic
file is sorted by ballot number and printed out. The number of electronic records must match the number of
signatures and the number of ballots.

However, it's possible there will be other spurious records due to mistakes or mischief. All "extras" must be
deleted from the file and the list reprinted. When the printed list has the correct list of ballots, the workers
verify the data. One person reads aloud from each ballot while several others with copies of the printed list
check them off. A technical note here: the spurious records would not be physically deleted--"suppressed”
might be a better characterization. The records identified as spurious would not show up in any tally. The
spurious records would be retained in case a voler fater produced a copy of a ballot that they claim was
never counted. In this case, the error can be proven as a voter error (that is, the voter must have printed
another ballet but tumed in the "wrong" one).

Under this scheme, every county maintains a web site and makes space available to each precinct. Domains
are created for each precinct. The domain-naming scheme might go like this:

http:/fwww.st-county-precincinumber.gov

So, hitp://www_ca-santaclara-2419.gov would belong to precinct 2419 in Santa Clara county, CA. After the
pollworkers have certified that the file is correct, they post the file to their domain. The name of the file
would simply be votedate.txt so each precinct would have posted 20001 107.xt to their own domain if this
system had been in place this year. The raw text file is available to anycne but a script on the server would
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also be run lo display the data in a browser-readable easily comprehensible table with headers (indicated
the conlents of each columm).

Once all the files from all the precincts are copied to the county server, tallying the vote does not depend on
Internet access since all the data would be on the same computer. The totals should be available in a matter
of seconds.

VIIL Certifying the Result

Currently, ballots are not normally read at the precinct level. The pollworkers only count the number of
ballots, not the markings on the ballot. The ballots are transported to a more centralized location where they
are processed. While (his means that the votes can be counted in a more controlled environment, it also has
some drawbacks.

1. The ballots are put at risk in the process of transporting them before anyone knows what's on
them. While this process is normally orderly and careful, historically, there have been problems
and there is no guarantee similar problems will not occur in the future.

2. Itistoo slow. People want to know the results. There is no excuse for not being able to deliver a
quick and accurate count afier the polls close (if a national election, results should not be posted
until the polls close in all time zones). Right now, the officials can't deliver the counts right after
the polls close because the ballots are on the road somewhere. When they do arrive at their
destination, they must wair in line with the ballots from many other precincts before they are
counted.

With the VCB, there are several layers of certification. First, the voler certifies his or her own ballot,
Second, the poliworkers at the precinet cerlify that the file transmitted to the county (and posted on the
county web site) is accurate. Beyond that, there are procedures for the county to certify the accuracy of the
counts.

Once the precinct workers copy he data to their Internet site, the system administrator for the county locks
out all users from accessing the data, The precinct workers re-examine their data on the Intermet and certify
that it is correct.

The county would certify the count using several techniques. After the pollworkers have finished their
work, the ballots get transported to wherever election officials normally take ballots. As part of the
certification process, some or all of the ballots will be scanned and the results automatically compared with
the results posted by poliworkers at the precincts. Probably, it will not be necessary to scan all the ballois: a
few samples from each precinct might be adequate.

A list of all precincts in the county would be available from the county's web site. in addition, at this point,
ANYONE can count the vote as a crosscheck. The voter could import the dala for his or her precinct into
any spreadsheet or database program and verify the totals that eleclion officials have posted for the
precinct. Also, a simple script could roll through the entire precinct domains for any given county and
accumnulate to totals on any bargain basement PC connected to the Internet. This has the additional benefit
that valuabie voting pattern information previously available only to organizations with the resources to
buy the data would now be freely available to anyone that can get on the Internet. The text files remain on
the Internet indefinitely and serve as a resource for research.

While the final certification of a statewide election would remain with the Secretary of State, each
individual voter can verify that their vole was counled and that it was counted comrectly.

IX. Touch Screen Voting

Touch Screen Voting may prove to be the ultimate way to go but it's not clear if the advantages would
outweigh the high initial costs. It certainly is worth investigating. While avoiding the cost of a pre-printed
batlot and the cost of reading the ballot, each voting booth would have to be outfitted with relatively
expensive equipment. In order for touch screen voting to work, the machine must be blind to the actual
voter identity.
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If the cost can be justified, the voting procedure could work similar to the PC-based VCB system described
above. However, it is felt that since most voters will be comfortable using a mouse, it will be difficult to
Justify the cost of making a touch-screen system standard for all votes cast at the polling place.

X. Vision Impaired Voters

The PC-based VCB system makes it quite feasible to accommodate pecple that don't see well or at all, A
totally blind person could vote utilizing a special version of the ballot software that works with a
headphone instead of a monitor. The blind voter would be prompted by a recorded voice. "Click the mouse
button to begin."” "Click the right mouse button to vote for xyz. Click the left mouse button if you don't
want xyz." After the click, on to the next item. At the end, selections are read to the voter for verification
and a procedure for changing is included. The printout would be handled the same way. Even though the
voter couldn't read it while in the booth, someone else assisting (he voter could read it tater {or they could
elect not to print one).

For people that are not blind but have difficulty seeing, they may be helped by the use of extra large fonts
on the screen and on Lheir ballot. Or they could use the headphone system for the blind.

Any system(s) set up for the blind should also be usable for sighted voters. If a system were set up for their
exclusive use, it could compromise voter anonymity if, say, only one voter used the system on election day.

XI. Procuring the PCs

The county would maintain a web page catled something like "PC Lenders Signup.” This page would have
a list of all precincts and there would be two buttons next to each precinct number. One would say "Map"
(which would lead to a graphic display showing the location of the precinct). The other would say "Lenders
Signup.”

Selecting the Lenders Signup button would lead to a list of people and the machines offered for Election
Day, and would have a form to fill to add more. There would be instructions there something like this:

Please sign up even if it appears there are an adequate number of PCs pledged for
this precinct--we may need some backups! All modern Apple-type or IBM-type
PCs can be used. Enter your name, organization (if applicable), processor (for
example, Athlon), speed (for example, 850}, RAM, harddrive, printer make and
model [and so on] and the number of units matching this description you are
willing to lend for Election Day.

We can only accept whole setups except for the mouse (which we will supply)
that are known to work. We need to have the CPU (with CD ROM drive and a
diskette drive), monitor, keyboard, printer, and all cables necessary to hook it up.
Your PC will not be connected to a network.

You will need to arrange for delivery (at least 24 hours before polls open) and
pickup of the equipment (within 24 hours after the polls close). In addition, you
will need to sign a waiver absolving the county of any loss that you may incur due
to this program. You will be given a receipt including serial numbers of all
equipment you bring in. Every effort will be made to handle your equipment
properly but we make no guarantees.

You will be responsible for backing up and restoring your harddrive since all
programs and data will be erased before we install the ballot program. You need
to show proof that you own a valid license for the operating system we use.
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Immediately after you sign up, send an email to
PCLendersProgram@QurCounty.gov and include your name, address, and phone
number. We will contact you.

Clearly, this program would involve some time, trouble, and risk for the PC lenders. Whether or not
sufficient numbers of usable PCs could be obtained in this way remains a fair question. This is one of the
gating issues to be studied.

A basic assumpticn of this proposal is that lenders would accrue goodwill by supporiing "progress in
democracy” with "support for modernization of the ballot process.” Public acknowledgement of lenders
should remain published on the Intemet for some months after the election. Other incentives may be
promoted as required (for example, stickers, thank you letters from the Secretary of State, etc.).

XII. Software Requirements for the PC-Based VCB

One of the main tasks lo be completed before implementing this system involves development of a simple
and robust software program for creating the ballot. This software would be installed along with the
operating system and would be the only application running. After the PC boots, in "administrator mode."
After login, the administrator can select several options:

e  PC Number

» Load data

»  Precinct Number

s Install printer

» Copy voters' ballot data to disk

etc...

In this design (the PCs are not networked), the PC number would be a critical piece of data. The ballot
saftware would produce a unique bailot number for each voter in the precinct. It would be a random
number selected from a range of numbers. In order to ensure uniqueness, the ranges for the various PCs
used must not overlap. So, for example, PC number one would select ballot numbers from 1000 to 1999,
PC number two would select ballot numbers from 2000 to 2999, and so on. Once a ballot is printed using a
PC, the PC number cannot be re-used. That s, if the PC broke down and was replaced while the polis were
open, care must be taken to ensure that the replacement doesn't use the same number or any other number
already used.

The Load data option is to load the information provided by election officials that is supposed to be on the
ballot. This means that Lhe software can be used for any future elections by importing the election data file.
In other words, the specific options being voted on would never be hard-code.

A disk image would be created and burmned onto many CDs for each district (each area that has the same
options on the ballot). Setting up a PC for a given precinct would invelve booting to the CD and copying
the image (operating system and ballot application) to the harddrive. Upon bootup, the setup person enters
the PC number and the precinct number, and installs the printer. Then, s/he enters "voter mode" and tests to
make sure it all works. After the lest, the lest data would be erased.

XIII. Security Issues

This system is inherently resistant to vote fraud due to all the crosschecks. No manipulation of the vote can
be hidden. The voter gets a copy of the completed ballot and then can verify it was counted since each vote
is published on the Internet.

However, it seems reasonable 1o assume that some will attack the system if for no other reason than to
create mischief. For example, someone could try to throw a monkey wrench into the system by forging a
ballot, which they bring to the polling place and substitute for a ballot produced there. This would create a
situation where a ballot exists with no corresponding electronic record. The VCB system expecls to have
some electronic records with no cormresponding printed ballot (for example, due to the voter starting over
after printing one already, or starting over due to print failure). However, there should be no way to have a
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ballot with no electronic record. Such a forgery should be easy to spot given that the exact format of the
output will be nearly impossible to replicate.

In addition, check marks could be included on the printed ballot that would be spaced apart according to a
cipher applied to the ballot number. This cipher would be unique to the PC with the only record of it
enlered in a logbook on Election Day. The contents of the cipher would be unknown to anyone in the
precinet (the keys would be kept in a secure location by county or state election offictals) so it would be
impossible to know the correct spacing between the check marks without having access to the keys. This
extra step may or may not be needed since it only provides one method to prove a forgery. Forgeries are not
likely to be prevalent since they provide no advantage to the voter and will only cause their vole to be
thrown out. Further study of potential forgeries might be useful.

While the PCs would be under observation by pollworkers on Election Day, there is some risk of tampering
between the time the PCs are set up and configured (with the software they will use on Election Day) and
when the polls open. Software would be included to authenticate the boot up procedure and ensure the right
operating systemn and right ballot software gets loaded when the PCs are started on Election Day.

Procedures could be in place so that the machines could be used while networked or without a network
connection. For the sake of security and simplicity, | do not recommend networking the PCs.

This system will be somewhat more vulnerable Lo power outages than non-electronic systems. At a
minimum, it is likely (hat an uninterruptible power supply should be installed to ensure that votes in the
process of writing to the database could be completed. 1t might be desirable to make a small electric
generator available to operate in case of an extended power outage. This problem is not unique to the VCB
system: Any electronic voting system would have similar vulnerabilities. [t would be worthwhile to
examine procedures already in place to deal with power outages at traditional polling places. Further study
of this issue would be done in the feasibility study that would follow accepiance of this proposal.

The ballot software will log to disk all selections by the voter until the vote is completely recorded to the
database. In the event the power plug of the PC is pulled, the software should be able to restart
automatically and pick up where it left off as soon as power is restored.

Procedures would need to be developed for dealing with machine breakdowns, paper jams, etc. A secure
system for posting results from the precincts to the county maintained web domains would be needed. Also,
a procedure would be included for pollworkers to manually recreate the electronic record from the printed
ballot in an instance where the data file on a given PC was somehow damaged or lost and could not be
recovered {anticipated to be very rare, but it is possible).

X1V. Costs

The PC-based Voter Certified Ballot system would be very cheap. After the initial setup and training costs
required for the first election, it should be much cheaper than traditional systems: No ballots to print,
almost no voting equipment to purchase, store, and depreciate.

The cost for voting equipment would be small but might include mice and touch-screen overlays. In
addition, there would be some cost for polling place furniture--tables, partitions, curtains, and so on.
Estimates will be developed as part of the study.

While PC-based VCB system would be the ultimate in cheap once established, there would be significant
startup costs, Mostly these costs would involve development of software, development of procedures,
training, and a public relations campaign to inform voters about the new system.

If the YCB system were used with a preprinted ballot, it would not be so cheap but the cost might be
justified. At least one machine would be required for each precinct to accept the original ballot and print the
certified copy. The ballot reading machinery would be the main new piece of hardware required. With full
PC setups (including scanner and printer) commonly available for less than one thousand dollars, these
machines should not cost more than this since they will consist of basically the same components. Several
might be required for each polling place.



Page 12

Touch screen voting would require purchasing a higher number of unils {one for each voting booth) but
may turn out to be cost-effective. The first implementation of this design would have a high cost-per-unit.
Mass-produced, per unit hardware and software costs would be expecled 1o drop significantly,

XV. Absentee Ballots

A remaining issue has to do with the absentee ballots. I recommend that they always get counted and
always get posted to the Internet just like the normal votes. I would suggest they have a ballot number that
would also denote that they were absentee. It may be impractical to give the voter an opportunity to review
how the ballot was read before it is officially counted,

I believe that usually absentee ballots are blindly separated from the envelopes before (hey are processed. It
might be possible to preserve voter anonymity and give the absentee voter an opportunity to see how the
vote was counted. This could be done by incorporating a tear-off envelope with the absentee ballot that
contains the ballot number {or the voter could manually record the number from the ballot).

Absentee ballots always involve some compromise of voler anonymity. Voter anonymity is supposed to be
protected by procedures followed by election officials and the people working on their behalf. However,
unlike voting at the poll, these procedures cannot be personally witnessed by the voter.

Another altemative might be to have the absentee voter go to some institution where s/he has an established
relationship (like a bank) so that identity can be verified and a ballot number issued. The voter could gotoa
PC connected to the Internet and follow much the same procedure followed in a voting booth as described
previousky for the PC-based VCB system. The difference would be that the voter would mail-in one copy
of the ballot (instead of handing it to the pollworker). Upon receipt of the ballot, the election official would
verify the ballot number then erase the ballot number from the record connecting that number to the
individual. Admittedly, this is a compromise but may be no worse (han existing procedures for absentee
ballots.

XVI. Internet Voting

While certain aspects of this proposal involve the Intemnet, overall, this is »of a proposal to implement
Intemet voting and I adamantly oppose any proposal intended to enable remote Internet users to vote via
the Internet en masse. The only instance where Intemet voting might deserve serious consideration would
be the absentee voter procedure previously discussed.

XVII. Possible Voter Disenfranchisement

The vast majority of voters will readily accept the PC-Based Voter Certificd Ballot system because PCs
have become reliable tools they use on a regular basis. However, it is anticipated that a small percentage of
voters will react negatively to the new sysiem. Some people will "never trust computers” or will simply be
uncomfortable using one.

As quoted earlier, Dr. Baltimore of Caltech said, "Most people have been able to figure out ATMs."
However, banks don't force people Lo use them, People can still function perfectlty well without ATMs and
can enjoy the personal assistance from a teller if they so choose.

As with any new ballot system, care must be taken not to disenfranchise any volers. A ballot for manual
marking could be printed for voters not wanting to use the new system (printed on-the-spot with a function
of the ballot software, letter or tabloid size).

After marking the paper ballot, the voter would return to the pollworker and the pollworker would ask,
"Will you wait for a receipt?" The manually marked ballot could be given to another pollworker whe would
enter the selections at the PC and generate the completed ballot. In order to preserve secrecy of the ballot,
the poliworker making the entries would be in another room or behind a partition and not within earshot of
the voter.
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The hand-marked ballot would then have the computer-generated ballol number manually recorded on it.
The hand-marked ballot would be folded-in and placed in the privacy folder with the two copies of the
finished ballot placed face-down on top of the hand-marked ballot.

The pollworker doing the data entry would hand the folder back to the first pollworker who would return to
the voter (if the voter has decided to wait for the receipt). The pollworker would then ask the voler, "Would
you like o verify that your ballot has been recorded correctly?” (show the voter back to the voting booth to
review Lhe ballot copies).

Most likely, the voter will return to the pollworker and say, "IU's correct” or something like that. If not, the
pollworker would ask, "Did you mark your corrections?" If so, Lhe pollworker tears up (or puts them in a
shredder) the printed copies and takes it back to the entry person to redo. The old ballot number is crossed
out and the new one recorded.

It's possible that the voter will still have problems, perhaps ¢laiming, "I want to vote for both candidates" or
claiming that the ballot is still not right. These cases should be rare and pollworkers would need some
training on how to handle these situations gracefully.

Once the pollworker has the hand-marked ballot along with voter-approved ballot copies, the printed copies
are handled like all the rest and the voter signs out on the roster. The hand-marked ballots are stored
separately where they may be used later for verification.

This type of ballot handling represents some compromises and extra work, but it is anticipated that the
number of such cases will be small and will decrease as the electorate continues to become familiar with
the system and continues to become familiar with PCs in general.

XVIIL Implementing the PC-Based Voter Certified Ballot

This system may be the cheapest and best system yet devised. If so, it could become the de facto standard
all over the United Slates while satisfying the requirements for worihwhile ballot reform.

Several steps must be taken before that can happen. Upon acceptance of this proposal, resources would
need to be allocated in order to develop a detailed implementation plan (call it "feasibility study," "study,”
or just "plan"),

This is a bottom-up approach (as opposed to top-down). A tap-down approach is probably not feasible due
to the decentralized nature of voting system decision-making.

Broadly speaking, there are six steps:

Develop a plan 1o implement the system in one county (or voting district(s)).

Execute the plan (after approval and funding obtained).

Wrap up documentation and make it available so that it may be followed easily by others.
Implement the system in multiple counties and voting district in subsequent elections.

Implement the system in multiple slates in subsequent elections,

Nation-wide acceptance.

SR

The plan (step 1) would cover many topics including,

s ldentify key players and lasks

+ Identify a geographical area for the pilot project and obtain all the necessary commitments of
political support and cooperation.

¢ Identify and describe in detail all the other tasks to be performed

» Identify possible changes Lhat might be needed in election law (for example, we might need to
make it illegal Lo force anyone to reveal their ballot number).
Develop a budget for the pilot project.
Identify funding source(s) to satisfy the budget requirements.

s Outline Public Relations campaign to inform voters of new system--gauge receptivity.

s  Conduct surveys and publish results.
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»  Setup and maintain a website (preferably on the Registrar of Volers page) where all details will be
published

s ldentify specific makes and models of PCs that will work with the system (Apple may not be
supporied in first implementation of the system)

=  Describe how an adequate number of usable PCs can be obtained for Election Day.

Outline training program for pecple involved in setting up polling places.

Document polling place set up procedures.

Create a polling place mock-up and recruit volunteers to test procedures,

Design polling place equipment to accommodate the PCs (tables, partitions, curtains, etc. and get

cost estimales) |

Describe how the new system will interface with the old.

Investigate the utility of including an option for an explicit undervote (i.e., "none of the above")

Describe in more detail how absentee ballots and provisional ballots would work with this system.

Address vulnerability to power outages and other security issues,

Galther information on other voting systems that have used some of the features of the VCB (]

have an unconfirmed report that Brazil used PCs in their national election; Also, 1've heard that

receipts have been issted in some demonstration systems, e.g., LA County in the early 1990s)

e Develop a list of milestones wilh dates along with criteria for making go/no-go decisions. The last
milestone will clearly delineate all the conditions that must be met in order to obtain final go
ahead.

s A fallback plan to mothball the new system and go with the old system in case the final milestone

conditions cannot be met.

Develop prototype ballot sofiware.

Develop specification for production ballot software.

Develop a test plan for testing the ballot software.

s  Complete the production ballot software, including testing.

»  Oblain centification for the system.

XIX. Conclusion

If this system can be implemented successfully countywide, it could be implemeénted statewide in later
elections. The state could accumulale the vote from the counties much the same as the county would
accumulate votes from the precincts in the system described here.

Voter anonymity is preserved since only the ballot number is given in the electronic database. The voter
retains the only record linking the ballot number with the specific voter.

This system has multiple levels of verification 1o ensure an authentic and accurate vote count. Not the least
of which is the fact the voter would go home with a printout of their vote and can, at any time, log on to the
Internet and verify that their own vote has been posted and is correct.

We can and should demand end-to-end verification. The voler's printout is a good step. But it's only part of
the puzzle. It's possible to devise a system where you give the voter a printout of the vote that exactly
represents the selections made, while writing the data to the database according to whatever formula the
programmer wants to use! Some might fee! that publishing the vote in the way I am suggesting is overkill.
Actually, it should be considered an absolute requirement for any large-scale implementation of
computerized voting.

The VCB system could be implemented with any variety of voting equipment. The main requirement is the
ability to produce the electronic file representing the volers' selections. The PC-based VCB system makes
use of the great number of PCs out there (and under-utilized).

The PC-based Voter Certified Ballot has been designed for voter ease-of-use. While it should prove very
easy and simple for voters, there is some complexity involved behind the scenes. There are many



Page 15

difficulties to be worked out having to do with procedures, methods, software, and training. Once
accomplished, this knowledge can be reused and reapplied anywhere.

The pilot program proposed here could polentially work out all these details. The geographical area chosen
for the pilot program must be sufficiently large and diverse so that it will represent a real world test,

Alan Dechert,

4700 Allegretto Way, Granite Bay, CA 95746
adechert@aol.com

916-791-0456
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Text from Dec 14 Press Release
htip://wew.caltech.edu/events/mitcit/citmit.html

Caltech and MIT Join Forces to Create Reliable,
Uniform Voting System

The presidents of MIT and Caltech have announced a collaborative project to develop an easy-to-use,
reliable, affordable and secure United States voting machine that will prevent a recurrence of the problems
that threatened the 2000 presidential election.

The anncuncement was made in a jeint video news conferences at MIT and Caltech Dec 14.

"It is embarrassing to America when technofopy fails and puts democracy to such a test as it did this
month,” said Caltech President David Baltimore, who opened the hour-long live teleconference in
Pasadena, Califonia.

"Academic institutions have a responsibility to help repair the voting process so that we don't see anything
like this again. This project is intended to protect the system from the problems we've seen in the last
election," Dr. Baltimore said.

MIT President Charles M. Vest, speaking from Cambridge, echoed Dr. Baltimore's concern for the security
and credibility of the voting process.

"We must find a solution. Each of us must be confident that his or her vote has been reliably recorded and
counted. A country that has put a man on the moon and an ATM machine on every corner has no excuse,"
said Dr. Vest.

"America needs a uniform balloting procedure. This has become painfully obvious in the current national
election, but the issue is deeper and broader than one series of events,” said Vest and Baltimore in a Dec.
12 letter to President Vartan Gregorian of Camegie Corporation of New York.

Gregorian said, "I want to congratulate the two presidents of our nation's most distinguished universities for
their leadership in this welcome and timely initiative on behalf of our election system. Voting is the
fundamental safeguard of our democracy and we have the technological power to ensure that every person's
vote does count. MIT and Caltech have assembled a team of America's top technology and political science
scholars lo deal with an issue no voter wants ignored. This research is certain to ensure that America's
voting process is strenglhened." Gregorian said he will recommend the Carnegie Corporation board fund
the $250,000 initial phase of the research.

The grant will be used by a team of professors from each university who are experts in technology, desizgn
and political science. The team members include Massachusetts Institute of Technology Professors Stephen
Ansolabehere of political science and Nicholas Negroponte, chairman of the MIT Media Lab; and Caltech
Professors Thomas Palfrey of political science and economics; Jehoshua Bruck of computation and neural
systems and electrical engineering; and R. Michael Alvarez, associate professor of political science.
LESSEN CONFUSION

Professor Ansolabehere, speaking at the teleconference, said, "We are going to consider voting
technologies from the paper ballots of the nineteenth century to the latest. First, we'll look, literally, at what
people do in the voting booth. There, our goal is to lower voter confusion.

" Second, we'll look at how votes are counted, comparing the precinct level to a central counting agency.
We will look at the strengths and weaknesses of voting lechnologies, find the greatest weakness and work
from there. Our poal is to find the most reliable among existing technologies.”

The first phase of the joint project - surveying existing technologies and setting up criteria -- would be
complete in about six months, Professor Ansolabehere added.

Professor Palfrey of Caltech noted there were "issues that didn't hit the press in Florida but that are critical,
including comparing the cost of existing technologies to the cost of standardization and modernization,
which could run into several billions of dollars.

"But compare that one-time cost to the $300 billion annual defense budget. 1t's a small price to pay for
modemizing democracy,” he said. .

Professor Palfrey also noted other issues for the MIT-Caltech team to explore, such as the impact of the
current system of election administration, which is “highly decentralized and fragmented,” and the role of
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absentee voting, with its implied concerns of security, liability, privacy, maintenance and software
development.

FEEDBACK

Professor Negroponte, chairman of the MIT Media Lab, spoke to his bi-coastal colleagues and the media
about the actual interface berween people and any voting machine.

"Whatever is invented will include some interface wilh machines, whether we vole by computer, paper or
in a voling booth. The Media Lab intends to make that interface as easy as possible," he said,

Professor Negroponte outlined the goals of the joint project from the perspective of design and feedback by
comparing the act of voting with the act of pushing a button 1o summon an etevator.

"Right now, there's no feedback at all in voling. You push the button. Nothing happens. 1t's like when you
push the elevator button and nothing happens: you don’t know if the elevator is broken or the light is
broken. It would be good to have some degree of feedback in voting. For example, you might get some
feedback saying, 'you voted for x," he noted.

ATM THE MODEL

The MIT-Caltech faculty team took a generally lighthearted view of the alleged challenges to the public of
masiering new voting technology, despite months of media attention to voler confusion over the various
forms of bailots and punch-card machines that didn't punch.

"Beware of the assumption that newer technology is more complicated. The trend is the oppasile,” said Dr.
Vest. "Most people have been able to figure out ATMs. That's our model," remarked Dr. Baltimore.
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Subj:  Re: MIT/Caltech Uniform Voting Syslem Study
Date:  1/31/01 10:06:40 AM Pacific Standard Time
From: Adechert

To: sda@MIT.EDU (Stephen Ansolabehere)

In a message dated 1/31/01 9:18:42 AM Pacific Siandard Time, sda@MIT.EDU writes:

> You should first check that your system is legal.
-

Thanks for your prompt reply, Stephen. I will look into that some more. [don't believe it is illegal
primarily because ['ve discussed it with quite a few knowledgeable people who would kiow that and surely
point that out it {if it was illegal).

I agree that most experts think it would be a bad idea to give the voter a copy of the ballot. 1 don't buy it.
Many of those that think it would be a bad idea also make reference to 19th century voting. 1believe that
the conditions have changed (especially given the electronic age with hidden cameras, h idden microphones,
instant media communications, and so on) such that this type of fraud is no longer viable.

Here is text of a message to Peter Neumann, Kim Alexander, and David Jefferson--experts testifying before
the California State Assembly. I elaborate on this point:

http://www.go2zero.com/re_ca_hearings.html

> Vote buying was a very big problem in the US at the end of the 19th century,

> and it worked because there was a verifiable receipt of how you voted.

>

Nowadays, vote buying goes on for sure but it's more subtle. 1don't think any large-scale scheme like you
fear could work today.

If this were a major cause for concern, we'd see a lot of this now with absentee ballots. This would be a
much cleaner and less risky way to complete such a transaction.

In fact, it (direct vote buying) is a risk wilh absentee ballols and there have been some problems in this
regard. Tt doesn't seems to be a major problem, however.

Logically, I don't think the state of California can object to giving the voter the ballot copy on this basis
(fear of vote buying) while, at the same time, they allow anyone to vote absentee for any reason at all.
Furthermore, in my discussions with Chris Reynolds of the Secretary of State's office, it seems they do not
make this objection, There are appropriate laws on the books to discourage this type of thing.

In other words, | see no evidence at all that giving the voter the ballot copy would lead to any increase in
vote fraud. On the contrary, I think it would greatly improve voter confidence in the system and thus
strengthen the system. In addition, while most experts will say il's bad (giving the ballot copy), many other
people disagree for mainly the reasons 1 give here (and elsewhere).

> See Thayer, Who Shakes the Money Tree, for some
> hillarious anectodtes.
>

I'm sure Lhey some are hilarious. Peter Neumann wenl on and on about Edgar Allen Poe died on election
day having downed several bottles of whiskey each earned from the several ballots he cast,

> We are currently sifting through many, many ideas,

> and trying to set up a forum at which some of these ideas can be addressed.
>
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Please include me. I think you'll find that my system is the best. What other system has these features (io
name a few)?:

- no manipulation of the vote can be hidden
- the voter gets proof that his or her vole was counted
- the voter gets proof of how his or her vote was recorded

In my proposal, I list 14 main features and benefits. No other system can match this.

--Alan Dechert



BILL NUMBER: AB 56 INTRODUCED
BILL TEXT

INTRODUCED BY Assembly Member Hertzberg,
DECEMBER 4, 2000

An act to add Section 19006 to the Elections Code, relating to
elections, and making an appropriation therefor.

LEGISLATIVE COUNSEL'S DIGEST

AB 56, as introduced, Hertzberg. Elections: voting systems.

Existing law requires the Secretary of State to study and adopt
regulations governing the use of voting machines, voting devices, and
vote tabulating devices.

This bill would require the Department of Information Technology
to award grants to counties for the purchase of updated voting
systems. Under the bill, a county would be eligible for the grant if
it meets certain requirements, including, that the county provides
matching funds to purchase the updated voting system at a ratio of 1
of county funds for every $3 of state funds.

This bill would appropriate $300,000,000 from the General Fund to
the Department of Information Technology for this purpose.

Vote: 2/3. Appropriation: yes. Fiscal committee: yes.
Slate-mandated local program: no.

THE PEOPLE OF THE STATE OF CALIFORNIA DO ENACT AS FOLLOWS:

SECTION 1. Section 19006 is added to the Elections Code, to read:

19006, (a) The Department of Information Technology shall award
grants to counties for the purchase of updated voting systems.

{b) A county shall be eligible for a grant if the county meets all
of the following requirements:

(1) The county has purchased, or intends to purchase, an updated
voting system on or after January |, 2000.

(2) The updated voting system is certified by the Secretary of
State as utilizing the most current voting technology available at
the time the county submits the grant request.

(3) The county provides matching funds to purchase the updated
voting system at a ratio of one dollar (1) of county funds for every
three dollars ($3) of state funds.

SEC. 2. The sum of three hundred million dellars ($300,000,000) is
hereby appropriated from the General Fund to the Department of
Information Technology for the purposes of Section 19006 of the
Elections Code.
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ALAN DECHERT

4700 Allegretto Way, Granite Bay, CA 95746
voice (916)791-0456, adecheri@aol.com

OBJECTIVE
Project management
SUMMARY OF QUALIFICATIONS

Fifteen years experience with computers: life-cycle application development,
programming, user support, testing, hardware/software trouble-shooting and
upgrading, network administration, e-mail, internet, software and hardware evaluation

Experienced as sales engineer for solar hot water, photovoltaics, and cogeneration
Quality assurance testing for DOS, Windows, Windows 95/NT commercial software

Professional writing and editing skills: newsletter articles, letters, advertisements,
brochures, proposals, training materials, reports, evaluations, analytical papers, test
plans

Experienced at giving presentations, lectures, training

Expert with dBASE, FoxPro, SQA Teamtest, MS Test, Visual Basic, and many other
DOS and Windows PC software applications. Experience with HTML, Banyan
Vines, Novell, Unix.

International lesting. Enabling and localization. French, Italian, German, Spanish and
some Japanese

EDUCATION

B.A. UC Berkeley — Music, 1978. Course work included 63 units in math, science,
and computers. Company sponsored training in Banyan, Progress, Xponent, SQA
Teamtest, Testing Computer Software

WORK EXPERIENCE
7/97 TO PRESENT:

Linda Rodgers and Associates, Senior Programmer Analyst
Consultant to Public Works Agency, Sacramento County CA.

s Developed application in Visual dBASE 7.5 to track drawings and equipment
at the Sacramento Region Water Treatment Plant

e Upgrade, repair, enhancement of Visual Basic v6/Access application to
manage County leases
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Year 2000 analysis and conversions

Application documentation. Update existing application documentation
Application maintenance. Feature additions and bug fixing.

Office Automation process analysis

Address format standardization team. worked with other county agencies
(such as utility billing, police, 911, fire, county engineer, tax assessor) on
defining a standard address table structure for all properties in the county.
Also helped to define requirements for applications to use a central repository
of addresses.

11/96 TO 3/97:

QA Engineer, Intel Corporation, Hillsboro, Oregon, testing Intel Internet
applications. Contract position.

Video Phone (POTS) testing on OEM platforms

Test documentation. Test plan, test specification, test cases detail, for Intel
Internet Video Phone

Manual and automated test development and execution
Bug reporting and tracking

Testing, test planning for Inte] Software Update Manager (ISUM). Made
significant contributions toward improving the conceptual design of this
product

2/96 TO 7/96

QA Engineer, Intel Corporation, Hillsbore, Oregon, testing Intel 28.8 DSVD
maodem. Contract position.

Manual testing of remote control applications (Radish) for compatibility
Automated testing using TAS telephone network emulation equipment

Interoperability testing, manual and automated, with other v.34, v.32, and
v.32bis modems

Data Analysis and presentation. Developed an application to create summary
reports from log files produced by test equipment. Developed a variety of
reports for various internal and external clients

8/95 TO 2/96

QA Engineer, Intel Corporation, Hillsboro Oregon. Developed test scripts for
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automnated testing of internet applications (Browsers, FTP, email) for use with the
Intel ISDN client software. Contract position.

» Debugged, ran, and analyzed results obtained with these test scripts and test
scripts developed by other team members

e Manual testing for usability and compatibility

e Reported bugs and tracked bug history, updating and clarifying where
necessary

« Installed and ran ISDN client software using foreign language (French, Italian,
German, Spanish, Japanese) DOS/Win31 and Win95. Modified several test
scripts to run under these languages

3/94 TO 1/95

QA Engineer, Borland International, Scotts Valley, CA. Began as contractor, later
hired as regular employee. Tested dBASE DOS 5.0 and dBASE for Windows 5.0.
Did some work on dBASE 5.5 for Windows (Visual dBASE)

» Tested the functionality and translatability of the U.S. product followed by
testing of the translated versions.

e Used MS TEST for automated testing of dBASE for Windows
» Wrote test scripts covering all the new elements of the dBASE DOS language

e Revised the test shell for the largest of the automated test suites. This reduced
the machine- hours required for these tests by 70%--with identical
functionality.

2/93 TO 3/94
Consultant. PC Database applications and network installations

o Upgrade, modify and enhance Foxbase/Foxpro cost application for Morrison
Knudsen/Parsons Brinkerhoff joint venture (Light Rail design project for the
County of Santa Clara).

» Bibliographic database for California Environmental Protection Agency using
dBASEIV

3/90 TO 1/93

Microcomputer Support Analyst. Morrison Knudsen Corporation, San
Francisco, California. Transportation and Water Resources Division.

s Instrumental in successful implementation of Banyan network for this site.
Experienced at installing server and client software, trouble-shooting server
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and client problems (hardware and software). Developed and documented
procedures.

» User support for WordPerfect, Lotus, dBASE, Foxpro, etc. for more than 200
users.

s Upgrade and repair of 'orphan’ applications such as Man-hour forecasting
application in DataEase. FoxPro, Foxbase, dBASE ]II, and dBASE IV
application maintenance

» Developed, organized, implemented user training. Classroom and individual
training.

o Systems analysis. Analyzed Office Services functions such as records
management and purchase order system. Made appropriate recommendations;
developed and implemented computerization resulting in more efficient
operations.

s Billable projects. Using Foxpro v 2.0, developed bibliographic database
system of scientific articles for Itaipu (world's largest hydro power
installation) engineering staff.

¢ Project Performance Summary. Developed a one-page summary progress
report for each of the large engineering projects. These reports were for
executive use to give a thumb nail view of the status of multi-million dollar
projects. I largely automated the process of compiling accounting and
forecasting data from a variety of sources (IBM mainframe, WANG VS 100,
project managers' PCs)

e Assisted Vice President in merging accounting data from a newly acquired
company (Centennial Engineering). Developed programs for taking text
reports from DEC VAX and translating chart of accounts into company
standard.

e Developed an equipment management system in dBASE IV to track inventory
of PCs and peripherals. Created other in-house dBASE IV applications such
as an electronic Rolodex application for executive contact management.

e Evaluated hardware and software and made purchasing recommendations
11/88 TO 3/90

Independent consultant. IBM PCs & compatibles. Database applications
development for business, government, and politics.

¢ Developed dBASE training for business users

» Developed dBASE IV application as sub-contractor for Spectrum Economics
of San Francisco. This application tracks participation in the GAIN
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(employment program) in Stanislaus County. Automated compilation of
reports, statistics, etc. Trained users

¢ Developed database (dIBASE IV) to process the results of several Spectrum
Economics surveys and wrote numerous programs to produce statistical
reports based on the data.

1788 TO 11/88

Political Operative for the Democrats, 1988 election.

e Office Manager for the No. County Headquarters of the Santa Clara County
Democratic Party.

e Responsible for coordinating the work of 8 paid staff persons and early 2,000
volunteers.

s Procured and maintained computer systems.

e Registration Coordinator for Santa Clara County Democratic Party. Organized
successful registration drive resulting in over 25,000 new registrants.
Developed program from scratch; recruited and trained volunteers, acquired
and set-up computer systems; developed dBASE system for supporter
tracking and to track progress and results of registration drive.

» Volunteer Coordinator for Jim Garrison for Congress. Recruited and trained
volunteers for door-to-door canvassing effort. Responsible for campaign
newsletter, the Garrison Express. Helped set-up computer system (dBASE
111+, WordStar). Organized successful petition drive securing over 3,000
signatures to place candidate on ballot in lieu of filing fee.

1/86 TO 1/88

Sales Engineer G&G Solar of California, marketing solar energy and energy
conservation products to commercial users. Cogeneration (small-scale packaged
systems, e.g., TECOGEN 60kW).

o Feasibility studies, conceptual design, project development.

e Solar water heating systems for apartment buildings and commercial
properties

10/82 TO 12/85

Sales/Sales Manager/Project Manager for Daystar Energy Systems of Alameda,
California. Started as Sales Rep, became Manager of solar department within one
year.

o Developed successful marketing program dramatically increasing sales and
profits for the company
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¢ Personal sales exceeded $800,000 in 1984

s Computerized operations; acquired and set-up computer system for the
company (CP/M, dBASE II, WordStar).

s Bid, sold, managed installation of projects up to $300,000
1978 TO 1982
Piano Teacher. Maintained private teaching practice — in home studio.
PUBLICATIONS

Dr. Olov Ostberg and Alan Dechert; "New Year's Eve 1999 -- What A Wonderful
Night" Opnna System; pg 4 - 6; October 1997 (Sweden)

Gary H. Anthes, "Worth all the fuss?"; Computerworld, pg 70; Nov 3, 1997

Elisa Williams, "The bills come in for the Y2K Bug"; Chicago Tribune
Business.Technology section; pg 3; May 4, 1998

REFERENCES

References and further data furnished upon request

ASSOCIATIONS
American Society for Quality Control (ASQC)
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Y2k

http://www_escribe.com/history/2000ad/m1809.html
T2k: Y2K and "Disappointment"

From: Richard Landes (view other messages by this author)
Date: Tue, 4 Jan 2000 13:07:55

Keywords: usenet, millennium

At 10:35 AM 1/4/00 -0700, you wrote:

>At 05:24 PM 1/3/00 -0700, JG wrote:

>--Cut--

>>Keep your eye out for both apocalyptic and conspiracist spins on Y2K.
>Both are sprouting as we speak, as are those who defend the Y2K
musketeers

>as "miraculous heroes" and evoke an info-age auto de fe on heretics.

cognitive dissonance the morning after

some good stuff. chris lydon called me up on monday and on his show asked
me "how is chicken little?" it's a little like being asked when i stopped
beating my wife, trying to remind him that i had been careful to avoid
becoming a c.l. is a lost cause from the start.

i must admit tho, and this list seems the like best to do it on, that i

was wrong about y2k, and alan dechert was right, and all the more power to
him because he could have used y2k to strengthen his argument for his
Back2Zero calendar and didn't because there was no substance to it. if1
write the "five books of histories" of this millennial cusp, i'll use your
chronology, alan.

i think it is impt for y2k mavens who thought it wd be big stuff to think
hard about why we found that scenario so compelling.

CPSR Newsletter Winter 1999, Vol 17, No. 1
http://www.cpsr.org/publications/newsletters/issues/1999/Winter 1 999/neumann. html

[second half of article]
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Unfortunately, there are no easy answers. Many different operating systems, application
programs, programming languages, and databases are involved. Even if everything
appears to work locally, interdependencies are likely to emerge when Y2K happens that
could not be detected by testing. One of the largely unnoticed problems is that database
management systems may have lurking two-digit data fields; heterogeneous
combinations of database management systems may result in insidious incompatibilities
if different fixes are used.

Intriguing risks can also arise from letting supposedly trustworthy third-parties fix your
software. These risks include further flaws, theft of proprietary code, Trojan horses, and
liability issues when the third party goes out of business on January 1, 2000. Note that
many Y2K repair efforts for domestic software are being performed in other countries.
This risk, of course, applies to other nations as well, some of which are in much worse
shape than the United States.

One serious concem is that even if no Y2K technological problems occur when January
2000 rolls around (and I seriously doubt that we will escape unscathed), panic may set in
as the end of the year approaches. The current Federal Reserve cash amounts would not
be adequate if everyone decided to have more than (on average) $1,000 in hand for Y2K.
Food hoarding is aiso likely. Moreover, there already appears to be a huge new market
for electrical generators and emergency food rations.

To stave off panic, we may hear from government and utility officials that everything is
under control, don't worry about a thing, everyone will be taken care of. But that is also
not credible, especially in light of Stephen Horn's report card and the fact that many
organizations have yet to begin assessing their vulnerabilities. Such reassurance also runs
counter to the grain of logic, based on the archives of the Risks Forum, not to mention
Murphy's Law. Even worse, Y2K represents an extraordinary target for terrorists, who
just might have read the report of the President's Commission on Critical Infrastructure
Protection (http://www.pccip.gov). Therefore, realism is required, as well as much deeper
study of what the real vulnerabilities and risks are, and what must be done to reduce those
risks. But throughout, we must not lose sight of the longer-range issues: there are many
risks to the public in the use of computers and communications (for example, see
ftp://ftp.csl.sri.com/pub/users/neumann/illustrative.ps or .pdf}), and Y2K is just the tip of a
very large iceberg.

Peter Neumann is Principal Scientist, Computer Science Lab; Chairmuan of the ACM Conumilttee on
Computers and Public Policy; Moderator of the Risks Forum, and member of the General Accounting
Office Executive Council on Information Management and Technology (focusing largely on Y2K,
particularly regarding the U.S. Government). He received CPSR's Norbert Wiener Award in 1997 His
book Computer-Related Risks (Addison-Wesiey 1995, more recent information on line) documents many of
the risks involved in the use of information systems. You can reach him by email at
Neumann(@CSL.sri.com, or on the Web ar hitp://www.cslsri. com/~neumarnn/.
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Dialog with Neumann

12/27/00
You wrote,

> Multiple use systems are always riskful for elections,
> because the accessibility to the other uses can result

> in compromises -- including operating system manipulations.
>

Several points: -

1) The fixed disk is wiped; then an disk image (with OS and vote application) is copied
on to it. So, you get a clean start. [ know this is a bit tricky, especially with systems of
various makes and configurations. But I know how to do it. We did it all day long at
Intel (I used to be a test engineer there).

2) The setup person would follow some simple instructions to test the system and verify
that it's working properly.

3) "Manipulations" cannot go undetected since the authentic vote is a piece of paper the
voter reviews while in the voting booth. The electronic record of the ballot gets manually
checked against the printouts by pollworkers before posting. Besides that, the voter can
compare their own copy of the ballot with the public posting of the ballot on the Internet
(only the voter knows the ballot number that belongs to them).

4} Using generic off-the-shelf equipment owned by various people and organizations in
the community will help to de-mystify the equipment. While authorities may trust
dedicated equipment (because they know the verification process) the public has no
knowledge how this equipment has been tested and stored.

5) Dedicated equipment may carry significantly more risks. For example, suppose the
touch screen equipment is used successfully for several elections and people become
convinced that they are 100% accurate. So, afier a while they are old and need
maintenance. Verification may become lax over time presenting an opportunity for
people maintaining the systems to install replacement parts that introduce bias.
Procedures put in place to verify the equipment may not get followed--or there could be a
conspiracy to rig the equipment. Dedicated equipment may depend on behind-the-scenes
procedures for verification of individual votes and aggregate vote tally. The PC-Based
Voter Certified Ballot is above board--the public can verify individual votes and
aggregate tally. No "manipulation” can be hidden.

6) Even if the electronic record is totally destroyed or corrupt, it can be reconstructed
from the paper ballots. The printouts (i.e., ballots) will be in a format that will be
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especially easy for machine reading.

--Alan Dechert

Subj: Comments on Potential for Vote Buying in my Ballot System
Date: 1/20/01 8:53:51 AM Pacific Standard Time

From: Adechert

To:  neumann@esl.sri.com (Peter G. Neumann)

To:  kimalex@calvoter.org (Kim Alexander)

To:  jefferson{@pa.dec.com (David Jefferson)

Dear Peter, David, and Kim,

I enjoyed the comments you made during the California Assembly Committee hearings
on Wednesday (Jan 17). It was nice to meet all of you, however briefly, and I hope
you've had a chance to review the proposal I handed you. For your reference, this
proposal can be found at:

http://www.go2zero.com/votereform.html

Mainly, I'm sending this email to counter one of the notions that you all have supported
(and appears to be widely held by others): You say it would be wrong to give the voter a
copy of their completed ballot. But before I get into that, I have some general comments
about what I heard Wednesday.

Here are some of the best points made:

Kim noted that it is very important that the voters have confidence in the system.
Assemblyman Longyville raised an interesting question something like, "What if the
system is secure and reliable but it is not perceived as such by the public?"

Peter said that a touch-screen system without a paper trail (like Sequoia) has no integrity
since there is no proof that the code running at the time votes are recorded is the same
code audited.

David pointed out that even if an electronic system is validated and becomes trustworthy,
there may be problems down the road as systems are upgraded, repaired, or otherwise
changed in circumstances that might not be so rigorously scrutinized as the years pass
(this implies that it may be vulnerable to rigging at some point in the future).

I sensed two main fears amongst the legislators:

1) Fear that California might become another Florida.
2) Fear that California might become another California.
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[ think the hearing may soothe these fears somewhat but it's not clear how much was
resolved. For example, the registrars seemed most interested in assuring everyone that
they were doing a great job while saying things that clearly indicate gigantic holes in
their assumptions, methods, and procedures. For example, at one point, one of the
registrars (maybe Placer, I'm not sure) said that they "may" (if they have the time or
something like that) return the request for an absentee ballot to the voter if the request is
missing a signature in order to give the voter an opportunity to complete the request. I'm
surprised no one jumped on that and I wanted to scream that that's exactly the type of
thing that could make us "another Florida." Either you always return signature-deficient
absentee ballot request for a signature or you never do. This lack of consistency opens
the door to manipulation since whoever is making the decision on Wthh ones to return
could potentially favor one party or the other.

I could restate the second fear noted above as the fear that a major legislative remedy
(widely regarded as a wise move at the time) to a problem could turn out to be a
monumental disaster some years later (e.g., electric power deregulation). The fear may
turn out to benefit the cause of ballot reform since it may make it less likely to plunge
into something stupid.

Now to the heart of my message: | think it is widely felt that you can't give the voter a
copy of their completed ballot. Your comments reflect commonly held views.

Paraphrasing,
Peter said, "you can't let the voter take it or else he'll be selling it for a bottle of whiskey."

Kim said "you can't give it to them because it opens the door to vote selling and vote
swapping."

When I handed my proposal to David and explained that, "I give the voter the ballot." He
responded, "Why would you do that? That would instantly lead to vote-selling."

I don't believe this assumption is correct. Clearly, I have a vested interest in showing that
it's okay to give the ballot copy to the voter since my proposal amounts to nothing if this
fact cannot be demonstrated. Allowing the voter to take a copy of the ballot is an
essential feature of my proposal. The main advantage of my system over all others is that
NO MANIPULATION OF THE VOTE CAN BE HIDDEN. If we cannot give the voter
the copy, my system cannot work. So, I'm not exactly unbiased with this opinion. I feel
quite certain I'm right, however.

Vote buying is not viable. Here, 1 need to make clear I'm talking about the blatant buying
and selling you are suggesting. Someone says, "I'll give you x amount if you'll vote for
me [or my candidate]. Bring me the printout to prove how you voted, I'll give you the
money."
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More subtle forms of vote buying go on all the time but this more blatant form cannot
work and giving the voter the ballot copy would have nothing to do with vote buying.
The basic reason is that in this post-Watergate era of sting operations, mass media,
hidden cameras, hidden microphones, no solicitation for buying voles in this way could
last for more than a few minutes before being broadcast on CNN or some other network.
No campaign would undertake such a vote-buying program because the risk would be
very high and the potential reward very small.

A common activity that's part of the Get Out The Vote (GOTV) effort on election day has
to do with the campaign cailing everyone in the precinct identified as a likely supporter in
order to ensure that the voter gets to the polls. If the voter says, "gee, I don't think I can
get there because I have a flat tire," (or whatever) the campaign figures a way to get the
voter there. This 1s definitely a form of vote buying. The campaign spends resources on
the voter in order to get a vote that would otherwise be lost. It's perfectly legal and it's
done all the time. There are many other legal ways to buy votes.

Campaign consultants commonly talk about "cost per vote." The cost of one vote is
typically in the 5 to 10 dollar range {can be even higher or even lower in unusual cases).
So, depending on the brand and volume of the whiskey bottle, a campaign will generally
do better to spend the money on legal methods rather than buying the voter a bottle of
whiskey--even if they had reason to believe they could get away with it. But they could
never get away with it.

If the system I am proposing were implemented and a campaign decided to try the vote-
buying scheme you fear, imagine the process they'd go through. To whom will they
make the offer and how will they do it? There is no point in offering to buy the votes of
people already likely to vote for you. If they seek to buy-off voters likely to vote for an
opponent, how long would it be before one of the voters loyal to an opponent would see
this as an opportunity to ruin the vote-buying candidate? Not long, I submit.

Perhaps a poll would be in order:

Question: If a supporter of a candidate you oppose offered you $10 for your vote--
payable when you submit proof of your vote--you would,

A. Cooperate with the person, vote accordingly, present the proof, and pick up the ten
bucks.

B. Just say "no."

C. Expose the fraud.

Even if most people are dishonest (in their answer or their actions), this campaign clearly
will not work. Some would certainly choose to expose the fraud. If the amount of

money offered were substantially higher, you might get more people to cooperate but it
would make no economic sense for the vote-buyer.
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Swing voters might be targets for the vote-buyer. But an undecided voter is not
necessarily one that could be swayed with an offer of $10. Some undecided voters will
also have a high sense of morality just like voters that have already decided.

The likely target of the vote-buyer would be the apathetic, amoral bum. This fact
presents many problems for the vote-buyer. This type of potential voter is not likely to
be registered to vote. The vote-buyer would need to make deals with registered voters.

Paying for a vote in this way implies that a transaction must take place. The voter must
supply the ballot copy to the buyer (for viewing or to keep) and then the buyer must hand
over the cash. Most likely, this would need to happen in person (there are other
possibilities such as mail or Internet but these methods entail other risks for buyer and
seller). This sets up a very risky situation.

We can assume that in this situation the buyer and seller are both crooks by nature. So,
the probability that one will try to cheat the other would be quite high. The buyer faces
several problems. Two things right off:

1) The buyer could be blackmailed. The seller could document the transaction (hidden
camera, for example) and then demand money to avoid exposing the fraud to the media.

3) The buyer could be cheated into buying forged ballot copies. How could the buyer
authenticate the ballot copy? In my scheme, a reasonable looking forgery would not be
very difficult. But a really good forgery would be nearly impossible. The ballot copy
would contain some hidden information that would require key information held by
election officials. Without the keys, the buyer could never really authenticate the copy.

To have any significant impact on an election, the vote-buying scheme would have to be
known to many people. The odds of being discovered by the media and the authorities
would increase dramatically with the number of people that learn about it.

Another possible target of the vote-buyer might be semi-literate, uneducated, and
ignorant. This type of potential voter would not necessarily be inclined to do something
illegal but might not understand all the implications. However, what chance is there that
such a complicated transaction could be completed with significant numbers of these
voters while maintaining the necessary secrecy?

So, this specific type of vote buying would be extremely risky for the buyer. Not only is
it highly probable that such a scheme would be uncovered resulting in a felony conviction
for the perpetrators and ruination of the candidate, but even if not exposed the buyer
would face significant risk of blackmail and/or getting cheated into paying on fake ballot
copies.

Vote buying goes on all the time. But only the more subtle forms are viable.
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In short, I cannot fathom a circumstance where my system would lead to some new form
of vote buying. If you can think of a circumstance where my system would lead to that,
please describe it to me.

There are already laws on the books against the more blatant forms of vote buying. If my
system were implemented, most any abuse could probably be prosecuted under existing
laws. It's also possible that additional legislation would be needed to clarify some issues.
In any case, I don't believe my system would suffer from law-breakers or any inability to
control voting fraud.

The Issue of Trust

[ think Kim was talking about one of the most important issues here: Do the voters trust
the system? The experience in Florida reinforces the notion that "my vote doesn't count.”
It says that even if yours was the last vote counted and it was a tie before that, your vote
still wouldn't count because the count would be so close that it would be recounted
(maybe several times) and there would be a different result every time. So, the whole
thing would likely be decided by the Powers That Be (a group to which you don't happen
to belong).

We not only need to restore trust in the system, we need to go beyond that and instill a
sense of trust that wasn't there before. Florida made things go from bad to worse. The
widespread perception that "my vote doesn't count" was already there.

The Powers That Be tell the masses, "trust us to count your vote in a fair, accurate, and
unbiased manner. You don't need to know all the details." Whatever new system gets
adopted should not reinforce this edict. One of the dangers of electronic voting is that
this edict will be further reinforced. At least now, we have some paper trail and some
accountability. Electronic voting has the potential to concentrate audit responsibility into
the hands of very few.

So, | feel that trust should be a two-way street. Voters need to be able to trust the system,
but the elite cannot at the same time demonstrate absolute distrust of the ordinary voter.

My system has a nice balance. It expects voters to behave in a responsible manner but
also has safeguards in case they don't.

--Alan Dechert

Subj: Re: Comments on Potential for Vote Buying in my Ballot System
Date: 1/21/01 12:46:28 PM Pacific Standard Time

From: Adechert

To:  neumann@csl.sri.com (Peter G. Neumnann)

CC: kimalex@calvoter.org (Kim Alexander)
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CC: jefferson@pa.dec.com (David Jefferson)

In a message dated 1/20/01 11:32:19 AM Pacific Standard Time, neumann@csl.sri.com
writes:

> Vote selling 1s as old as the hills.
>

This part is not in dispute. The question is whether or not giving the ballot copy to the
voter would exacerbate the problem.

> Edgar Allan Poe died in the gutter as [ recall

> (no, I was not there) in Baltimore on election day

> having voted several times and gotten several bottles

> of whiskey. ...

>

I see. Thanks for clarifying the "bottle of whiskey" reference in your comments before
the CA State Legislature. I was wondering about that.

> But maybe it was not EAP and maybe it was
> not Baltimore and maybe it wasn't whiskey.
>

Maybe not. In any case, it might be tough to document--that is, the part about getting
paid a bottle (or several bottles) of whiskey for each of his "several" ballots on election
day. You might find documentary support for the Baltimore part and the whiskey part
though. _

In any case, the voting procedures and environment existing in the America of 1849 are
not much relevant to ballot reform issues in the electronic age.

> Chicago, NY, and even Florida are notorious
> for vote buying and selling.
>

> Drunks who would otherwise vote are a fine target, because they

> might not even remember the next day and certainly would not be in

> a position to try to blackmail anyone.

-2

"Drunks who would otherwise vote...."? Where would a campaign locate such people?

Seriously, a campaign targeting drunks ("that might not even remember the next day")? I
don't see much potential there, especially since such people are not likely to be registered
to vote. A campaign (in CA) would need to recruit such people about a month in advance
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to get them registered. Then they'd have to find them on election day and take them to
the polls. This doesn't sound cost-effective even if a campaign figured they could get
away with it (which they obviously could not since they would be found out in the drunk-
recruiting process).

Or maybe you are suggesting that the entire recruitment-payment procedure would take
place on election day. How would this work? Let me guess. The campaign would set up
some distance from the polling place and move in when they see a drunk staggering
toward the door. "Hey, how about a bottle of this [opening cape]?" After the drunk
staggers about (with his proof) the trasaction is completed.

> lack of a paper record of how votes were actually cast does not dimninish
> the credibility of the process, because it provides no real assurance that

> votes were cast correctly, and indeed provides new opportunities for fraud.
>

Subj: Re: Comments on Potential for Vote Buying in my Ballot System
Date: 1/22/01 11:39:48 AM Pacific Standard Time

From: Adechert

To:  neumann@csl.sri.com (Peter G. Neumann)

CC: kimalex@calvoter.org (Kim Alexander)

CC: jefferson@pa.dec.com (David Jefferson)

In a message dated 1/22/01 8:51:46 AM Pacific Standard Time, neumann@csl.sri.com
writes:

> Sorry. Drunks who would otherwise NOT vote.
-2

okay

> Actually, the Poe case is very well documented.

> I just don't have the references at hand.

>

I'll take your word for it. If it had happened within the past couple of decades, the details
might be relevant. As it stands, with all the changes since 1849 in election laws, voter
registration systems, ballot systems, campaign strategies, media coverage, etc., I wonder
if these details have much bearing on the topic under discussion.

Seriously, you have asserted that giving the voter the ballot copy would lead to the most
extreme form of vote buying ("I'll give you x amount to vote for my candidate. Bring me
the proof of how you voted and I'll pay you."). You say that "Drunks who would
otherwise NOT vote" would be good targets. But how would this actually worlk?

To examine this a bit further, imagine you are on the staff of a campaign organization and
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that you are in a room where decisions are being made regarding how to apply the
resources of the campaign to various vote-winning strategies.

Here are some of the likely topics:

Paid Advertising
- radio
-TV
- print media
- billboards
- direct mailings

Free advertising
- Identify individual journalists and how each might be dealt with
- How to get photo-opportunities in print and TV

How to convey the desired image of the campaign through these various media
Identify and discuss your opponent’s strengths and weaknesses

Fund-raising events
- Identify times, places, and potential hosts

Overall campaign budget - identify sources and amounts of money raised and to be
raised. Talk about how that money is to be spent.

How many votes are needed and where will they come from?

What are the polls saying? Are we where we need to be at this point in time and where
do we need to be at future points in time?

Grassroots activities - door-to-door canvassing in the precincts ("precinct walking")
- precinct lists - how to obtain the best ones and how to use them
- what the canvassers should say and what literature should they hand out

In all of this, bear in mind that the campaign faces strict limitations on resources (money
and people--paid staff and volunteers) and have only so much time to devote to any of
these campaign activities. While each activity may or may not be discussed in terms of
"cost per vote," it is understood by everyone that "cost per vote" is one of the overriding
factors determining how the campaign allocates its resources.

Now suppose that a ballot system will be used where the voter leaves the polls with a
copy of the ballot and someone on the team wants to explore how to take advantage of
this. So, someone stands up to give a presentation on buying votes from "Drunks who
would otherwise NOT vote."
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Here are some topics to be covered in this presentation:

How to identify "Drunks who would otherwise NOT vote."
- canvass back alleys, flop houses, under bridges

How much to pay to each drunk

Timetable for main tasks

- identify target(s) (couple months before election day)

- negitiate agreement (verbal, most likely) with target

- get them registered to vote (about a month before election day)
- find them on election day

- transport them to the polling place

- arrange to pay them discreetly

Estimate total number of targets

- of those, what percentage will we be able to reach an agreement with?

- of those we make an agreement with, what percentage will
we actually be able to find on election day?

- of those we are able to find on election day, how many will we
actually be able to transport to the polling place (for example, if they
are found passed-out somewhere, will we have sufficient manpower to
lift them up and get them into the vehicle?

- of those we are able to find and transport, what percentage will be
able to follow all the steps necessary to vote?

- of those we are able to find, transport, and are sufficiently competent
to vote, what percentage will be able to live up to their agreement
(some will forget, or change their minds, or sober up)?

What people will do this work?
- volunteers--how many do we have willing to do this work?
- paid staff--how many can we devote to this task?

Potential Risks

- felony convictions for those involved
- runination of campaign

- black mail

In order to minimize these risks, we must ensure two things:

1) Drunks must be sufficiently docile and forgetful that they will cooperate but will not
be likely to remember any of it

2) Everyone in our campaign engaged in this activity must keep this a secret.
Remember that "volunteers” routinely sign up for an opponent's campaign and act as
double agents.

How likely is it that any campaign would buy-in to this plan? Apart from any moral,
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ethical, and legal problems, it is clear that the cost per vote would be much higher
(probably several times higher) than any of the usual methods of winning votes. This fact
alone makes this plan not vialble. Even if a campaign thought it was viable and had the
money to carry this out on a large enough scale that it could produce a significant number
of votes, it would be impossible to keep it a secret. The campaign could scarcely
approach more than a few hundred drunks with the proposition before the word of it
would spread all over town. No campaign would ever adopt such a plan. It's
preposterous.

Perhaps, Peter, you think a presentation (for buying votes from "Drunks who would
otherwise NOT vote") could be made that some campaign would buy? I'd like to hear it.
Please make sure you cover these topics since no campaign would undertake such a
program without some idea of these factors.

How to identify "Drunks who would otherwise NOT vote,"
How much to pay to each drunk

Timetable for main tasks

Estimate total number of targets and number of net votes gained
What people will do this work?

Potential Risks

You cannot put together a plausible sales presentation for this nor could anyone else.
Any plan for a campaign to buy votes from "Drunks who would otherwise NOT vote" is
just plain ridiculous. There may have existed conditions in 1849 that would make that
work but those conditions do not exist today.

--Alan Dechert

Subj: Re: Comments on Potential for Vote Buying in my Ballot System
Date: 1/22/01 1:43:16 PM Pacific Standard Time

From: Adechert

To:  neumann@csl.sri.com (Peter G. Neumnann)

CC: kimalex@calvoter.org (Kim Alexander)

CC: jefferson@pa.dec.com (David Jefferson)

In a message dated 1/22/01 11:58:38 AM Pacific Standard Time, neumann@csl.sri.com
writes:

> All of this discussion seemed academic before Florida,

> although there have been many close local elections that

> were resolved locally. I think we are focusing too narrowly

> on just one aspect of a huge system problem if we worry overly
> about vote selling.
>

I agree. Not only that, if a campaign had the resources and were really determined to buy
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votes (and required proof before payment), they could hand the voter a little pocket
scanner to be used on the ballot in the voting booth, which would then be returned to the
campaign worker for payment. Giving the voter the ballot copy (as in my proposal) adds
nothing to the potential for vote buying.

> ... However, a paper record that you can carry
> home as to how you voted adds almost nothing to the integrity of

> the big system problem, so it does not seem to me to be worth discussing.
>

I don't get it. It seems to me "most experts agree" that giving the voter the chance to see
the actual completed paper ballot is an important check against an electronic ballot that
might otherwise be subject to manipulation. I seem to recall that you talked about this
last Wednesday at the hearing and said that you had recommended a system where the
voter would be able to look at the ballot under glass before it would go into the ballot
box. (a side note: you said this glass would have properties that would make it
impossible to photograph--something someone else said couldn't be done. Anyway, this
is an unnecessary precaution since anyone can carry a tiny hand scanner into a voting
booth and make a copy of their ballot if they want. This has never been a significant
problem--your impossible-to-photograph glass is a non-solution to a non-problem).

In my system, the take-home ballot copy adds to the system integrity:

1) The vote is published on the Internet so the voter can verify that their ballot was
counted and counted correctly. No manipulation of the vote can be hidden. No other
system I know of has such a safeguard. In fact, with most existing or proposed systems,
the voter has no way to verify if their vote was even counted--let alone counted correctly.

2) While it may be possible to devise other voting systems that are perfectly reliable, my
system gives the voter the chance to verify the vote. If a system were perfectly reliable
and accurate but the means by which this was achieved was not comprehensible to the
voter, it might add nothing to voter confidence in the system. I feel this is an important
issue discussed some by Kim and Assembly Member Longville--I would like to have
heard more on this subject. Lack of confidence in the voting system is very bad and
simply reinforces the feeling (already fairly pervasive) that the rich and powerful control
everything and the masses are just there to be manipulated. My system would add to
voter confidence. This would probably be even more valuable than accuracy.

--Alan Dechert

Subj: Re: Comments on Potential for Vote Buying in my Ballot System
Date: 1/23/01 8:03:36 AM Pacific Standard Time

From: Adechert

To:  neumann@csl.sri.com (Peter G. Neumann)

CC: kimalex@calvoter.org (Kim Alexander)

CC:  jefferson@pa.dec.com (David Jefferson)
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In a message dated 1/22/01 5:23:59 PM Pacific Standard Time, neumann(é@csl.sri.com
writes:

> You may have noted Ed Gerck saying that their Internet Voting scheme

> allows you to verify that your vote was cast correctly. This provides

> no assurance whatsoever, because a shadow system could verify that

> your vote was indeed counted as cast, whereas the counting system could
> do whatever it likes.
>

I didn't catch all the details of this scheme so I'l] take your word for it. However, my
system does not have this problem. My system provides verification of the counting
system as well. I thought I explained this pretty clearly in my proposal but maybe not.

The votes are posted (on the County Internet web server) for each precinct. The file is a
simple ASCII text file (one vote per row) that can be loaded into any PC database or
spreadsheet program. Venfying the count for one's own precinct is a no-brainer. The
county would also have a page showing the totals for each precinct. This would be a bit
more complicated spreadsheet due to all the different voting districts but would stiil not
be difficult for your average spreadsheet jockey to verify the counts.

In my system,

* No manipulation of the individual vote can be hidden
* No manipulation of the count can be hidden

> NO ASSURANCE is BAD.
>

I agree. That's why I provide a way for the voter to verify the individual vote and also
the count.

--Alan Dechert

Subj: Re: Comments on Potential for Vote Buying in my Ballot System
Date: 1/23/01 10:49:12 AM Pacific Standard Time

From: Adechert

To:  neumann@csl.sri.com (Peter G. Neumann)

CC: kimalex@calvoter.org (Kim Alexander)

CC: jefferson@pa.dec.com (David Jefferson)

In a message dated 1/22/01 5:22:26 PM Pacific Standard Time, neumann@gcsl.sri.com
writes:

> No problem letting them see it.
> Why do they have to carry it home?
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-
In order to verify that it was counted correctly.

If you only let them see it, they can verify that what's on the ballot is what they intended,
but they have no way of knowing what happened to the ballot after that.

In my system, they can track it down on the Internet by finding the ballot number. Every
ballot has a unique id (key is actually state+county+precinct+ballot-number).

I thought about giving the voter only the precinct and ballot number on the second
printout. This would eliminate some problems but would create others. A problem that
would be eliminated: Say you accidently leave your ballot copy face up on the front seat
of your car while you go to pick up Uncle Fester who happens to be a rabid NRA
member. Uncle Fester notices that you voted against one of his favorite propositions that
would have helped the cause of the NRA....

But here's a problem it would create: Say there's a proposition (Proposition 87T) that
would prohibit construction of a 700 ft tall church on the comer of Elm and 43rd (a
residential neighborhood). There were a lot of ads, billboards, and such about this. One
billboard said:

NO 700FT TALL CHURCHES IN OUR NEIGHBORHOOD!
Yes on 87T

On election night, a voter notices that §7T failed and the church has the go-ahead to
build. Enraged, the voter (with only the batlot number--no detailed printout) checks his
vote on the Internet. He could swear he voted against the church and that everyone he
knew was also against it. He sees that he voted "No" on 87T. He can't believe he could
have made such a mistake. Surely, he must have voted "Yes" because he was against
building the church. So, he claims that someone must have changed his vote.

Theoretically, at this point, the original ballot could be found and his challenge
disproved. However, he might also claim that his vote was changed electronically and
then the ballot was reprinted.

Additional safeguards might be taken to authenticate a ballot. For example, on election
day all the paper that will be used could be stained with some special ink (say on the edge
of the paper). After the polls close, all remaining paper stock is destroyed. So, any
forged ballot could be found to be lacking this particular characteristic. However, if the
voter is so certain that he could never have made this mistake he may claim the system
must have been rigged regardless of any proof of authenticity of hus original ballot.

Just providing the ballot number might not be good enough. If he had the actual detailed
ballot copy, he could look at it and say, "I see... I voted No on 87T.... I blew it!" If he
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lost or destroyed the ballot copy, he wouldn't be able to make the verification, but the
rigging charge would make even less sense.

So, I say give ‘em the ballot copy. They can choose not to keep it. In fact, I'd probably
recommend that the polling place also have a shredder handy so that the voter can shred
the copy before leaving if they are afraid of what might happen to the copy. Statistically,
if only a small percentage of voters keep the copy and verify it against the published vote
it will provide a good integrity check.

Moreover, if the voter has the copy and can verify that it matches the published vote, the
voter will have much more confidence in the system. I believe that public confidence in
the system is even more important than accuracy.

--Alan Dechert

Subj: Re: Comments on Potential for Vote Buying in my Ballot System
Date: 1/24/01 11:21:27 AM Pacific Standard Time

From: Adechert

To:  neumann(@csl.sri.com (Peter G. Neumann)

CC: kimalex@calvoter.org (Kim Alexander)

CC: jefferson@pa.dec.com (David Jefferson)

In a message dated 1/23/01 5:23:24 PM Pacific Standard Time, neumann(@csl.sri.com
writes:

> In Rebecca’s scheme, the paper goes into a locked drum.

> Ideally, no one would ever look at it unless the exit polls

> differ wildly from the tallies -- as occurred in Florida.

>

Last things first: I'm not sure that any official procedures should depend on exit polls.
Are you sure that's what you mean? As I recall, the Florida recount was triggered by the
fact that the first count of the votes showed a margin of less than 1/2 of one percent. I
don't think it had anything to do with exit polls.

As for the locked drum... who has the keys?

Does the voter have any way to check his vote in case he

The integrity of the system should be obvious and comprehensible to the voter. A system
that has perfect integrity so long as the technocrats follow procedures but where nothing

can be verified by the individual voter, may not inspire much confidence.

The Florida situation was probably something like a once-in-a-hundred-years
phenomenon.

Longville asked (paraphrasing), "What if a system has proven integrity but is not
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perceived as such by the public? Will we be better off?

Just because top scientists and engineers say a system is "fail-safe,”" will not necessarily
inspire great public confidence. As fine as Rebecca's scheme might be, it doesn't sound
like the voter has any way to personally verify how their vote was finally counted nor
verify aggregate totals.

I consider John Longyville's question

Can we safely assume a public official of high rank would never do anything to throw an
election? We can probably devise a system so that no individual would have that
capability. But what about several people acting together? Can we assume that several
high ranking public officials would never conspire to throw an election?

Subyj: Re: Comments on Potential for Vote Buying in my Ballot System
Date: 1/25/01 10:25:17 AM Pacific Standard Time

From: Adechert

To: neumann(@csl.sri.com (Peter G. Neumann)

CC: kimalex@calvoter.org (Kim Alexander)

CC: jefferson@pa.dec.com (David Jefferson)

In a message dated 1/24/01 12:17:53 PM Pacific Standard Time,
neumann(@csl.sri.com writes:

> If not for the exit polls in Florida showing the INTENT of the voters,

> the discrepancies might never have surfaced. The 14% dropoff for the
> Senate vote in 1988 in the same four Florida counties went almost

> unnoticed.

>

Didn't exit polsters say (around 6pm PST) Gore won Flonda (which would have
wrapped up the election for Gore)? A little while later, they gave it to Bush. Then
they said, "whoa! too close to call." I mean, why vote? Why not just watch TV and
let them tell you who won before you ever get to the polling place?

Thanks guys. This type of media manipulation (using exit polls) adds to the
perception that "my vote doesn't count." That's BAD.

> Locked drum? TWO keys? Welded shut with a trusted path for stuff
> to enter? Lots of strategies. you can think of a few that YOU

> might be satisfied with, if you try.

>

I see one huge locked drum for the county. No, | see one locked drum for each
precinct. Or, it could be one locked drum for each voting booth. It could be many
keys. I don't know.
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It seems to me that Rebecca's system--fine it may be--involves purchasing a lot of
proprietary, dedicated, expensive hardware that will have to be stored and finally
replaced over a period of years.

My system for sure involves more people power, but it doesn't require purchasing a
lot of new hardware.

> The integrity of the system will NEVER be obvious and comprehensible
> to the voter. There are too many weak links.
-

Perhaps, strictly speaking. Maybe I should say it should seem relatively obvious and
comprehensible to the voter. Voters may not understand much about the details of
how there PCs work, but they have a high-level comprehension of them since PCs are
so ubiquitous.

Perception counts for a lot. If people have no confidence in the system, they might
think blowing up a building might be a better way than participating in the system.

> Florida has happened MANY times before, just not on a presidential
> scale where a few votes swung in one precinct could swing the entire
> election nationwide.

>

No. In this context, that's like saying "Ford was assassinated too, the bullets just
didn't happen to hit him." "Flonida" has never happened before. To refresh your
memory, here are a few unique features of “Florida.”

- The attention of the entire country (and a lot of other people around the world)
largely focused (for more than a month) on issues like "butterfly ballots," "hanging
chads," errors handling absentee ballot requests, recount procedures,

- We see how any of several decisions about election day procedures could have
thrown the election one way or the other.

- US Supreme court ends it, saying in effect: "We don't know if your votes were
counted right, but we sure know how are votes are counted! Losers!"

Nothing like this has ever happened. The "presidential scale" (which you prefer to
wave aside with a flick of the wrist) is what made it unique and important.

1 don't think it's necessarily a bad thing, what happened. It's an opportunity. We saw
just how bad things are with our voting systems. Who knew? (I suppose you did, but
the vast majority had no idea). Who knew those punch cards had such a high error
rate? Who knew that a state legilature could lay out such vague criteria so as to
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accommodate upteen different types of voting methods.

Now, a lot of people know these things. This event may also give us some clue of
why so many people think "my vote doesn't count.” Now, we have a real opportunity
to improve the situation--build confidence in the system and engage more people in
the process.

--Alan Dechert

Subj: Re: Ballot Reform Discussion

Date: 1/26/01 10:55:14 AM Pacific Standard Time
From: neumann@csl.sri.com (Peter G. Neumann)
To:  Adechert@aol.com

I don't really have the time, but I think you have an interesting
approach -- although it ignores problems that I think are important.
On the other hand, I think we are likely to see some really inadequate
systems emerging in the rush to do something different, especially

in the light of the malicious insider problem.
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Sovereignty means the right to decide Page 1 of 9

[this is Alan Dechert's talk given at the UC Santa

Cruz forum on electronic voting held OCT 26™
2003]

Good afternoon. I thank all of you for coming. /
am glad to be here. Thanks also to Bob Kibrick
and Arthur Keller for their work in organizing
this forum. I also want to say thank you to all the
others at UC Santa Cruz that helped make this
possible, and to all the other forum speakers.

Ladies and Gentlemen, we have a problem. Our
voting system is broken. It does not need to be
repaired, however. It needs to be replaced. We
don’t need to upgrade our voting system. We
need to replace it. We don’t just need some new
voting machines. We need a whole new idea for
how to admuinister public elections.

This afternoon, I will describe the work some of
us are doing to bring about a better system. But
first, I want to take a few minutes to set the
context.

Sovereignty 1s the right to decide. Sovereignty
means the right to decide.

In a democracy, sovereignty is ... distributed. In
a democracy, sovereignty is distributed, while
you — the individual citizen — retain most of
this right to decide.

We share this right. We distribute sovereignty.
The system for distributing sovereignty is called
democracy. In a democracy, we distribute
sovereignty through our system of laws. The

hitp://www.openvotingconsortium.org/ad/oct26forum.html 6/17/2005
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voting system is part of the system whereby we
share our right to decide. Sometimes, we vote to
decide on specific issues. But mostly we vote for
people who will make decisions for us.

While democracies all share the rule-of-law
concept, they vary widely on voting systems. In
the U.S., it seems that we vote on everything. We
vote for everything from President to dogcatcher.
We vote on a lot of initiatives.

We tend to consolidate the administration of
elections. While we’re electing federal officials,
we say, "Let’s put state and local contests on the
same ballot with them." This is very unusual.
Only the Swiss do something similar. In most
democracies, you vote for your Member of
Parliament and that’s it, at the national level.
Local elections are separate and may be
administered — as in Canada — with different
rules and different equipment by different
entities.

Is our system more democratic because we put
more things on the ballot? Not necessarily. It is
not practical to present every issue to the people
for vote — no government even attempts to do
that. The vast majority of political jobs are still
appointed. Something like 2,000 jobs were at
stake in the recent contest for Governor of
California. Democracy is not proportional to the
number of offices and issues on which the people
vote.

Do we really need so many elected offices,
anyway? An idea going back to ancient Greece
suggests maybe not. Most officials were chosen

http://www.openvotingconsortium.org/ad/oct26forum. html 6/17/2005
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by sortition: They were chosen by lottery from a
pool of qualified individuals.

Our voting system varies within the United
States. Voting systems vary from state-to-state
and county-to-county. Warren Slocum is the
chief of elections for San Mateo County. He was
elected: most of his counter- parts in other
counties were appointed.

In January of 2001, I attended a hearing
conducted by the State Assembly’s Elections
committee. Some of the testimony was
incredible. One of the many horror stories had to
do with a man that was not registered to vote
where he lived on one Election Day, and was
given a provisional ballot. For some reason, he
seemed to like voting with the provisional ballot.
So, rather than re-registering, year-after-year he
voted a provisional ballot. Only one problem: his
votes were never counted. We can only speculate
why he didn’t want to be in the normal voter file;
but sometimes voter lists have been used for
marketing, and they are also used to find people
for jury duty. There are several reasons someone
might like not to be on the list but still be able to
vote. Anyway, after a few years, the elections
people recognized his signature by sight but it
was against their policy to inform owners of
provisional ballots whether or not their vote was
accepted. Year after year, his vote was thrown
out. Now, how dumb is this system?

At least in Iowa, if you go to the polls to vote and
you’re not on the roster, they will give you a
provisional ballot but they will also make sure
you get registered to vote at the same time.

http://www.openvotingconsortium.org/ad/oct2 6forum. html 6/17/2005
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Voters should not be disenfranchised by the
voting system. By voter disenfranchisement I am
talking about cases where votes are not counted
the way the voter intended, or the vote was not
counted at all, or the voter was discouraged from
voting altogether — even though registered to
vote. Furthermore, I am talking about cases
where potential voters were discouraged from
registering to vote.

If we’re going to have voter registration — and
it’s not clear to me that we need it — it should
not be an obstacle for voters. But currently, it is
an obstacle.

In Georgia, in order to vote you have register by

the 4 Friday before Election Day. In Ohio, the
deadline is 30 days. In Iowa, it’s 10 days before
any Primary or General election, but 17 days for
other elections. It’s the 3 Saturday before in
Vermont, but you only have until noon to get
your paperwork into the town clerk. In North
Dakota, they do not have voter registration. In
Idaho, the deadline is 25 days before Election
Day but then you can register on Election Day
itself. What if you moved from Idaho to
California a week or two before Election Day?
You might think you would still be able to
register on Election Day. You would be out of
luck. Rarely an issue, you say? Consider that
almost one million Americans move in any given
week. Over a million voters could be impacted by
the logistics of moving while having "register-to-
vote"” on a long to-do list.

At a minimum, Election Day registration should

http://www.openvotingconsortium.org/ad/oct26forum.html 6/17/2005
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be universal. In the long run, we should
investigate how we can eliminate voter
registration altogether. Afterall, if you are a
citizen of voting age and you meet all the
requirements, you are also in many databases.
Why have another database that has serious
maintenance issues for the voters as well as state
and county governments?

As I see it, voter registration, provisional ballots,
and a whole lot of the other rigmarole and

gobbledygook are artifacts of the 20™ century —
before the Internet and before the personal
computer. In this new century, every polling
place should be securely connected to the
Internet. Studies have shown that while you will
probably never be able to vote remotely over the
Internet unattended, it should be possible to vote
over the Internet at poll sites where your identity
can be confirmed. We should look at this as a
possible replacement for current absentee ballot
methods.

In the wake of the election mess in 2000, the
presidents of Caltech and MIT launched a project
they hoped would bring about a solution to the
voting system... conundrum. Their December

14% 2000 press release was titled, "Caltech and
MIT Join Forces to Create Reliable, Uniform
Voting System." Note the word, "uniform."” In
other words, they noticed — like most of us —
the great variety of faulty procedures. Then they
said, "Let’s create new voting technology, test it
thoroughly...make it bullet proof ... then use the
same equipment and procedures everywhere. "
Why not have a uniform system? Why have all

http://www.openvotingconsortium.org/ad/oct26forum.html 6/17/2005
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these daffy different ways of doing the same
thing? Why not find one way that really works
and use that?

Quoting the beginning of the press release,

The presidents of MIT and Caltech have
announced a collaborative project to
develop an easy-to-use, reliable,
affordable and secure United States
voting machine that will prevent a
recurrence of the problems that
threatened the 2000 presidential
election....

Okay, so they wanted to develop a U.S. voting
machine. It sounds like they started with a really
good idea. But now, almost three years later,
where’s their voting machine? Where is this
technology they were talking about? This is not
rocket science, folks. Maybe that’s the problem.
Caltech and MIT are good at rocket science.
They know how to do that. But the obstacles here
are mainly political. The voting system represents
a significant technical challenge, but it’s mainly
applied science. Technically, this is not horribly
difficult. Politically, it is a pain.

Of course, I think they had the right idea. In fact,
I published a similar idea about the same time as
their announcement. Before you ask, "Okay,
now, three years later, where’s Alan Dechert’s
voting machine?", let me make this point: I am
critical of Caltech and MIT researchers because
they started with a lot of money and tremendous
institutional support. They did not follow through
with the idea. I started with none of these

http://www.openvotingconsortium.org/ad/oct26forum.html 6/17/2005
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resources. Maybe you will say, "He’s just
envious.” And maybe that’s it: I’m just envious
of their resources. But the fact is that when it
comes to the idea of a uniform system and a U.S.
voting machine, I have moved the idea forward
while they have not. I also incorporated the open
source concept and the voter-verified printed
ballot. Caltech/MIT never embraced these ideas.
They abandoned the idea of a uniform system and
chose to work with existing vendors in effort to
improve voting systems.

There is still a Caltech/MIT voting project and
they are doing some good work — uncovering
information and helping to improve things here
and there. But it is not the magnificent work they
set out to accomplish.

I am developing the Open Voting Consortium as
a durable organization to develop, transfer, and
maintain this new voting technology. There is no
need for expensive dedicated hardware: we can
use inexpensive off-the-shelf commodity PCs and
peripherals, while utilizing free software. Once
our open voting system becomes established, the
persistent issue of how to replace obsolete
hardware will be gone forever. Usually, we’re
happy to pay a little more to get something better.
It happens that our system will be much better,
but also much much cheaper.

A secure, reliable, trustworthy, and affordable
voting system is an essential feature of a
successful democracy. A voter-verified paper
ballot is an essential feature of a successful
voting system.

http://www.openvotingconsortium.org/ad/oct26forum.htm! 6/17/2005
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To give you an idea of what your ballot may look
like in the future, I’ ve passed out some samples
in folders like this [hold up sample]. With our
system, you print the ballot yourself on ordinary
eight-and-a-half by eleven paper in the voting
booth, and then place it in a privacy folder like
this. You’ll notice about half an inch of the ballot
is exposed. The exposed border has the barcode,
but no other printing.

This part of our demonstration system — the
ballot printing function — is done. It’s on the
Internet, and available for anyone try out.

This is what we mean by a voter-verified printed
ballot. You go to the computer; make your
selections; print it out with the touch of a button,
and look to verify that these are the selections
you intended to make. If not, you can destroy this
one and start over. No problem. There are no
hanging chads, no ambiguous marks. No voter
intent issues — it’s all written out very clearly.

What if because of some disability you can’t read
the ballot? First of all, you would have voted at a
station where all the selections were presented
orally through headphones, much like the way
existing electronic systems work. Unlike existing
systems, however, you would have an
opportunity to actually verify how your vote was
recorded. It is not possible to verify your vote on
existing electronic voting machines — visually or
otherwise. Anyone claiming voter verifiability for
these paperless systems is telling fairy tales. At
best, all you can get is some indication that the
machine knows what selections you want to
make. This may or may not have anything to do
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with how your vote gets recorded. With our
system, even if you can’t read it, you will print
the ballot just like everyone else. If you want to
verify your ballot, you can go to a station with a
scanner, and have the barcode scanned while
you’re wearing headphones so you can hear your
selections read to you. The ballot does not have
to be removed from the folder: Your privacy is
assured. Then you go to the ballot box and
deposit your ballot like everyone else.

Right now, we also have the software available
for download that will take the encoded
information from the barcode and read back the
selections. If you want to try that out, it’s
available. We’ll have a full demonstration of our
system ready in a few weeks.

In summary, while technology has taken great
strides forward in recent decades, the voting
system has not kept up. The problem of
modernizing the system has been routinely
underestimated. It’s very complicated.

The technical complexity is routinely
underestimated, but we know how to do it. It is
the political complexity that boggles the mind
and tests our resolve. But our team is meeting this
challenge!

THANK YOU.
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Response to:

“American Attltudes about Electronic Voting"” Survey

‘ By Thad Hall and Michael Alvarez
http:/iwww.vote.caltech.edu/Reports/fall04survey.pdf
-l o

And Advice for Utah’s Voting Equipment Selection

TO:

University of Utah Behavioral & Social Science Depariment

Governor Olene Walker

Lt. Governor Gayle McKeachnie

Amy Naccarato, Utah State Election Office

Utah Procurement

Val Oveson, ClO of the State of Utah

New York Times re: “Electronic Voting Steps onto the National Stage™ news (article Sept. 19)

FROM:

Erik Brunvand, Associate Professor of Computer Science, University of Utah

John Carter, Associate Professor of Computer Science, University of Utah

Alan Dechert, Open Voting Consortium, Founder and President

David L. Dill, Professor of Computer Science, Stanford University

Kathy Dopp, MS Mathematics, U of Utah, Utah Count Votes Founder

Ganesh C Gopalakrishnan, Professor of Computer Science, University of Utah

David Hanscom, Professor of Computer Science, University of Utah

Michael Jones, Assistant Professor of Computer Science, Brigham Young University

Arthur Lee, Associate Professor of Computer Science, University of Utah

Jay Lepreau, Research Professor of Computer Science, University of Utah

Kent Seamons, Assistant Professor of Computer Science, Brigham Young University

Peter Shirley, Assaciate Professor of Computer Science, University of Utah

Barbara Simons, IBM Research {ret), former president,

Association for Computing Machinery (ACM)

Pamela Smith, National Coordinator, Verified Voting Foundation

Phillip Windley, Associate Professor of Computer Science, Brigham Young University and
Former Chief Information Officer (ClO) of the State of Utah

Utah has the time to do the right thing and benefit from other states’ collective experience and
research, Expert computer scientists should help to create specific criteria for all aspects of
our voting systems. Utah can join multi-state open source development efforts and write a
more specific RFP next spring that details the State’s real requirements, including a VVPB,
and allow sufficient time for a thorough review, including outside experts, to ensure that Utah's
voting system is the most secure and trustworthy in America.

We are writing this letter because we are concemed by the interpretations presented in the
“American Attitudes about Electronic Voiing" Survey, co-authored by Professors Thad Hall and
Michael Alvarez. Furthermore, the interpretations in the study can do significant harm because
the State of Utah is in the process of purchasing new voting machines, and this study could

UtahCountVotes.org/Voting_systems.pdf Page ] 9/24/2004



have a major impact on that decision. "Would they ask questions about the safety of a medical
procedure of patients or of doctors?" asked Professor Avi Rubin of Johns Hopkins in a recent
Computerworld interview. “They should ask computer security experts about computer
security questions, not end users, who may like the look and feel of the machines but have no
way of knowing if they are really secure."

In this letter, we have detailed some of our concerns and made our suggestions. We would be
delighted to discuss any of the specifics with you.

Our Response to “American Attitudes abouf Electronic Voting” Survey

We feel that it is critical that voters have the opportunity lo vote and that their voles be
accuralely counted. A voter-verifiable paper ballot is necessary to ensure the integrity of our
elections.

The American Aftiludes Survey's executive summary states “If ... voters lack confidence in
electronic voting systems ... the basic integrity of our democralic system couid be in jeopardy.”

We concur. However, the integrity of voting systems is not determined solely by public
perception. As much as we would like to believe that computerized systems are less prone to
problems than their non-computerized counterparis, the Caltech-MIT Voting Technology
project found that electronic voting machines’ rates of unmarked, uncounted, or spoiled ballots
are among the highest rates of any vofing technology. Hand-counted paper ballots and
optically scanned paper have the lowest error rates.

Key findings of the “American Attitudes about Electronic Voting” survey are not substantiated
by its own data. For example:

The American Aftitudes Survey's hey finding #1 says “American registered voters are largely
comfortable with the two predominant voling technologies: electronic and optical scan machines.”
In the NY Times 'Elecironic Voting Steps onio the National Stage” (news article Sepl. 19), this
finding is further repeated: “Despite Concerns, Americans Are Comforiable with Electronic Voting”
above a chart labeled "Which of the following ways fo cas{ your vofe are you most contfortable
with?"

Unfortunately, the survey question upon which this statement and the chart are based is
flawed. We believe that no such conclusions can be fairfly drawn from the data.

The survey question asked by the American Attitudes Survey was:

“Regardiess of whether or nol you have voted in the past, which of the following ways lo cast
your vote are you most comfortable with? Electronically, like on new ftouchscresn machines,
marking a paper ballot with a pen, by puncheards, or by some other method?”

First, Optical scan machines were not explicitly mentioned in the survey question and since
optical scan ballots can be created either electronically or by marking a paper ballot with a pen,
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people who prefer optical scan systems might have selected “new touch screen machines”,
“marking a paper ballot with a pen”, or “some other method". (E.g. Voters were not presented
with an option that allowed for electronic optical scan technologies such as an electronic voting
interface that generates an optically scan-able baliot or an optical scan vote that is scanned at
the precinct level and reported electronically).

Second, no selection for “hand-counted paper ballots” was offered. Persons who prefer hand-
counted paper ballots would most likely select “marking a paper ballot with a pen”, the same
category that the authors attribute to “optical scan” machines.

Further, this survey question asks about “casting” votes, not about counting votes. While a
voter might be comfortable casting their vote (purely) electronically, many of us would be
extremely uncomfortable having our votes counted and reported purely electronically. A
voter's comfort voting with a particular technology does not imply that they are comfortable
with their vote being counted with that same technology.

In addition, other survey data indicates that almost 40% more people agree than disagree with
the statement that "Electronic voting systems increase the potential for fraud" AND almost
twice as many agreed than disagreed with the statement that "Electronic voting systems are
prone to unintentional failures.”

In general, the raw data reported as part of the survey does not support the author's claim that
"American registered voters are largely comfortable the two predominant voting technologies:
electronic and optical scan machines."

in their infroduction Profassors Hail and Alvarez say “... there have been cases of electronic
voting machines... lowering the number of uncounted baffots.”

While that is true, in 2000, electronic voting machines’ rates of spoiled, uncounted, or
unmarked ballots were only less than the rates of mechanical lever machines and the most
error-prone type of punch card machines according to the MIT/Caltech Voting Technology
Project. Utah punch card error rates have been lower than the national average due to
intelligent election procedures invelving thorough testing of ballot definitions, inspection and
cleaning of ballots prior to counting, and routine cleaning and emptying of our punch card
machines. Erors of (purely) electronic voting machines may often be undetectable and there
are many instances of (purely) elecironic voting systems reporting highly improbable
outcomes, forcing the relevant voting officials to explain the seemingly impossible results with
comments that boil down to “the computer says its true, so it must be.”

Proponents of paperless elecironic voting systems, such as Dr. Hall, cite the “chaos” of adding
printing systems fo voting equipment and call critics of purely electronic voting “political elites”
who raise doomsday scenarios. Unfortunately, these scenarios are neither unlikely, nor do
they require vast conspiracies. Problems as simple as a computer bug or configuration error
by election workers can and have caused serious errors in recording votes. Over 2000
technologists have endorsed Verified Voting Foundation's resolution saying “Computerized
voting equipment is inherently subject to programming error, equipment malfunction, and
malicious tampering...”
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The current generation of electronic voting machines are not secure, do not provide voters with
a way to know that their votes are being tabulated correctly, and do not provide a mechanism
for effective recounts when errors arise. As such, they represent an unacceptable technical
risk, regardless of how people feel about them. The only way to effectively guard against errors
is to have a redundant system for counting votes. The authors of this response strongly feel
that the only technology currently available that provides this necessary redundancy is Voter
Verifiable Paper Ballots (VVPB).

B
=

Recommendations to the State of Utah on Voting Equipment Selection

The State of Utah has roughly $20 million to spend on the research and development or
purchase of new voting systems. The State's Voting Equipment Selection Committee recently
issued a request for proposal (RFP) for voting equipment.

Fifteen Computer Science professors and voting experts sent a response to the Utah Voting
Equipment Selection Committee citing significant problems with Utah’'s RFP. (See
hitp://iwww.UtahCountVotes.org/response.pdf) The problem with the State’s current RFP is
that it contains almost no specific requirements about what the State needs. As written, the
RFP is an invitation for vendors to fell the State what it needs. That is a poor way to do
purchasing in general, but in the case of something as important as voting equipment, it is
downright dangerous.

Utah's current RFP does not appear to allow sufficient time to conduct proper security reviews
of the proposed systems. Further, Utah's RFP does not require electronic voting machines to
issue a voter verifiable paper ballot (VVPB). A VVPB records the voter's intentions and allows
the voter to verify that the ballot has correctly printed those intentions. The VVPB is then
stored separate from the voting machine to allow an independent recount of the election
results. An overwhelming majority (over 95%) of computer professionals who participated in a
survey conducted by the Association for Computing Machinery (acm.org) agreed that
electronic voting systems should “provide a physical record so voters can inspect permanent
records of their ballots before they are cast and so meaningful recounts may be conducted”!

We applaud the voting equipment selection committee’s efforts to improve Utah's voting
system. We simply want the resuit to really be an improvement.
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Appendix A te

Contributors to the Commision’s Work

The following Indlviduals directly contributed thelr expertise to the work of

this Commisslon. Forty-elght of these Individuals testified at one of our four public
hearings. Others participated In the work of the task forces. Stll more offered
written submissions to cur work. We acknowledge them below.

The Commission wishes to express its gratitude to these experts, as well as to the
hundreds of citizens from acrass the country who, In the demoaatic tradition,
generously contributed their opinions for this report.

For those individuals who testifted in a public session of the Commisslon, we have
noted the date and place of thelr testimony so thar Interested researchers can
locate the transcripts of what they sald. All of the hearing transcripts are avatlable at

www.reformelections.org.

Jm Adler William Boone
VoteHere.net Clark Atfanta University
. The Carter Cantor, March 26 2001
Kim Alexander
Callfornia Voter Foundation Kimbal Brace
Ronald Reaan Library Apnl 12, 2001 Election Data Service, Inc.
Howard Allen Henry Brady
Southern Iilinois University University of California, Berkeley
R. Michaet Aivarez Bill Bradbury
California Institute of Techrology Oregon Secretary of State
Ronald Roagan Library April 12, 2001 Ronald Reagan Library Aprl 12, 2001
John Anderson Philip Brean
Center for Voting and Democracy United States Department of Justice
muen mhlm. Cli . .
Poili Brunelii
Stephen Ansolabehere Fedpral Voting Asistance Program
Massachusetts Institute of Tochnology \Walter Burabiam
Congressman Roy Blunt (R-MO) Peter Argersinger University of Texas
YWilliam Bocno Southern Diinois University Dianne Byrum
Tim Augustine Michigan State Senator
Maryland State Board of Efectors writen submision
Larry Bartels David Capozzi
Princeton University The United States Acces Board
Rabert Bauer Jo-Anne Chasnow
Perkins Cole LLP Human SERVE Campaign
Chris Beem David Chaum
Jaknson Foundation SureVors, Ine.
Robert Beli
Democrats Abroad Canada
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Henry Cuellar
Qoonlic ce la Garza

Ryan Chew
Office of the County Clerk,
Cavk County, Iifineis

Charlotte Cleary

Registrar, Arlington, Virginia
Jennifer Collins-Foley

Las Angelrs County, Registrar-
Recorder/County Clerk

Cathy Cox

Georgla Secretary of State
The Carter Centes; March 26, 2001

Gary Cox
University of California, San Diegn

Kristen Cox
Natianal Federation of the Blind

Paul Crafts
Flordda Departrent of State

Charles Crawlord
American Councll of the Blind

Henry Cuellar

Texas Secretary of State
LBI Ubrary, May 24, 2001

Alan Davidson
County Clerk, Marion County, Oregon

Doneta Davidson
Colorado Secretary of State

Michael Davidson
The Constitution Project

Redollo de la Garza

University of Texas
LB! Librarg May 24, 200t

Alan Dechert

University of Californiia, Berkeley
wWritlen subrrassion

Daniel DeFrancesco

New York City Board of Elections
written subrmission

Karen Delince

American Civif Liberties Unfon
writien subrrission

National Commission on Federal Election Relorm

lim Dickson
American Asoclation

af People with Disabilities
Garald R.Ford Litwary luna 5, 2001

Christopher Dodd

United States Senator

Jor the Stare of Connecticut
Geraid R fard Library kme 5, 2001

Craig Donsanto
United States Department of Justice,
Elecrion Crimes Branch

lohn Bowlin
Electtons Division, Hamilton County, Ohio

leanie Drage
Natfonal Conference of State Legislatures

Maria Echaveste
Demoratic National Committee
LB] Library Mary 24, 2001

David Elliott
Office of the Washington Secretary of State

Kathy Fairley
District of Colombia Board of Elections
and Ethic

Margaret Fung
Asian-American Legal Delerse
and Education Fund

Curtis Gans
Committee for the Study of the
American Electorate

lames Gashel

Natienal Federation for the Blind
LB) Libeary May 24, 2000

larmes Gimpel
University of Maryland

Rosalind Gold

Narional Acsndation of Latino Elected
and Appointed Offidals (NALEQ)
Ronaid Reagan Library April 12 2001
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! €rnneth Hufl, I
Boh Irvin
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Stephen Gold
Disbiiitles Law Projert

Ralph Goldman

Center for Party Development
willlen submission

Lance Gough
Chicagp Board of Election Commisianers

Gary Greenhalgh

Election Systems and Seftware
writlen subrmission

Michele Grgich
Ceneral Aceounting Office

Kenneth Gross
Shadden Arps Siate Meagher & Flom LLP

Scott Harshbarger

Commean Cause
1.8) Libary May 24, 2001

David Hart
Hart InterCivie

Ernest Hawkins

Narlonal Asorlation of
County Recorders and Clerks
Gerald R. Ford Library kne 5, 2001

lefirey Hayes
Market Strategies

Kris Hellron
City of Las Angeles Elections Dividon

Andrew Hernandez
Southwest Voter Registration
Education Project

Hendrik Hertzberg
Center for Veting and Democracy
£B} Libvary May 24, 2001

Steny Hoyer

Member of the United States Congres for
the Fifth District of Maryland

Geraid R Ford Litrary kme 5, 2001

Zoe Hudson
The Constitution Profect

1 Kenneth Hu, Sr.
AARP
LBI Library May 24. 2001

fNational Commisslon en Federal Flection Reform

Asa Hutchinson

Member of the United States Cangres for
the Third District of Arkansas

The Carier Center, March 26, 2001

Bob Irvin
Ceorgia Coneral Asembly
The Carter Center, March 26, 2001

Maxine |ssacs
John F. Kennedy Schoe! of Government,
Harvard University

lohn Jackson
University of Michigan

Gary lacobson
University of California, San Diggo

Atvin leger
North Dakora Secretary of State

David Jeflerson

California Internet Voting Task Force/
Compag Systems Research Center

Renald Roagan Libeary April 1222001

Carolyn Jeffersan-fenkins

League of Womnen Voters
1B) Libeary May 24, 2001

William Jenkins
General Accounting Office

Kathy Johnson
The United States Acces Board

Bill lones

California Secretary of State
Ronzld Reagan Library April 12 2001

Pamela Karlan
Stanford Law Schoo!
LBJ Library May 24, 2001

Stephen Kaulman
Smith Kaufinan LLP

Kevin Kennedy
Wiscensin Electlars Board



Carchen Jeficrson kenkins
loan Konner

Alexander Keyssar

Duke University
The Carter Cenles, March 26,2001

Brad King
Office of the Minnesota Secretary of State

fean-Pierre Kingsley
Elections Canada
Geraid R Ford Library ke 5, 2001

Stephen Knack
American University

loan Konner

Columbla University Graduate Schoof
of Journalism

Gerald R Ford Library una 5, 2001

lon Krosnick
The Ohto State University

Linda Lamone
Maryland State Board of Electors

Richard LaVallo
Advecagy Inc.

lan Leighley
Texas A&M University

R Doug Lewis
The Elacrion Center
Gerald R Ford Library kme 5. 2001

Matt Lilly
Danaher Controks

Keith Lang
Harr InterCivic

Susan MacManus

University of South Florida
Tha Carter Center, March 26,2001

Ruth Mandel

Eagleton Institute of Politics
The Carter Center, March 26, 2001

Sheilah Mann
American Political Sclance Asodation

lelf Manza
Northwestern University

Nationa! Comrission on Federal Election Refarm

Mitch McConnell

United States Senator
for the State of Kenrudiy
wrinen submision

Canny McCormack

Loz Angeles County, Registrar-
Recorder/County Clerk

Ronaid Resgan Library Apri 12, 2001

Gary Mclntash
Office of the Watshington Secretary of State

Leigh Middleditch, Jr
McGuire Woods

Alice Miller
District of Celombia Board of
Elections and Ethics

Iulie Moore
Elertions Operatiors, King County,
Washingtor

ohn Mott-Smith
Office of the California Secretary of State

Michaet Neblo
University of Chicago
Peter Neumann
SRI International

Bob Ney

Member of the United States Congress for
the Eighteenth District of Ohio

wrillen submission

Gerald R Ford Library une 5, 2001

Stephen Nickelsburg
Hunton & Williams

Com O'Muircheartaigh
National Opiniont Researdh Cernter

Norman Ornstein

American Enterprise Institute for
Public Policy Rescarch

LB) Library May 24, 2000
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Sharon Priest
Hitary Shelton
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Lee Page
Paralyzed Veterans Asodation

Robert Pastor

Emory University
Geraid R Ford Litvary Jura 5, 2001

R. Hewitt Pate
Hunton & Willians

Cathy Pearsalt-Stipek
Auditor, Plerce County, Washington

Carol Petersen
CGeneral Accounting Office

Katherine Pettus
Columbia Uriversity
Deborah Phillips

Voting Integrity Profect
The Carter Center, March 26, 2001

Trevar Potter
Caplin & Drysdale

G. Bingham Powell
University of Rochester

Sharon Priest

Arkansas Secretary of State
LBJ Library May 24, 2001

Mark Pritchett

Collins Center for Public Policy, Inc.
The Carter Center, March 26, 2001

Cameroan Quinn

State Board of Efectiprs,
Commomamahth of Virgiria

Wendy Rahn
University of Minnesota

Iack Rakove

Stanford University
The Carter Center, March 26, 2001

Jaseph Rich
United Stater Department of Justice,

Civil Rights Division
LB) Library May 24, 2001

Eric Riedel
LUniversity of Minnesota

Natlonal Commission on Federat Election Reform

Ron Rivest
Masachusetts Institute of Technology

Susan Rath
The Ohio State University
Ronald Reagan Litrary April 12,2001

Eric Royal
United Corvbral Palsy

lanet Ruggiero
Office of the Rhode Isfand Scartary of State

Larry Sabato
Universty of Virginia
Tho Carter Center, March 26, 2001

Roy Saltrnan

Independent Elections Consultant
writen submission

Anthony Salvanto

University of California, Irvine

Paul Schumaker

{University of Kansas

Ted Selker

Masadhwsetts Institute of Technology

Hitary Sheiton

National Association for the Advancement
of Colored People

1B} Libeary May 24,2001

W. Phlllips Shively
University of Minnesota

Howard Sitver
Conwrtium of Soclal Science Associations
(COSSA)

writlen sutbmission

Margaret Sirns

Federal Election Commision
Liz Smith

Furman University



Richard Soudriette
International Foundation for
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Gerald R Ford Library une 5, 2001

Alfred Speer
State of Louidana House of Representatives

Martin Stephens
State of Utah House of Reprosentatives

Eliot Spitzer

New York Attorncy General
wrinien submission

Ralph Tabar

National Asociation of Counties

Clyde Terry
New Hampshire Developmental
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Anbigail Thernsicom
United States Commissions on Civil Rights
written submission

Christopher Thomas
Michigan Department of State
Burrau of Elections

Geraid R Ford Library bune 5, 2001

Rosita Thomas
Thernas Opinion Rescarch

Scott Thomas

Federal Eleetion Comranission
Gerald R Ford Library hme 5. 2001

Daniel Tokaji
American Civil Liberties Unifont Foundation

Mischelle Townsend
Registrar of Vbters, County of
Riverside, Callfornia
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Larice Yard Michael Traugott
Admiral Stephen Yusem, Ret University of Michigan
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Fran Ulmer

Alaska Lieutenant Governor
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City Clerk of New London, Wiscorxin

Netlonal Commission on Federal Election Reform

Lance \Ward

Ofdahoma State Election Board
LBI Library May 24, 2001

Tracy Warren
The Corstitution Project

Geraldine Yashington
Los Angeles NAACP

Maxine Waters

Member of the United States Congres
for the Thirty-Fifth District of Californfa
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Martin Wattenberg
University of California, Invine

Bob Willams
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Brit Williams
Kennesaw State University
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University of Callfornia, Berkeley
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Gerald R Ford Library kme 5. 2001
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AUDITABILITY OF NON-BALLOT, POLL-SITE VOTING SYSTEMS
by
Roy G. Saltman, M.S., M.P.A.
Consultant on Election Policy and Technology
rsaliman@alum.mit.edu
Revised: August 24, 2003

Abstract
The history of the use of non-ballot voting systems in the US is briefly described. The background
of a current controversy is also noted. The differences between DREs as currently used and Internet
voting are discussed. The voting process as a human system involving people, procedures and
activities as well as machines is stressed. Alternative systems employing ballots are described, and
their advantages and disadvantages as compared to DREs are discussed. Specific machine design
changes and administrative changes in the testing and use of DREs are recommended.

1. Backeround

The question of implementation of audit trails in non-ballot, i.e., direct-recording electronic
(DRE) voting systems, is not new. It was discussed extensively in 1988 [Saltman, R., 1988, pp. 40,
41, 112-114} and a requirement for part of the recommendations proposed in 1988 was included in
the Federal Election Commission standards of 1990 [Federal Election Commission, 1990, p. 18].
Recently, the topic arose again in connection with the desire of officials of Santa Clara County,
California, to procure DRE systems for use by the voters of that county. Opponents of this
procurement, led by David Dill, professor of computer science at Stanford University, proposed a
requirement for a paper audit trail that is “voter verified.” That is, a paper record of the ballot would
need to be produced by the DRE voting unit and approved by each voter before the ballot is cast.
This demand of Dill and other computer scientists follows the recommendatton of Rebecca Mercuri,
professor of computer science at Bryn Mawr College, that has been presented on several occasions
{e.g., Mercuri, R., Neumann, P., 2003, p. 40].

Following a request by officials of Santa Clara County for an opinion from the state, the Office of
the Secretary of State of California undertook a study and issued a report [Secretary of State’s Ad
Hoc Touch Screen Task Force, 2003]. The Task Force made several recommendations to improve
the security and integrity of voting systems, and noted the new federal requirement that there must
be a paper record for each ballot cast. The federal statute is interpreted to mean that the individual
records could be printed in bulk from electronic records after the polls are closed. However, the
Task Force stated:

“For technical and logistical reasons there is no support to have the printing of this
permanent paper record done at the time the ballot is cast ...”

Thus, the state did not accept the demand of the computer scientists, but allowed that a county could
purchase systemns with this feature, if it so chose. The purpose of the discussion below is to further
elaborate the arguments on both sides and to consider improved mechanisms that would increase
voter confidence in the results produced by DRE voting machines.



2. Lever Machines:

The use of non-ballot, poll-site voting systems in the US goes back over one-hundred years.
In 1899, the US Congress approved the use of non-ballot mechanical lever machines in voting for
candidates for the US House of Representatives. After that, the use of lever machines spread widely
and, for the general election of 1960, the last Presidential election before the start of adoption of
punch-card voting, it was reported that 55 % to 60% of the voters in this nation used them. In the
Presidential election of 2000, they were used by about 19 % of US voters. Interestingly, no
concerted effort by computer scientists was ever mounted, in the roughly forty years that computer
science has been a profession, to persuade election officials not to use lever machines, despite their
clear failure to provide an audit trail. This writer, however, has discussed the difficulties of these
machines [Saltman, R., 1988, pp. 26-29].

The complete auditability of mechanical lever machines is not possible. Individual voter-choice
sets, i.e., the groups of particular votes cast for all contests by each individual voter, are not retained.
Consequently, there can be no demonstration of the complete content of any voter’s set of
selections. Only the sums of votes cast by all voters for each candidate and issue alternative are
stored. As aresult, itis not possible to determine the cause of a vote recorded as not cast in a contest
without a close examination of the internal workings of the particular machine that was used. It may
be that a voter chose not to cast the vote in question, but it may be that the voter atternpted to cast it
but the machine, because of an internal malfunction, failed to record it. (The machine failure may
have been due to a structural defect that gradually appeared without being noticed on account of a
lack of adequate maintenance, but it is possible that the malfunction was due to malicious human
action.)

3. DREs:

These machines began to be used inl1974. Anexperimental model was referred to in a report
in 1975 as an “electronic vote summarizer” [Saltman, R., 1975, p. 13, 14]. There are three basic
types used in the United States: pushbutton, micro-switch and touchscreen. The first DREs used
pushbuttons to replace the levers. The next improvement was the use of micro-switches, activated
by voter touch, placed beneath a hard but somewhat flexible surface on which the choices were
presented. The newest development involves the presentation of candidates® names on an electronic
monitor within areas of the screen sensitized to touch. A touch of the screen at the location in which
a candidate’s name is presented causes the computer to respond programmatically. All three of
these types continue to be used. DREs became popular slowly; in 1988, they were used by only 2.7
% of the US electorate, but in 2000, 10 % of all voters used them. As a result of the debacle of
punch card voting in the 2000 Presidential election in Florida and the subsequent passage of the
(Federal) Help America Vote Act (HAVA), their usage is likely to increase significantly. For
example, Georgia used them throughout the state in 2002. Maryland has decreed that any of its 23
counties that are not using them now will eventually use them at poll sites; mark-sense ballots will
be used for absentee voting. Baltimore city, Montgomery County and Prince Georges County, three
of Maryland’s most heavily populated jurisdictions, used DREs in 2002.

Since the specification of the 1990 Federal Election Commission standards that “electronic ballot
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images” (their phraseology for “voter-choice sets™) be retained within the machines, it is very likely
that all DREs produced since then have this capability. Additional design features should be
mandated, and additional testing and system assurance operations should similarly be required.
These concerns are addressed below.

4. Voting Over the Internet:

This presentation does not concern voting over the Internet. It concerns only poll-site voting;
that is, voting in which individual votes are not communicated electronically outside of the physical
location in which they are cast in order to be summarized with other votes for the same candidate.
Internet voting involves additional levels of risk and additional controls beyond the scope of this
paper. The risks of Internet voting should not be used to taint the use of DREs by combining the
latter with the former as “electronic voting™ and by giving the impression that the unique difficulties
of Internet voting apply also to DREs. There is no reason for DREs to use the Internet during
operations, and those recently purchased for Maryland will not do so, despite the implication to the
contrary in a recent study [Kohno, T., Rubin, A. et al, 2003]. That study also attempted to analyze
DRE software separated from the election system of which it apart - a fatal error. See Section 5
about the systems concept.

5. Voting as a Human System:

It must be understood that voting is a complex system involving people as well as machines.
Concerns for the system cannot be reduced to the single issue of correctness of software, although
that is certainly important. Information systems used by both business and government are tools that
people use to assist them in performing their duties and achieving results defined by organizational
management. Some of the criteria for success of the particularly complex system for voting are
these: (1) the voters are easily able to convert their choices exactly as they intend into commands to
the system; (2) the system processes the voters’ choices correctly; and (3) there is public confidence
in the results produced by the system. Mistakes can be made, and often the mistakes are made by
people - the voters or the administrators.

The integrity of the information system for voting involves considerably more that just correctness
of software. The latter issue as the only essential one was first raised in The Los Angeles Times in
1969 and in The New York Times in 1985. The story made the front pages of major newspapers
twice because the idea of software manipulation was sensationalistic. The presentations’ positive
value was that they sensitized policy makers to the potential threats to administration of elections
and generated studies on the reductions of threats. The negative value of the stories was that the
special focus detracted from the necessary view of how to improve the entire process from a systems
perspective.

In 1989, I was asked by the International Association of Clerks, Recorders, Election Officials and
Treasurers (JACREOT) to present, at their annual meeting that year in San Diego, my answers to
three specific questions. The first of the questions was the following:

What ways are there that would make it possible to “rig” an election using
computers, i.e., Voting Machines, Direct Electronic Voting, Punchcard and Optical
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Scan Equipment? [Saltman, R., 1989, p. 1]

My response continues to be pertinent, because the same question constantly arises in essentially the
same context. Here is part of my answer:

“Election administration is a system that consists of four elements: (i) people, (2)
established procedures, (3) devices and machines, and (4) activities. Election
administration activities should be undertaken, according to established procedures,
by the people using the devices and machines. Before there were computers, there
were other devices and machines used in election administration and, consequently,
some procedures were different.

“However, the election administration process was a system then; it remains a
system now. The use of computers has not changed that. The process remains a
system that is managed and carried out by people, that is, election administrators.
Election administrators, not vendors, not manufacturers, not other contractors, are
responsible for the accuracy of the results produced, in order to assure that the
“consent of the governed” is truly achieved.

“The reason that I have stressed that election administration is a system is that it is
not possible to separate the question of manipulation of computers for election
“rigging” from considerations of the system of which the computer is a part. If
a computer has been used to “rig” an election, either the procedures used to carry out
the election were inadequate, or the people managing and carrying out the activities
did not follow established procedures. Thus, instead of telling you what ways there
are to use a computer to “rig” an election, I must tell you what proper and effective
procedures there are, to be used by you, the election administrators, to assure
accurate results that correctly reveal the choices of the voters.

“These proper and effective procedures need to include those used to (1) acquire
hardware and software according to performance specifications, (2) check out
hardware and software for logical correctness, integrity and reliability, (3) protect
acquired hardware and software against unauthorized access, and (4) effectively
employ hardware and software in election operations.”

6. Vulnerabilities of Ballot Systems:

Ballot-counting voting systems are not necessarily less vulnerable to mistakes and fraud than
non-ballot systems. In fact, one of the major reasons that mechanical lever machines were adopted
in the US in the early 20" century was because of significant ballot frauds. Two vulnerabilities of
these systems are:

(1) Ballot-readers are not totally accurate, particularly when attempting to read marks or punches
made by real humans. The difficulties in punch card systems need not be elaborated; they are too
well known. Voters using mark-sense systems may make marks that are too light to be accurately
sensed, may make smudges at unintended voting positions that may be sensed by mistake or may use
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an incorrect writing instrument that fails to register their votes. They may make marks outside of the
assigned areas that the machine can sense, requiring an “intent of the voter” manual analysis.
Furthermore, mark-sense readers may be reduced in sensitivity by dust from ballots or from the
environment.

(2) Ballots may be miscounted, even if there is no ballot-stuffing. In Florida, in the 2000
Presidential election, several counties using ballot-counting systems found significant numbers of
additional ballots in their automatic machine recounts. In one county, a poll station manager, with
the ballot cards in the trunk of her car, stopped off to see a friend before delivering the ballots and
forgot about them. Nassau County’s recount was different (adding a net 71 votes for Gore) than its
original count, but the County Canvassing Board decided that their first count was correct, not their
second one. As aresult, Gore’s contest of the certified vote count separately included a demand for
another recount in Nassau County. When the US Supreme Court summarily and prematurely ended
the statewide recount ordered by the Florida Supreme Court, a result was that a true determination of
the Nassau County results was never completed.

7. Vulnerabilities of DREs:

DRE counting systems have the vulnerability that there is no hard-copy audit trail. It is
important to note that a hard-copy ballot, created by a programmed computer even if the input is
provided by the voter, does not automatically constitute a document-ballot that is independent of the
computing machinery. As I stated in 1988, “the fact that the voter can see his or choices on a
display, or even receives a printout of the choices made, does not prove that those were the choices
actually recorded in the machine to be summarized for generating the results of the election™
[Saltman, R., 1988, p. 41]. A printout or hard-copy ballot produced by the machine is not
independently created by the voter; it is subject to the correctness or incorrectness of the
compufer program that created it. With electronic non-ballot voting systems, the computer
program actually casts the votes. The computer may cast votes that differ from the voter’s intent if
the program was written to carry out that insidiously incorrect activity [Saltman, R., 2003, p. 133].

8. Value of a Printout for DREs:

If the intention of a printout from a DRE machine is to give the voter a sense of confidence
that his or her vote was properly cast and properly processed, that confidence would be false. Due to
the fact that the printout is created by the computer and is not a document-ballot, such a printout isa
sop to the layperson ignorant of the inner workings of computers. There must be better ways of
providing the necessary confidence to the voters. It is the intention of this paper to propose some.

9. The Ballot Solution_to the DRE Aunditability Problem:

A DRE voting unit may be considered as three subunits. The first subunit may be called the
Vote-Entry Section (VES) and the second subunit may be called the Vote-Summarizing Section
(VSS). The input to the VES are the voter’s choices, typically entered through the voter’s fingers
acting on pushbuttons, micro-switches, a keyboard, a mouse or a touchscreen, and its outputs are the
voter’s choices converted to an electronic form (voter’s electronic ballot image or EBI). The inputs
to the VSS are the outputs from the VES for each voter, and the output of the VSS is the summary
of votes cast on the DRE. The third subunit, the Ballot Image Storage Unit (BISU) also receives the




EBIs from the VES and permanently stores them in a secure manner so that they cannot be
overridden.

Suppose that the VSS were separated from the other two subunits, but was still in the same physical
location, so that the output of the VES would not go directly to the VSS, but instead would go to a
printer that would generate a mark-sense ballot. The mark-sense ballot could be created in a
language of the voter’s choosing, assuming the language were pre-programmed, meeting the multi-
language requirements of the Voting Rights Act. This mark-sense ballot, because it would be
machine-generated, would have a very high likelihood of being read correctly by a mark-sense
reader, Suppose, then, that the voter had the opportunity to review the mark-sense ballot and found
it to mirror exactly what the voter intended. Then the voter could deposit the mark-sense ballot in an
independently programmed VSS through a mark-sense ballot reader. Then, if “the cast ballot
becomes the only source of vote-recording and counting, it would be considered a document-ballot.
Then the voting system would not be a non-ballot system™ [Saltman, R., 2003, p. 133].

A system such as this has been proposed by Alan Dechert for use in California. This type of system
would be acceptable to those demanding a “voter verified” audit trail. It is nota DRE system. Is it
still possible, with additional controls designed into the machine and the system, to allow for the use
of a DRE with confidence that it is providing the correct results? Consider the following
recommendations.

10. The Human System Solution to the DRE Auditability Problem:

The ballot solution presented above eliminates the “intent of the voter” issue because of the
machine-generated ballots, However, it includes an extra printer for each VES and an extra ballot-
reader for each V8S. It negates also the value of a DRE because it uses paper ballots. Recent
studies of the economics of different system types demonstrate that the cost of paper ballots that
cannot be re-used is significant. That is, the operational cost of a ballot-using system must include
the paper ballots for each election, a cost that does not have to be borne by DRE systems. The
operational cost of ballots may, over time, cause total system costs of ballot systems to be greater
than that of DRE systems.

10.1 _The DRE Design Part of the Solution: If DRE systems are to be used without the
production of hard-copy ballots, the problem of an audit trail that can be trusted must be solved. The
following design features are recommended. They are specificaily proposed with a view toward
improving human factors and increasing public confidence in the results produced by the system.
Whether or not the proposed features make the DRE acceptable is a decision to be made by the
elected political leaders of the jurisdiction purchasing the voting system.

(1) Resetting of each machine following the completion of each voter’s effort: Each completion
of the voting process by a voter should result in the machine’s inability to receive any more
commands until reset for the next voter. It is likely that this activity is now being carried out with
most DRE systems, but is restated here because of the claim of the study by Kohno, Rubin et al. that
implied that one voter could continually use the machine to insert many votes.



(2) Direct report to the voter on his or her contribution to the count of votes: A significant
concern of computer scientists appears to be the inability of the voter to discern the fact that his or
her vote was counted. With the use of precinct-located mark-sense ballot systems, when the voter
deposits his or her ballot in the reader, a counter on the machine visible to the voter will increase by
“one,” demonstrating to the voter that the ballot was added to the pile of ballots already received. In
that system, the voter has no information as to what happens to the ballot after it is deposited. Tt may
be maliciously altered or replaced by a counterfeit, but the fact that the count of ballots is increased
by “one” seems to be satisfactory to the computer scientists who claim to know what constitutes
voter confidence. Therefore, it is proposed that the DRE machine, as a result of the voter reporting
“all voting complete,” should present a final screen showing to the voter the previous number of
votes received by the machine and that number increased by “one.” That action will demonstrate to
the voter that his or her votes were added to those already received.

(3) Recording of EBIs and recounting on a separately programmed machine: DRE machines
provide for the retention of EBIs in the BISU. The recording should be on a removable diskette that
can be inserted in a separate independently programmed machine for recounting. Thus, California’s
requirement that one-percent of the precincts be recounted could be met. The retention of the EBIs
allows also for their printout to meet the new HAVA requirement.

(4) Reconciliation of all votes and undervotes: All undervotes should be positively recorded for
purposes of reconciliation. (Overvotes are not possible on a DRE). This is not done now, but 1
previously recommended it [Saltman, R., 1988, p. 112, 113]. Reconciliation should be accomplished
by designing into the internal logic of each VES, a special “no-vote” bit for each contest. (We
assume, for simplicity, only ‘vote-for-one’ contests. The solution is easily extended to ‘vote-for-N’
situations.) In typical current systems, there is, in the VES internal logic, a “vote” bit for each
candidate that is set to “zero” when the machine is activated for a new voter. When a voter selectsa
candidate, the “vote” bit for that candidate is set to “one.” If the voter fails to vote in the contest, no
bit is set to “one” in the voter’s EBI, and when the voter is finished voting, no “one” bit is recorded
or transmitted to the VSS for that contest.

As proposed here, each contest would have, in addition to a “vote” bit for each candidate, a single
“no-vote” bit which would be set to “one” when the VES is reset for a new voter. If the voter votes
in the contest for any candidate, the “no-vote” bit is reset to “zero.” If the voter has completed the
voting process and has not voted in a contest, the value of the “no-vote” bit, which should stiil be a
“one” is transmitted to the VSS in the voter’s EBI. This process provides for the transmission of
one “one” for every ‘vote-for-one’ contest and provides that the number of “ones” in each EBI sums
to the number of vote-for-one contests on the ballot. It also allows for the use of an additional
results line that specifies the number of “no-votes™ for each contest. The reconciliation occurs in
that, for the results of every contest, the sum of the number of votes for candidates plus the number
of “no-votes” always equals the number of voters that have used the machine. The number of votes
not cast in each contest should be printed, along with the votes cast for each candidate or issue
alternative. This reconciliation is intended to further public confidence in the results.

(5) Second-chance voting: The addition of the “no-vote” bit for each contest in the VES provides



the information to allow the machine to report to the voter, if the “all voting complete” indicator has
been prematurely activated, that the voter has not voted all contests. In a touchscreen system, the
information available will allow the machine to report on the screen the highest contest not yet
voted, and should allow the voter to continue voting, if that is desired. This is of particular value to
the voter if the voter has mistakenly activated the “all voting complete” indicator too early as an
unintended reflex action. In the use of Internet web sites or with application programs, many
systems will respond to a user who mistakenly activates a command with a screen or display that
permits the user to retract the command, e.g., with a “cancel” option. Election administrators should
do no less for voters.

(6) Voter’s review of choices: The DRE should be designed so that the voter may review choices in
each contest before completing the voting process. With a full-face DRE, the voter needs only to
look at the choices clearly presented in front of him or her. With a monitor screen, the voter needs to
be able to return to the screen for any contest. The capability to do that must be clearly shown to the
voter. Human-factors research could investigate the best manner to show the summary of choices to
the voter. The demand that this information should be on paper rather than just on the full-face DRE
or on a computer monitor is puzzling. It harks back to the time when computers first began to be
used in the 1950s and 1960s, and skeptics re-calculated results on electro-mechanical machines
because they did not trust the computer. Now we have better methods of assuring software
correctness.

(7) Naming of the “All Voting Complete” indicator: This indicator should not be called “Vote.”
That name is confusing in its similarity with the completion of action on a particular contest. A
more definitive name such as “All Voting Complete” needs to be used.

(8) Connector for entry of test votes: There should be a physical connector on the VES which
allows for entry of a series of electronic test votes of any number, as if many voters had voted on the
machine. The entry point should replace the voter inputs that would fill the temporary storage
location with voter’s selections in the VES, so that the recording of the selections in the BISU and
the summarization process of the VSS may be checked. I have seen a device that generates test
votes and exercises a DRE through a connector, as [ have proposed. Thus, it has already been done
for at least one system. Note that the testing will not test the correctness, in the VES, of the
transference of the voter’s choices to the temporary storage locations in which the choices are first
stored. This part of the VES would need to be separately checked.

10.2 The Sofiware and Hardware Assurance Part of the Solution; All software and hardware
to be used must be thoroughly checked out upon delivery following procurement, and then again in
preparation for any election. As the integrity of elections using DRE equipment depends on
software and hardware correctness, testing must be thorough. Software should be required to be
written so that, in preparation for any election, the logic of the software remains unchanged and only
blanks are filled in to adapt or specialize the software for a particular election. Software testing must
assure the lack of hidden loops that are intended to be exercised only at a particular time or only
when a particular value is inserted in a specialization process. My reports of 1975 and 1988 are
filled with recommendations of procedures for carrying out systems assurance.




10.3 Audit Trail for Software Handling: [t is essential that specifications be written and
followed as to the manner in which all software and storage units containing software are to be
handled, tested and transported to assure integrity. That is, an audit trail needs to be established for
the handling of software. These procedures, if well written and carried out, will prevent the rumors
of software manipulation that flourish in an atmosphere of lack of knowledge and lack of specificity.

10.4 The Administrative Implementation of Assurance: It is desirable that each state
establish its own system integrity process beyond that established through the NASED-sponsored
Independent Testing Authorities. Additional testing may need to be provided. Each state may wish,
further, to establish a Voting System Assurance Advisory Committee, with a Computer Technology
Subcommittee, that will recommend system assurance procedures. The latter group should be able
to help devise the best methods for testing of software to assure correctness and the absence of
malicious code. The establishment of these administrative structures and the publication, for public
dissemination, of what is being done, will provide the public confidence in the operation of elections
that is currently lacking.

11. Summary:
Possible changes in the design of DRE units and the administration of the vote-counting

system have been proposed. The intention of these proposed changes is to improve the auditability
of DRE systems and thereby to improve public confidence in the results produced. An alternative
ballot-counting system has been discussed, and its differences with DRE systems have been noted.

The assurance of public confidence in vote-counting is an issue of systems design and assurance; it
is not limited to a single palliative measure, ¢.g., the provision of hard-copy ballots in DRE systems.
Assurance of public confidence is not a new issue. For example, my 1975 report contains the
following:

“The assurance that steps are being taken by election officials to prevent
unauthorized computer program alteration or other computer-related manipulations
remains, nationwide, a continuing problem for the maintenance of public confidence
in the election process” [Saltman, R., 1975, p. 4].

The solution to the issue of public confidence requires reviewing the vote-counting information
system from a multi-disciplinary perspective. Public administration, human factors concepts,
information systems engineering, internai auditing, public communications, and other disciplines are
important to apply, as well as computer science.
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Re: A Proposal to Improve Voting Systems in California

1 am very enthusiestic about working together with you in a joint praject to improve voting
systems in California. [ believe that our interests and capabilities are quite complementary, and
the following integrates your interest in developing alternative PC-based voting systems with my
interest in understanding the pattems of over and uader-votes in Calilomia in order 1 find ways
to reduce them to the bare minjum. The project proposed below, | believe, will provide
invaluable information and some very usefill models for improving voting systems in California.
Indecd, this project is thoroughly consistent with the University of California’s origing as a land
grant university and with its traditions of working 10 make contributions to the state of
California.

Outline of a Proposal -- You have proposed a voting system development project that would be
PC based, open source, and inexpensive. This idea has real and substantial merit, and it is
definitely worth exploring. In fact, as you know, Roy Saltmen,' the author of the two best
known boaks on computerized voting, has agreed to work on this project, and he is enthusiastic
about developing the kind of system you have proposcd. The Survey Research Center of the
University of California at Berkeley, with its long tradition of helping the state of California
solve its data collection problems, is an excellent place to undertake this kind of research and
development effort. In effect, the task of tallying voles is a very specific kind of data-collection
problem with features that are very familiar to our professional staff. The Survey Research
Center provides a range of data collection scrvices which address problems that arc similar to the
ones ihat we will confront in this project, Through the SRC's Survey Services Facility, we
design questionnaires and conduct surveys. The design of questionnaires, especially self-
administeread questionnaires, is very similar to the problem of designing effective ballots, and
conducting surveys Ieads to problems of obtaining reliable information and insuring
confidentiality that are central to the vote tallying task. Through our Data Archive and

I Roy G. Saltnan, Accuracy, integrity, and sccurity in computerized vote-tallying, Gaithersburg, MD:
U.S. It2pt of Commerce, Netiennl Burean of Siandards, 1938,
Ray G. Saltnian, Effective use of compuiing technology in vate-tefiving. Washington, D.C.:
Cleadnghouse on Election Administration, Olfiee of Federal Electiong, General Accounting Qifice.



Technical Assistance program (UC DATA), we develop computerized data collection systems
and we analyze the dma produced from these systems for integrity and-reliability. Again, these
problems arc parallel] to the difficulties faced by computerized voice tallying systems. Througly
our work, wec are also knowledgeable about problems of privacy and confidentiality, and we
have donc studies for the National Academy of Scicnces and the State of California on these
issues. For this project, your cxpertise in developing software and hardware solutions for
human-machine interactions is an essential addition to our capabilities.

In order to provide the Statc of California with the best possible information about its carrent
and praspeclive vote tallying systems, we propose a study that completes the following five
steps:

(1) Assessipent of the Current Situation -~ Assess tie cusrent state of the vote counting
system in California by using already available statistical data and by generating new data
through surveys and interviews of clection officials. This study will not only stdy the role that
voting systems themselves play in (he effeetivencss of vote counting, but it will also study the
administrative factors that lead to effective vote counting. As you know, I am already deeply
involved in these kinds of studies, and I can take the lead.

{2} Delineation of Technological Needs — Delineate the commeon and unique vote
counting needs of California’s 58 counties in order to determine what kinds of technological

improvements could improve the effectiveness of vote counting in California.  This step will
require a survey of the 58 counties and in-depth interviews with election officials from all parts
of California. The SRC is well-equipped to complete this task.

{3) Development of a Prototype System — Develop a prototype system that is 'C based,

open source, and incxpensive as a way 1o leam more aboul the necds of the counties and to
determine the feasibility of alteratives 10 the currently available commercial systems. The wark
on this element will intcract with the efforts in all other arcas. By actually developing a system,
we will learn more about the technological issues involved, and we will be placed in a situation
where we must be responsive to the election officials who must ultimately cope with the
problems of counting votes. '

4} Work with the Prjvate Scctor -- Study the strengths and weaknesses of the available
systems by working with vendors. We will also work to encourage the private sector to develop
new technologies that will iraprove our voting systems, This step will involve meeting with
vendors, acquiring and studying their products, and providing feedback to them on the needs thal
we find in California's countics.

(5) Conference with Cajifornin QOfficials to Present cur Results - Once we have made
substantial progress it steps 1 -4, we will have a conference involving state eloction officials and
others ta discuss our preliminary results,
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I have been working on tems (1) and (2), and you have been working on items {2) and (3). Item
(4. will ensure that we make the best possible use of the options currently available from the
private sector. [ think that the main task involved in completing (4) is meeting with the vendors
and discussing their systems. We will jointly organize the conference described in (5).

Completing Steps 1 and 2 - Assuming that funding would begin by June [%, [ believe that a
wetailed draft of a report for step 1 and step 2 could be completed by the late Fall of this year.
This step would invulve the following kinds of analysis:

— A statistical report using availablc duata from the California Statewide Datsbase

— Collection and analysis of undervote and avervote data at the precinct level fram as
many countics in California as possible

— A survey of all 58 county clection officials to leam about their procedures and
approaches to counting ballots

— In-depth interviews with a Jarize number of county clection officials
~ Planning a conference to present results and reccive feedback,

Although the SRC will do much of the work on steps 1 and 2, [ believe that you will want o be
involved in some of these tasks, especially the in-depth interviews of county election officials.

Completing Steps 3 and 4 - You will be tlie project director for these steps, and you will work
with me, my staff, and pradvate and undergraduate students. As we discussed, the ceniral task
will be to develop a PC-based, open source, and inexpensive voting system. in addition:to
seiling up a polling place mock-up where the public can try out PC-based voting, we will
produce a rcport or reports incorporating data collection and analysis covering the {ollowing
topics:

« Multi-use equipment verses dedicated equipment. Can we identify where PCs might be used
between clections?

« Open souree sofiware for votc recording verses proprietary sysiems

« Open source software for vote tabulation verses proprielary tabulation software. Can we
. enable voters 1o check tabulation using precinct-feve] data?

¢+ Printing completed ballot verses no printed batlot at all

« Using the Internct to publish precinct-level clection results. Would it also be feasible 1o
publish each batlot?



¢ Vulnerability to Election Day power outages.
¢ Can we enable voters 10 voie at any polling placc?

* What other equipment is needed (e.g., fumiture) (0 accommodate these systems at the polling
placcs? How expensive are these items 1o purchas, iransport, and store?

¢ How arc write-in votes handled?

» How vulnerable are these systems (these systems = PC basad systems and DRES) to malicious
insiders?

= How vulnerable are these systems to malicious ouisiders? ;

¢ Should (he voter get a printed receipt that includes details of how he or she voted? Or, should
a receipt enly include a ballat number? Or, is no printed receipt necessary?

* Since the PCs arc standalone, how do we transfer the votes from the individual voting
machines 10 a more central localion?

» Should votes be tabulated and published ai the precinet level before they £o 10 a more central
location? .

¢ How can election results be fully audited and certified on these systems?
» How well do these systems work for visually impaired voters?

¢ How well do these systems work for non-English voters?

» How do these systems work with absentee and provisionat baflots?

e Is it necessary Lo have a paper ballot backup in case voters can't or don't want to vote on the
glectronic systems? How could this be accomplished?

* Compare initial costs of these systems, Compare life-cycle costs of these electronic systems,
end compare to existing non-electronic systems. Compare multi-use PC based systems with
dedicated PC based systems and dedicated DREs.

* How difficalt is it to recruit and train pollworkers to work with thesc systems?

» What are snme of the best alternatives for absentee ballot tabulation for counties using DRES
or PC based systems in the polling places?



* Provide a method to determine the percentage of the voters that can use ¢ mouse-based system
at each polling place.

In order to insure that we arc addressing these questions in the most effective manner, we will
have periodic reviews of progress by an intemalf SRC board of experts including myself, Dr.
Fred Gey (Assistant Director for Technical Scrvices and an expert in computing technologies,
-information retrieval, and database management), Dr, Tom Piazza (Head Statistician and an
expert in survey design and statistical issues), and Dr. Donna Eiscnhower (Dircctor of Survey
Services and Senior Resecarch Scientist and an expert in survey design and data collection
methodology). We will also bring in outside experts such as Dr. Roy Saltman as we go along,

Completing Step (5) — After we have completed the draft report, we will have a conference of
California electian officials to giscuss both the report and your progress on a prototype PC
system,

Proposed Budget - The SRC cost of completing these sieps would be to support some of my
time, to support some time of my professional stafl to help manage and direct the project, to
support four graduate and/or undergraduate studenis for twelve months at 100% during the
sumraer and 50% during the schoel year, and to cover miscellaneous costs. The costs would be:

- Principal {nvestigator -- Totnl $19,200. Henry E, Brady, Professor of Political Science
and Public Policy, Director, Survey Research Centér and UC DATA. One month of my time;
Salary plus benefits at $19,200.

- Technical Lead — Total $150,000. Alan Dechert, % time for one year (1 500 hrs) at
$ 141 recharge mte, $150,000.

- Project Management -« Total $21,800. Twenly percent of the time of one member of
SRC professional staff (that is, one day a week} to oversee the project. Salary plus bencfits at
S$21,500.

- SRC Professional Staff Technical Oversigﬁr -Total $10,000. Regular monthly
meetings of Dr. Donna Eisenhower, Dr. Tom Piazza, and Dr. Fred Gey with the P1, Technical
Lead, and others to ensure proper technical direction and to provide help on technical issues as
needed,

- Four Graduare/Undergraduate students - Yotal $107,000. Each student at 3 summer
months at 100% and 6 school-year months at S4% for a total of 5000 howrs. (500 hours for cach
person during the summer and 750 hours during the school year.) Each ane weould cost
approximately $17 pec honr plus tuition/fee remissions. (The Univetsity requires that we charge
these tuitinn/fee remissions.) The total should be something like $87,000 for wages, 17,000 for
fee remisstons, and $3,000 for benefits.



— Technical Consultants - Total 340,000, Consultants on various topics including —
{These may be external consultanis or UC Berkeley Professors)
Computers and voting sysiems = E.g., Roy Saltman

Conduct af Elections—E.g., Curtis Gans
Conduct of Experiments -E g., Professor Rob Maccoun
Other Consultants - Experis on soflware and governiment

— Supplies, Expenses, Travel — Total $15,000. Expenses for telephone, ofTice supplics,
duplication, mailing, University liability program, $4,0(0), Expenses for travel $10,000
including trips for consultants and extensive travel within California to interview election
officials. (There will be site visils to many of the S8 oounties and telephonc interviews with
offieials from around the state.)

- Eguipment — Total $35,000. PCs and peripherals (including touch scre¢n overlays) to
be used for testing and setting up a polling place mock-up. Three DRE or aptical scan systems
from different manufacturers.

= Rentel Facilities — Total $18,200. Officc for SRC staff and graduate students. (Total
0f $6,000.) Office for Dechert for 12 months (at $600 per month) for $7,200 and "polling
place," probably in & mall for five months for experiments and evaluations by the gencral public,
35000 (ar $1,000 per month).

- Conference —Total $10,000. The conference will be held in Sacramento and it will be
designed for one dry and lunch will be served. The costs would be for food, organization,
renting a space, ctc. All county and state election afficials will be invited as well as peaple from
the state legislature. Hence, it could run to 100 people or more,

TOTAL COSTS: The total direct cast for completing these steps is $426,000. In addition,

there will be a University fee for indirect costs that will un anywhere from [9% to 36% of the
praject cost. All or part of this can be waived under some circumstances.
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1. Introduction — Why a secret ballot?

The requirements for secrecy in elections depend upon the values and goals of the political
culture where voting takes place. Gradations of partial and complete privacy can be found in
different cultural settings. For instance, in some cantons in Switzerland, voters traditionally
communicate their choices orally in front of panel of election officials.' In contrast, in most
modern polities, the ideal of complete privacy is institutionalized by relying on anonymous
balloting.”

The use of secret balloting in elections— where a ballot's contents are disconnected from the
identity of the voter—can be traced back to the earliest use of ballots themselves. The public
policy rationales for instituting anonymous balloting are typically to minimize bribery and
intimidation of the voter. For example, in Athens, Greece during the sixth century B.C.E.,
Athenians voted by raising their hands “except on the question of exiling someone considered
dangerous to the state, in which case a secret vote was taken on clay ballots.” In this case,
presumably it was deemed necessary to vote via secret ballot to avoid bodily harm to the voter.

Secret ballots, although not always required, have been in use in America since colonial times.*
The Australian Ballot, *> one which is guarantees all ballots to be uniform in appearance because
it is printed and distributed by the government, was adopted in throughout most of the US the
late 1800's. Today, approximately one hundred years after most states in the US passed legal
provisions for anonymous balloting, a strong sense of voter privacy has emerged as a third
rationale. All fifty states have provisions in their constitutions for either election by “secret
ballot” or elections in which “Secrecy shall be preserved,” which has been interpreted by the
courts as an implied requirement for secret balloting.® West Virginia doesn't require a secret
ballot and leaves that to the discretion of the voter.” Fourteen states® don't list "secret" balloting
or "secrecy" of elections and/or ballots and instead have either state laws (election code) or
caselaw (decided legal cases in that state) that either mandate secret balloting or interpret the
phrase "Election shall be by ballot" to mean a "secret ballot."

These cujtural values and practices contribute to the sets of user requirements that define the
expectations of voters in computer-mediated elections’ and determine alternative sets of
specifications that can be considered in developing open source software systems for elections.
The Open Voting Consortium (OVC)'™ has developed a model election system that aims as one
of its goals to meet these requirements. This paper describes how the OVC model ensures ballot
privacy.

The OVC has developed the model for an electronic voting system largely in response to the
reliability, usability, security, trustworthiness, and accessibility concerns of other voting systems.
Privacy was kept in mind throughout the process of designing this system. Section 2 of this paper
discusses the requirements for a secret ballot in more detail. Section 3 considers how secrecy
could be compromised in some systems. Section 4 describes the architecture of the polling place
components of the OVC system. Section 5 describes how the OVC handles the privacy concerns.
Conclusion, acknowledgements, and references follow. While this paper focuses mostly on
privacy issues for US-based elections, and how they are addressed in the OVC system, many of
the issues raised are applicable elsewhere.
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2. Secret Ballot Requirements

The public policy goals of secret balloting'' —to protect the privacy of the elector and minimize
undue intimidation and influence—are supported by federal election laws and regulations. The
Help America Vote Act of 2002 codifies this as “anonymity” and “independence” of all voters,
“privacy’”” and “confidentiality” of ballots and requires that the Federal Election Commission
create standards that “[preserve| the privacy of the voter and the confidentiality of the bailot.”"

The Federal Election Commission (FEC) has issued a set of Voting System Standards (VSS)"
that serve as a model of functional requirements that elections systems must meet before they
can be certified for use in an election. The FEC VSS state explicitly:

To facilitate casting a ballot, all systems shall: [...] Protect the secrecy of the vote such that
the system cannot reveal any information about how a particular voter voted, except as
otherwise required by individual State law;"

and:

All systems shall provide voting booths [that shall] provide privacy for the voter, and be
designed in such a way as to prevent observation of the ballot by any person other than the
voter; 'S

as well as a lengthy list of requirements that Direct Recording Electronic (DRE) voting systems
must specifically meet."” The first basic, high level requirement of not exposing any information
about how an individual voted is required of all voting systems before certification and is the
most important. The second requirement listed above is a corollary.

[tis not sufficient for electronic voting systems to merely anonymize the voting process from the
perspective of the voting machine. Every time a ballot is cast, the voting system adds an entry to
one or more software or firmware logs that consists of a timestamp and indication that a ballot
was cast. If the timestamp log is combined with the contents of the ballot, this information
becomes much more sensitive. For example, it can be combined with information about the order
of votes cast collected at the polling place with overt or covert surveillance equipment—from
cell phone cameras to security cameras common at public schools—to compromise the
confidentiality of the ballot. As described below, system information collected by the voting
system should be kept separated from the content of cast ballots and only used in conjunction by
authorized, informed elections officials.

3. How Secrecy Could Be Compromised
3.1 A voter's secret identity

When a voter enters a polling place, she enters with a valuable secret: her identity. A secret
ballot is not really "secret" in a general sense—it is possible, and even required for certain
recipients, to disclose ballots—but only in the sense that it is blind as to the identity of the voter
who cast it. The anonymity of ballots must apply even to most statistical properties of the voters
who cast them; a notable exception, however, is in the disclosure of the geographic residence of
voters who vote certain ways in the aggregate. We all know there are "Republican precincts" and
"Democratic precincts," and anyone can easily and legally find out which are which.

Complicating matters is the fact that a voter's secret, her identity, must be disclosed at a certain
stage in the voting process. To be allowed to vote at all, a voter must authenticate her right to
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vote using her identity, if only by a declaration of purported identity to elections workers.
Depending on jurisdiction, different standards of identity authentication apply —some require
identification cards and/or revelation of personal information outside the public domain—but in
all cases, identity acts as a kind of key for entry to voting. However, this key must legally be
removed from all subsequent communication steps in the voting process.

The act of voting, and the acts of aggregating those votes at subsequently higher levels (called
"canvassing" in voting parlance) can be thought of as a series of information channels. At a first
step, a voter is given a token to allow her vote to pass through later stages; depending on the
system model, this token may be a pre-printed ballot form, a PIN-style code, a temporary ballot-
type marker, an electronic smart card, or at a minimum simply permission to proceed. Although
the OVC has not yet decided which token is used to enable to voter to proceed, we will focus on
smart cards in this paper, because they have the most serious implications for privacy. Outside
the US, tokens such as hand stamps in indelible ink are also used, particularly to preclude
duplicate votes being cast.

Once at a voting station, a voter must perform some actions using either pen-and-paper, a
mechanical device like a lever machine or a punch card guide, or an electronic interface, such as
a touchscreen or headphones-with-keypad. After performing the required voting actions, some
sort of record of the voter’s selections is created, either on paper, in the state of gears, or on
electronic/magnetic storage media (or some combination of those). That record of selections
becomes the "cast ballot." Under the Open Voting Consortium system, the paper ballot produced
at a voting station undergoes final voter inspection before being cast into a physical ballot box.

After votes are cast, they are canvassed at several levels: first precinct; then county, district, or
city; then perhaps statewide. At each level of canvassing, either the literal initial vote records or
some representation or aggregation of them must be transmitted.

3.2 Understanding covert channels

At every stage of information transmission, from voter entry, through vote casting, through
canvassing, a voter's identity must remain hidden. It is relatively simple to describe the overt
communication channels in terms of the information that actually should be transmitted at each
stage. But within the actual transmission mechanism it is possible that a covert channel also
transmits improper identity information.

Covert channels in a voting system can take a number of forms. Some covert channels require
the cooperation of collaborators, either voters themselves or poll workers. Other covert channels
can result from (accidental) poor design in the communication channels; still others covert
channels can be created by malicious code that takes advantage of incomplete channel
specification. A final type of covert channel is what we might call a "sideband attack" —that is,
there may be methods of transmitting improper information that are not encoded directly in the
overt channel, but result indirectly from actual implementations.

For illustrations, let us briefly suggest examples of several types of covert channels. One rather
straightforward attack on voter ballot anonymity is repeatedly missed by almost every new
developer approaching design from a databases-and-log-files background. If the voting channels
contain information about the times when particular ballots are cast and/or the sequence of
ballots, this information can be correlated with an under-protected record of the sequence of
times when voters enter a polling place. We sometimes call this a "covert videotape” attack. In
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part, this attack uses a sideband: the covert videotaping of voters as they enter; but it also relies
on a design flaw in which ballots themselves are timestamped, perhaps out of a goal to aid
debugging.

A pure sideband attack is using Tempest equipment'® to monitor the EM emissions of voting
stations (if electronic ones are used). In principle, it might be possible for an attacker to sit across
the street from a polling place with a van full of electronics, watch each voter enter, then detect
each vote she selects on a touchscreen voting station.

Cooperative attacks require the voter or poll worker to do something special to disclose identity.
As with other attacks, these covert channels need not rely on electronics and computers. For
example, a malicious poll worker might mark a pre-printed blank paper ballot using ultraviolet
ink before handing it to a targeted voter. The covert channel is revealed only with an UV lamp,
something voters are unlikely to carry to inspect ballots. A voter herself might cooperate in a
covert channel in order to facilitate vote buying or under threat of vote coercion. One such covert
channel is to instruct a bought or coerced voter to cast "marked votes" to prove she cast the votes
desired by her collaborator. Unique write-in names and unusnal patterns in ranked preference or
judicial confirmations are ways to "mark" a ballot as belonging to a particular voter.

3.3 Links Between Registration Data and Ballots

Since the voter must identify herself when signing in at the polling place, there is the potential
for her identity to be tied to her vote. The token given to the voter to allow her to vote may
contain her identity. For example, the voter’s registration number could be entered into the
smart-card writer and then encoded on the smart card that is given to the voter to enable use of a
Direct Recording Electronic voting machine. When the voter registration list is given to the
polling place on paper, this channel appears less of an issue. However, if voter registration list is
handled electronically, then the smart card could easily contain the voter’s identity. Diebold’s
stated intent makes this issue a potentially sericus privacy risk.

Diebold already has purchased Data Information Management Systems, one of two firms that
have a dominant role in managing voter-registration lists in California and other states.

"The long-term goal here is to introduce a seamless voting solution, all the way from voter
registration to (vote) tabulation," said Tom Swidarski, Diebold senior vice president for
strategic development.”

4. OVC System Overview

The Open Voting Consortium (OVC) is developing a PC-based open source voting machine with
an accessible voter-verified paper ballot. The polling place system consists of a Voter Sigh-in
Station, an Electronic Voting Machine, an Electronic Voting Machine with a Reading Impaired
Interface, a Ballot Verification Station, and a Ballot Reconciliation Station. In addition, there are
components at the county canvassing site that are discussed only briefly in this paper.

4.1 Voter Sign-in Station

The Voter Sign-In Station is used by the poll worker when the voter signs in and involves giving
the voter a "token.” It is a requirement that each voter cast only one vote and that the vote cast be
of the right precinct and party for the voter. The "token" authorizes the voter to cast a ballot
using one of these techniques.
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* Pre-printed ballot stock
o Option for scanning ballot type by EVM
* Poll worker activation
* Per-voter PIN (including party/precinct identifier)
*  Per-party/precinct token
* Smart cards

The token is then used by the Electronic Voting Machine and the Electronic Voting Machine
with the Reading Impaired Interface to ensure that each voter votes only once and only using the
correct ballot type.

If the voter spoils a baliot, the ballot is marked spoiled and kept for reconciliation at the Ballot
Reconciliation Station, and the voter is given a new token for voting.

4.2 Electronic Voting Machine

The Electronic Voting Machine consists of these components:
* A PC, preferably stock commodity hardware, with these features:

o]
(o]

C

A monitor, preferably L.CD, possibly 17" touch-screen measured diagonally.
One or more input devices, such as:
* Touch-screen interface on LCD screen
Mouse
Keyboard
Buttons surrounding the screen, like on an ATM
Numeric keypad
Symbolic keypad
Possibly a smart card reader/writer

* A CD-R drive. The CD-R will contain:

C

o
o)
o]

o]

O

o

The operating system, e.g., a stripped down Linux distribution

The EVM software

Ballot Definition files and public keys of various external components
Optionally, sound files for the ballot (included for the Electronic Voting Machine
with the Reading Impaired Interface)

Personalization, potentially including public/private key pairs for this voting
machine

Startup record, possibly including generated public key of this voting machine
Electronic Ballot Images (EBIs), in XML format (and possibly in Postscript
format), written at end of day in ascending order by (randomly generated) ballot
ID

The CD-R is used subsequently by the Ballot Reconciliation System and possibly
during county canvassing.

* A printer with these specifications:

o]
o

@]
O

O
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Inkjet or laser

Preferably output page is obscured from view (either by appearing face down, or
by a cover)

Unprintable margin of no more than 7.5mm on all sides

Feedback to the user (auditory or visual) that the ballot is printing and will come
out soon

Prints a test document at the start of a voting day that includes records of the



public keys for the EVM for this day. _

o Potentially takes blank ballot stock given to voter upon sign-in. Otherwise,
includes storage for blank ballot stock for printing. Blank ballot stock may be
specially printed paper, possibly pre-printed on reverse side (with “please turn
over” message).

o Prints ballot in printed ballot format potentially using special printed ballot stock.

o The ballot can be read by the Ballot Verification Station and includes text in OCR
format, plus a barcode for more foolproof reading.

* A persistent EBI storage device, such as 2 USB memory dongle (i.e., a USB flash
memory device) for persistently storing the EBIs until the end of the day, when the EBIs
are transferred onto the CD-R. The USB memory dongle is kept for audit purposes.

o Device shounld be large enough not to be easily lost

o Device should be lockable and tamper proof when locked

o Potentially, device could lock in the open position onto cabinet and PC and lock
in the closed position sealed and ready for removal. Device could be set to be
open only once, and on subsequent openings the device would be read only.

o Potentially, with hardware private key for digitally signing the ballot.

* Security enclosure that prevents tinkering with the device

4.3 Electronic Voting Machine with Reading Impaired Interface

The Electronic Voting Machine with Reading Impaired Interface is 2 PC similar to the Electronic
Voting Machine described above that includes auditory output of the ballot choices and
selections made and also includes additional modes of making selections suitable for the blind or
reading impaired. Whether these features are integrated to a common voting machine with all
functionality, or whether there is a separate configuration for the disabled, is an open question,
For example, additional modes of input may be useful for those who can read printed materials,
but have physical limitations. The idea is for a universal design that accommodates all voters.

The electronic voting machine for the reading impaired produces a printed ballot that can be
processed by the Ballot Verification Station.

4.4 Ballot Verification Station

The Ballot Verification Station reads the ballot produced by the Electronic Voting Machine or
the Electronic Voting Machine with Reading Impaired Interface and speaks (auditorily) the
selections on the voter's ballot. A count is kept of usage, including counts of consecutive usage
for the same ballot, but no permanent record is kept of which ballots are verified,

The PC boots off the CD-R, which includes the following:
* The operating system
* The BVS software
* Baliot Definition files and public keys of various Electronic Voting Machines
* Sound files for the ballot
* Personalization
e Startup record
* Non-ballot identifying statistics on usage
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It is possible for the Ballot Verification Station to have a screen and to display the selections on
the screen at the voter's option. Such an option (enabled by the voter upon her request) would
enable a voter who can read to verify that her ballot will be read correctly for automated tallying.

4.5 Ballot Reconciliation Station

The Ballot Reconciliation Station reads the paper ballots and reconciles them against the
Electronic Ballot Images (EBIs) on the CD-Rs from the Electronic Voting Machine or the
Electronic Voting Machine with Reading Impaired Interface.

The Ballot Reconciliation Station includes the following components:
* Scanner, preferably page fed

e PC
¢ Monitor
* Input devices: keyboard, mouse
* Printer
o Prints vote totals for posting
* CD-R
o Like the other CD-R; includes cumuliative copy of EBIs as well as vote totals by

precinct.

The Ballot Reconciliation System runs the Ballot Reconciliation Procedure, which is beyond the
scope of this paper.

4.6 Paper Ballot

The paper ballot is generated by the Electronic Voting Machine or the Electronic Voting
Machine with Reading Impaired Interface. It is the paper on which the voter’s choices are
recorded. It must be “cast” in order to be tallied during canvassing, testing, or a manual recount.

The paper ballot is intended to be easily read by the voter so that the voter may verify that his or
her choices have been properly marked. It also contains security markings and a bar code. The
bar code encodes the user’s choices, as expressed in the human readable portion of the ballot.
The human readable text should be in an OCR-friendly font so it is computer-readable as well.
The voter may use the Ballot Verification Station to verify that the bar code accurately reflects
their choices. The Ballot Verification Station not only assists sight-impaired and reading-
impaired voters in verifying their ballots, but also to give any voter the assurance that the bar-
code on the ballot properly mirrors their choices, as represented in the human-readable text on
the ballot.

The bar code consists of several things:

* Identifiers, such as the date, election, precinct, type of ballot, polling machine, and
random ballot 1D for reconciliation against the electronic record made by the Electronic
Voting Machine or the Electronic Voting Machine with Reading Impaired Interface.

* The selections made by the voter.

* Checksums to detect processing errors.

¢ Additional padding data to obscure the bar code so that poll workers, who will be able to
see the bar code (but not the textual part of the ballot) will not be readily able to ascertain
by eye what selections the voter made.

* The bar code is designed so that none of the information in the bar code can be used to
identify any voter personally.
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Spoiled paper ballots are kept by the Ballot Reconciliation System to be reconciled against
Electronic Ballot Images (EBIs) produced by the Electronic Voting Machine or the Electronic
Voting Machine with Reading Impaired Interface.

4.7 Privacy Folder

The paper ballot contains the voter’s choices in two forms: a form that can be read by people and
a bar code that expresses those choices in a machine readable form.

Poll workers may come in contact with the ballot should they be asked to assist a voter or to cast
the ballot into the ballot box. In order to protect voter privacy it is desirable to minimize the
chance that a voting place worker might observe the voter's ballot choices.

A privacy folder is just a standard file folder with an edge trimmed back so that it reveals only
the bar code part.of a ballot. The voter is expected to take his/her ballot from the printer of the
Electronic Voting Machine or the Electronic Voting Machine with Reading Impaired Interface
and place it into a privacy folder before leaving the voting booth.

The privacy folder is designed so that the voter may place the ballot still in its folder against the
scanning station of Ballot Verification Station to hear the voter's ballot's choices spoken.

When handed the ballot by the voter, the poll worker casts the ballot by turning the privacy
folder so the ballot is face down, and then sliding the paper ballot into the ballot box.

4.8 Ballot Box

This is a physically secure container, into which voters have their paper ballots placed, in order
to "cast” their votes. The mechanical aspects of the voting box will vary from jurisdiction to
jurisdiction, depending on local laws and customs.

4.9 Box for Spoiled Ballots

When a voter spoils a ballot, perhaps because the ballot does not accurately reflect her
preferences, the ballot is marked spoiled and placed in a box for spoiled ballots for later
reconciliation.

5. OVC Balances Security, Reliability and Privacy

This section discusses how the Open Voting Consortium (OVC) is balancing security, reliability
and privacy in its electronic voting system.

5.1 The (circumscribed) advantage of Free and Open Source Software

Opening the source code to a voting system—all stages of it, not only the voting station—is a
necessary, though not sufficient, condition for insuring covert channels are eliminated, or at least
curtailed. For practical purposes, no system that functions as a black box, in which the
implementing source code is maintained as a trade secret, can be known to lack covert channels.
Any channel with non-optimal utilization includes non-utilized content that is potentially
malicious rather than merely accidental —behavior analysis, in principle, cannot distinguish this
difference.

Of course, free and open source code is not sufficient to prevent covert channels. Sideband
channels, in particular, are never exposed by direct examination of source code in isolation; it is
necessary here to perform additional threat modeling. But even direct encoding of extra
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information within an overt channel can sometimes be masked by subtle programming tricks.
More eyes always reduce the risk of tricks hidden in code. Parallel implementation to open
specifications, and message canonicalization also helps restrict channels to overt content.

A frequent criticism of free and open source software is that, while the code is available for
inspection, no coordinated inspection is actually conducted.”” The absence of Non-Disclosure
Agreements and restrictive intellectual property agreements makes it possible for the large body
of open source developers to inspect the code. Furthermore, in the realm of elections

systems —that are mission-critical for a democratic government— open source software could
benefit from a specific group of developers who are tasked with recognizing and repairing
vulnerabilities. This is a common need in many open source software projects, and in this sense,
it might be an appropriate role for a non-profit institution that delivered such services to other
important projects like GNU/Linux, BIND, the Mozilla tool suite and the Apache web server.

5.2 Randomization of ballot-IDs

Under the OV C design ballots carry ballot-IDs. In our prototype, these IDs are four digit
numbers, which provides enough space for ten thousand ballots to be cast at a polling place. We
anticipate this ballot-ID length to remain sufficient in production. The main purpose of ballot-
IDs is simply to enable auditing of official paper ballots against unofficial electronic ballot
images.

The crucial feature of ballot-1Ds is that they must not reveal any information about the sequence
of votes cast. The prototype and current reference implementation use Python's random’ module
to randomize the order of ballot-IDs. The module uses the well-tested Mersenne Twister

algorithm, with a periodicity of 219937_3 Seeding the algorithm with a good source of truly
randorn data— such as the first few bytes of /dev/random on modern Linux systems— prevents
playback attacks to duplicate ballot-1D sequences.

Because the ballot-IDs are generated at random by each of the electronic voting machines, it is
important that two machines do not use the same random ballot-1D. As a result, the first digit (or
character) of the ballot-ID in the reference platform will represent the voting machine ID for that
polling place.

The remaining 3 digits of the ballot-ID are randomly selected from the range of 000 to 999. A
list is maintained of already used ballot-IDs for this electronic voting machine for this election.
(One way to obtain such a list is to scan the stored EBIs for the ballot numbers used.) If the
random number generated matches an already used ballot-ID, then that number is skipped and a
new random number is generated.

5.3 Privacy issues with barcodes

The Open Voting Consortium system design uses a barcode to automate the scanning of paper
ballots. Such barcodes raise several possibilities for introducing covert channels.

The prototype/demo system presented by OVC, for example, used a 1-D barcode, specifically
Code128. For vote encoding, selections were first converted to a decimal number in a
reasonably, but not optimally, efficient manner; specifically, under the encoding particular digit
positions have a direct relationship to corresponding vote selections. These digits, in turn, are
encoded using the decimal symbology mode of Code128.
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Coauthor Mertz identified the problem that even though barcodes are not per-se human readable,
identical patterns in barcodes, especially near their start and end positions, could be recognized
by observers. This recognition would likely even be unconscious after poll workers saw hundred
of exposed barcodes during a day. For example, perhaps after a while, a poll worker notices that
known Bush supporters always have three narrow bars followed by a wide bar at the left of their
barcode, while known Kerry supporters have two wide bars and two narrow bars. To prevent this
attack, 1-I> barcodes undergo a simple obfuscation of rotating digits by amounts keyed to a
repetition of the random ballot-id. This "keying" is not even weak encryption—it resembles a
Caeser ciphier,? but with a known key; it is just a way to make the same vote not look the same
on different ballots.

In the future, OV C anticipates needing to use 2-D barcodes to accommodate the information
space of complex ballots and ancillary anonymity-preserving information such as globally
unique ballot-IDs and cryptographic signatures. At this point, we anticipate that patterns in 2-D
barcodes will not be vulnerable to visual recognition; if they are, the same kind of obfuscation
used already is straightforward. But the greatly expanded information space of 2-D barcodes is a
vulnerability as well as a benefit. More bit space quite simply makes room to encode more
improper information. For example, if a given style of barcode encodes 2000 bits of information,
and a particular ballot requires 500 bits to encode, those unused 1500 bits can potentially contain
improper information about the voter who cast the ballot.

Just because a barcode has room for anonymity-compromising information does not mean that
information is actually encoded there, of course. Preventing misuse of an available channel
requires orthogonal steps. Moreover, even a narrow pipe can disclose quite a lot; it only takes
about 10 bits to encode a specific address within a precinct using a lookup table. Even a
relatively impoverished channel might well fit a malicious ten bits. For example, if a non-optimal
vote encoding is used to represent votes, it is quite possible that multiple bit-patterns will
correspond to the same votes if strictly defined canonicalization is not used. The choice among
“equivalent” bit patterns might leak information.

Eliminating barcodes, it should be noted, does not necessarily eliminate covert channels in a
paper ballot. It might, however, increase voter confidence as average voters become less
concerned about covert channels (which is both good and bad). For example, even a barcode-free
printed ballot could use steganography? to encode information in the micro-spacing between
words, or within security watermarks on the page.

5.4 Privacy in the Voting Token (e.g., Smart Card)

As observed above, the token given to the voter to enable her to use the electronic voting
machine might contain information that could compromise anonymity. Indeed, it is not possible
to demonstrate the absence of covert channels through black box testing. Analysis of the
software is important to show how the data for the smart card is assembled. Above, we
considered the benefits of open source software in that numerous people, both inside and outside
the process, have the ability to inspect and test the software to reduce the likelihood of covert
channels remaining. Furthermore, the smart-card enabling hardware includes an interface used
by the poll worker (the Voter Sign-In Station). The nature of that interface limits the type of
information that can be encoded. Encoding the time of day in the smart card, either intentionally
or as a side effect of the process of writing files to the smart card, is a potential avenue for attack.
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However, the electronic voting machine receiving the smart card knows the time as well, so the
smart card is not needed to convey this information.

We propose to encode in the voting token the ballot type and (particularly for multiple precincts
at the same polling place) the precinct. The smart card should also be digitally signed by the
smart card enabling hardware, so as to help reduce forgeries.

5.5 Information Hidden in Electronic Ballot Iimages and Their Files

The electronic ballot images (EBIs) are stored on the electronic voting machine where the ballot
was created. One purpose of maintaining these EBIs is to reconcile them against the paper
ballots, to help preclude paper ballot stuffing. The EBIs are in XML format, which can be
interpreted when printed in “raw” form.

We prefer not to store the EBIs in a database on the electronic voting machine. A database
management system incurs additional complexity, potential for error, and can contain sequence
information that can be used to identify voters. On the other hand, flat files in XML format
would include the date and time in the file directory, and that is also a potential privacy risk. We
can mitigate this risk by periodically 'touch’ing EBI files during voting station operation, in order
to update the date and time of all files to the latest time. The placement order of the files on the
disk however may still disclose the order of balloting.

Another approach Is to store all the EBIs in a single file as if it were an array. Suppose that it is
determined that the largest XML-format EBI is 10K bytes. Since there are 1000 possible ballot-
IDs for this electronic voting machine, it is possible to create a file with 1000 slots, each of
which is 10K in length, When the ballot is to be printed, the random ballot-ID is chosen, and the
EBI is placed in that slot in the file, padded to the full 10K in length with spaces (which would
be removed during canonicalization). The file can be updated in place, thereby having only the
latest date and time. Alternatively, two files can be used, and the electronic voting machine
writes to one, waits for completion, and then writes to the other. The benefit of this approach is
increased reliability of persistent storage of the EBI file.

. A similar technique can be used to maintain copies of the Postscript versions of the ballots.

At the close of polling place, the electronic voting machine is changed to close out the day’s
voting. At this time, the EBIs are written as individual flat files in ascending ballot-ID order to a
new session of the CD-R that already contains the electronic voting machine software and
personalization. Because the EBIs are written all at once, and in order by ascending random
ballot-ID, anonymity is preserved.

5.6 Reading Impaired Interface

The reading impaired interface is used by both voters who cannot read and voters who cannot
see. Having a segregated electronic voting machine used only by the reading and visually
impaired can compromise privacy. It is therefore desirable for the electronic voting machines
with the reading impaired interface to be used also by those who can read. For exampie, if all
electronic voting machines incorporated the reading impaired interface, then those voters would
not be segregated onto a subset of the voting machines.

It is important that the ballot not record the fact that a particular ballot was produced using the
reading impaired interface. Nor should the electronic voting machine maintain such information
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in a way that identifies specific ballots. If a separate reading impaired voting station is used, the
ballot-ID should be generated in @ manner that does not identify the voting station used.

Nonetheless, it is useful for the electronic voting machine to maintain some statistics on the use
of the reading impaired interface, provided that these statistics cannot identify specific ballots or
voters. These statistics could be used to improve the user interface, for example.

5.7 Printed Ballot

The printed ballot contains 2 human readable version of the voter’s selections. After all, that is
how it is a voter-verifiable paper ballot. However, the secrecy of the voter’s selections is at risk
while the voter carries the paper ballot from the electronic voting machine, optionally to the
ballot validation station, and on to the poll worker to cast her ballot.

Our approach is to use a privacy folder to contain the ballot. When the voter signs in, she
receives the token plus an empty privacy folder. When the electronic voting machine prints the
ballot, the voter takes the ballot and places it in the privacy folder, so that only the barcode
shows. The barcode can be scanned by the ballot validation station without exposing the human
readable portion of the ballot. When the privacy folder containing the ballot is given to the poll
worker to be cast, the poll worker turns the privacy folder so the ballot is face down and then
slides the ballot out of the privacy folder and into the official ballot box. The poll worker thus
does not see the text of the ballot, with the possible exception of precinct and (for primaries)
party identifiers that may be printed in the margin.

The privacy folder is an ordinary manila folder trimmed along the long edge so that the barcode
sticks out.

5.8 Ballot validation station

The ballot validation station allows visually impaired voters—anyone—to hear and therefore
validate their paper ballots. A blind voter can carry a paper ballot in a privacy folder and be
assured that the ballot is still private. Since only the barcode of the ballot (and possibly the ballot
type—the precinct and party for primaries) is viewable (and as mentioned above, the barcode is
obscured), it is best to keep the paper ballot in the privacy folder. So the ballot validation station
should be able to read the barcode without removing the paper ballot from the privacy folder.
The back of the ballot should have a barcode (possibly preprinted) saying “please turn over,” so
a ballot validation station will know to tell the blind voter that the ballot is upside down. So that
others will not hear the ballot validation station speak the choices on the ballot, the voter will
hear these choices through headphones.

It may be useful to know how many times the ballot validation station was used, and how many
consecutive times the same ballot is spoken. 1t is important to assure that the ballot-IDs are not
persistently stored by the bailot validation station. in particular, to tell how many consecutive
times the same ballot was spoken, the ballot validation station must store the previous ballot-ID.
However, once another ballot with a different ballot-1D is read, then that the new ballot-1ID
replaces the previous ballot-ID. And the ballot-1D field should be cleared at end of day closeout.
The counts of consecutive reads of the same ballot should be a vector of counts, and no other
ordering information should be maintained. Inspection of the code together with clear interfaces
of the records persistently maintained can help assure privacy.
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5.9 Languages

Steve Chessin identified a problem with ballots for non-English speakers. For the voter, the
ballot must be printed in her own language. However, for canvassing and manual counts, the
ballot and its choices must also be printed in English. However, this approach makes bilingual
ballots easy to identify, and that can compromise ballot anonymity if only a small number of
voters in a given precinct choose a particular language. Steve Chessin’s solution is to have all
ballots contain both English and another language, where the other language is randomly chosen
for English speakers.™

It is important to make the Ballot Validation Station handle multiple languages. This requirement
implies that the voter can choose the language for validating the ballot. To simply this process,
the ballot barcode can include a notation of the second language, but only if that information
does not compromise anonymity. Always choosing a second language at random, reduces the
risk. When the ballot’s barcode is scanned by the Ballot Validation Station, the voter is given a
choice of these two languages for the spoken choices listed on the ballot.

5.10 Public Vote Tallying

[t is important that the ballots be shuffled before publicly visible scanning occurs using the
Ballot Reconciliation System. The ballots will naturally be ordered based on the time they were
placed in the ballot box. As described above, the time or sequence of voting is a potential risk for
privacy violations.

An illustration of this problem was reported privately to coauthor Keller about a supposedly
secret tenure vote at a university. Each professor wrote the decision to grant or deny tenure on a
piece of paper. The pieces of paper were collected and placed on top of the pile one-by-one in
the sequence by where the person was sitting. The pile was then turned over and the votes were
then read off in the ballots in the reverse of that sequence as they were tallied. One observer
noted how each of the faculty members voted in this supposedly secret vote.

5.11 Results by Precinct

A key approach to ensuring the integrity of county (or other district) canvassing (i.e., vote
tallying) is to canvass the votes at the precinct and post the vote totals by contest at the precinct
before sending on the data to the county. As a cross-check, the county should make available the
vote totals by contest for each precinct. However, because the county totals include absentee
votes, it is difficult to reconcile the posted numbers at the precinct against the county’s totals by
precinct, unless the county separates out absentee votes (plus hand-done polling place votes).
However providing these separations may reduce the aggregation size to impair anonymity. Even
worse is when provisional ballots are incrementally approved and added to the tally one-by-one.

We propose to exclude provisional ballots from the results posted at the precinct. The county
tallies by precinct should be separated by those votes included in the precinct-posted tally and
those votes not included in the precinct-posted tally. As long as there is a publicly viewable
canvassing of the votes not included in the precinct-posted tally, then trust is better addressed. If
that canvassing process involves ballots separated from the envelope containing the voter’s
identity, then privacy is enhanced.

The totals by precinct are aggregate counts for each candidate. There is no correlation among
specific ballots, an important factor to help assure privacy. However, Ranked Preference Voting
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schemes, such as Instant Runcff Voting, require that the ordering of the candidates must be
separately maintained for each ballot. Vote totals are useful to help assure that each vote was
counted, but they do not contain enough information fo produce an absolute majority winner.
Therefore, vote totals can be posted at the precinct, independent of ranking, and those totals can
also be posted at the county. A voter who specifies a write-in candidate for a Ranked Preference
Voting race may be doing so as a marker for observation during the canvassing process. To
reinstate anonymity, write-in candidates whose vote totals are below a certain threshold could be
eliminated from the canvassing process. This threshold must be set to avoid distortions of
aggregate scores at the county level.

5.12 Privacy in the face of voter collusion

Complex cast ballots, taken as a whole, inevitably contain potential covert channels. We reach a
hard limit in the elimination of improper identifying information once voter collusion is
considered. In an ideal case, voters cooperate in the protection of their own anonymity; but
threats of vote coercion or vote buying can lead voters to collaborate in disclosing— or rather,
proving—their own identity. It is, of course, the right of every voter to disclose her own votes to
whomever she likes; but such disclosure must not be subject to independent verifications that
attack voter anonymity as a whole.

Elections with many contests, with write-ins allowed, or with information-rich ranked preference
contests, implicitly contain extra fields in which to encode voter identity. For example, if an
election contains eight judicial retention questions, there are at least 6561 possible ways to
complete a baliot, assuming Yes, No, and No Preference are all options for each question. Very
few precincts will have over 6561 votes cast within them, so a systematic vote buyer could
demand that every voter cast a uniquely identifying vote pattern on judicial retentions. That
unique pattern, plus the precinct marked on a ballot, in turn, could be correlated with a desired
vote for a contested office.

Ballots may not generally be completely separated into records by each individual contest. For
recounts or other legal challenges to elections, it is generally necessary te preserve full original
ballots, complete with correlated votes. Of course it is physically possible to cut apart the contest
regions on a paper ballot, or to perform a similar separation of contests within an EBI. However,
doing so is not generally permissible legally.

The best we can do is control the disclosure of full ballots to mandated authorities, and with
maintenance of chain-of-custody over ballots, including of EBIs. A full ballot must be
maintained, but only aggregations of votes, per contest, are disclosed to the general public; the
number of people who have access to full ballots should be as limited as feasible, and even
people with access to some full ballots should not necessarily be granted general access to all full
ballots.

5.13 Privacy in Electronic Yoting Machines with Voter-Verifiable Paper Audit Trails

This section discusses other approaches to a voter-verifiable paper audit trails. These issues do
not apply to the design described in this paper of the voter-verifiable paper ballot.®*

Rebecca Mercuri has proposed that Direct Recording Electronic (DRE) voting machines have a
paper audit trail that is maintained under glass, so the voter does not have the opportunity to
touch it or change it.”> Some vendors are proposing that paper from a spool be shown to the
voter, and if the ballot is verified a cutter releases the paper audit trail piece to drop into the box
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for safekeeping. * The challenge with this approach is to make sure that all of the paper audit
trail is readable by the voter, doesn’t curl away out of view, and yet the paper audit trails from
previous voters is obscured from view. Furthermore, there is the problem that the paper audit
trail falls in 2 more-or-less chronologically ordered pile. Furthermore, the problem of
reconciling the paper audit trail with the electronic ballot image is difficult to do in an automated
manner if the paper audit trail cannot be sheetfed.

Another approach is to keep the paper audit trail on a continuous spool.” While this approach
has the potential to be more easily scanned in an automated fashion for reconciliation, privacy is
compromised by maintaining an audit trail of the ballots cast in chronological order. We
described above why maintaining order information is a problem for privacy.

6. Conclusion

We have described the Open Voting Consortium’s voting system that includes a PC-based open-
source voting machine with a voter-verifiable accessible paper ballot, and discussed the privacy
issues inherent in this system. By extension, many of the privacy issues in this paper also apply
to other electronic voting machines, such as DREs (Direct Recording Electronic voting
machines). The privacy issues illustrate why careful and thorough design is required for voter
privacy. Imagine how much work is required to ensure that such systems are secure and reliable.

7. Acknowledgements

We acknowledge the work of the volunteers of the Open Voting Consortium who contributed to
the design and implementation we describe. In particular, Alan Dechert developed much of the
design and Doug Jones provided significant insights into voting issues. The demonstration
software was largely developed by Jan Kidrrman, John-Paul Gignac, Anand Pillai, Eron Lloyd,
David Mertz, Laird Popkin, and Fred McLain. Karl Auerbach wrote an FAQ on which the OVC
system description is based. Amy Pearl also contributed to the system description. Kurt Hyde
and David Jefferson gave valuable feedback. David Dill referred some of the volunteers.

Page 15 of 19



8. References

! Benjamin Barber, Strong Democracy, Twentieth Anniversary Edition, University of California
Press, 2004.

2 Alvin Rabushka and Kenneth Shepsle, Politics in Plural Societies: A Theory of Democratic
Instability. Columbus: Merrill, 1972.

* See page 9 of: Albright, Spencer, The American Ballot, American Council on Public Affairs,
Washington, D.C., 1942.

* In 1682, the Province of Pennsylvania in its Frame of the Government required "THAT all the
elections of Members or Representatives of the People, to serve in the Provincial Council and
General Assembly ... shall be resolved and determined by bailot. (Votes and Proceedings of the
House of Representatives of the Province of Pennsylvania. Printed and sold by B. Franklin and
D. Hall, at The New Printing Office, near the Market. Philadelphia, Pennsylvania MDCCLII,
Page xxxi.)

In 1782, the legislature of the Colony/State of New Jersey tried to intimidate Tories by requiring
viva voce voting. (At that time, about half of New Jersey voted with ballots and the other half
viva voce.} They rescinded this in their next session. (The History of Voting in New Jersey,
Richard P. McCormick, Rutgers University Press, Brunswick, New Jersey, 1953, Page 74). In
1796, the State of New Jersey required federal elections to be by ballot and extended that to state
elections the following year. (Ibid, Page 106.)

In the 1853 pamphlet SECRET SUFFRAGE, Edward L. Pierce recounted Massachusetts' battle
to make the secret ballot truly secret. The Massachusetts Constitution in 1820 required elections
for representatives to have "written” votes. In 1839, the legislature attacked the secrecy of the
written ballot by requiring the ballot to be presented for deposit in the ballot box open and
unfolded. In 1851, the legislature passed the "Act for the better security of the Ballot," which
provided that the ballots are to be deposited in the ballot box in sealed envelopes of uniform size
and appearance furnished by the secretary of the Commonwealth (State of Massachusetts). The
battle waged until a provision in the State Constitution made the secret ballot mandatory.
(SECRET SUFFRAGE, Edward L. Pierce, Published by the Ballot Society, No. 140 Strand,
London, England 1853, Page 7.)

* The more general “Australian ballot” is a term used for anonymous balloting using official non-
partisan ballots distributed by the government. See Albright 1942 at 26. “The very notion of
exercising coercion and improper influence absolutely died out of the country.” Albright, 1942 at
24 quoting Francis S. Dutton of South Australia in Y. H. Wigmore's The Australian Ballot System
(2nd ed.), Boston, 1889, 15-23.

¢ For example, The Delaware Supreme Court recognized that the Delaware's constitutional
language amounts to an “implied constitutional requirement of a secret ballot.” Brennan v. Black
34 Del. Ch. 380 at 402. (1954)

7 “In all elections by the people, the mode of voting shall be by ballot; but the voter shall be left
free to vote by either open, sealed or secret ballot, as he may elect.” (W. Va. Const. Art. 1V, § 2
(2003))

® Maryland, Minnesota, Mississippi, Nevada, New Hampshire, New Jersey, North Carolina,
Ohio, Oaklahoma, Oregon, Rhode Island, Tennessee, Texas and Vermont.

Page 16 of 19



® Arnold B. Urken, Voting in a Computer-Networked Environment, in Carol Gould (ed.) The
Information Web: Ethical and Social Implications of Computer Networking, Boulder: Westview
Press, 1989.

' The Open Voting Consortium (OVC) is a non-profit organization dedicated to the
development, maintenance, and delivery of open voting systems for use in public elections. See
http://www.openvotingconsortium.org/

" There are two aspects to anonymous voting. The first is ballot privacy —the ability for
someone to vote without having to disclose their vote to the public. The second is

secrecy —someone should not be able to prove that they voted one way or another. The desire
for the latter is rooted in eliminating intimidation while the former is to curb vote-buying. The
history of these two concepts is beyond the scope of this paper.

2 The Help America Vote Act of 2002 (HAVA), 42 U.S.C.A. §§ 15301 - 15545 (West 2004).

B Id., § 301(a)(1)(C). (Also see §§ 242(a)(2)(B), 245(a)(2)(C), 261(b)(1), 271(b)(1), 281 (b)(1),
301(a)(3)X(A))

" Federal Election Commission, Voting System Standards, Vols. 1 & 2 (2002), available at
http://www.fec.gov/pages/vssfinal/ (Microsoft DOC format) or
http://sims.berkeley.edu/~jhall/fec_vss_2002_pdf/ (Adobe PDF format).

¥ Id, atVol. 1, § 2.43.1(b).

'®1d, at Vol. 1, § 3.2.4.1.

T1d, at Vol. 1, § 3.2.4.3.2(a)-(e) (hardware) and § 4.5 (software).

'® http://cryptome.org/nsa-tempest.htm

' lan Hoffman, “With e-voting, Diebold treads where IBM wouldn't,” Oakland Tribute, Sunday,
May 30, 2004, http://www.oaklandtribune.com/Stories/0,1413,82~1865~2182212,00.htm!

® Fred Cohen, Is Open Source More or Less Secure?, Managing Network Security, July 2002.
# http://www fact-index.com/c/ca/caesar_cipher.html

2 Neil F. Johnson and Sushil Jajodia, “Steganography: Seeing the Unseen,” 1EEE Computer,
February 1998: 26-34.

2 It is important to note that the procedure for randomizing the second, non-English language
printed on a ballot would have to be quite good. Flaws in the randomization or maliciously
planted code could result in the “marking”™ of certain ballots leading to a compromise of ballot
privacy. A simple solution would be to have all ballots printed only in English, and requiring
non-English literate voters to use the BVA to verify their vote auditorily. As an alternative for
ballots printed only in English, ballot overlays could by provided for each language needed for
each ballot type. The overlay could either be in heavy stock paper printed with the contest
names with holes for the selections to show through, or it could be a translation sheet showing all
the contest names and selections translated into non-English language. In the former case, the
ballots would have to be have the layout of each contest fixed, so it would be necessary to have
extra spaces when the length of the results vary, such as for pick up to 3 candidates when only 2
were selected. These overlays could be tethered to every voting machine so that voters who read
only a specific language could simply place the overlay over their ballot so that she could read
their selections as if the bailot was printed in their native language. The overlay approach
reduces confusion for English speakers and it also reduces the length of the printed ballot.

? See http://evm2003.sourceforge.net/security. html for the difference between a paper receipt
and a paper ballot, and between a paper audit trail and an electronically generated paper ballot.
» Rebecca Mercuri, “A Better Ballot Box?,” IEEE Spectrum Online, October 2002,

Page 17 of 19



http://www spectrum.ieee.org/WEBONLY /publicfeature/oct02/evot.html

% Avante VOTE-TRAKKER™EVC308,

http://www aitechnology.com/votetrakker2/evc308.htm!

7 Sequoia Voting Systems, “Sequoia Voting Systems Announces Plan to Market Optional Voter
Verifiable Paper Record Printers for Touch Screens in 2004,”
http://www.sequoiavote.com/article.php?id=54

Page 18 of 19






A PC-Based Open-Source Voting Machine

with an Accessible Voter-Verifiable Paper Ballot
Arthur M. Keller, UC Santa Cruz and Open Voting Consortium
ark@soe.ucsc.edu
Alan Dechert, Open Voting Consortium
alan@openvotingconsortium.org
Karl Auerbach, InterWorking Labs
karl@iwl.com

David Mertz, Gnosis Software, Inc.

mertz@gnosis.cx

1. Introduction

The heart of democracy is voting. The heart of voting is trust that each vote is recorded and
tallied with accuracy and impartiality.

The Open Vating Consortium (OVC) is creating a trustworthy, cost effective, voter verifiable
voting system using open source software components on industry standard computers. A
primary element of this Open Voting system is the use of software through which the voter
creates a printed paper ballot containing his or her choices. Before casting his or her baliot the
voter may use other, independently programmed, computers to validate that the baliot properly
reflects the voter's choices. The paper ballot is cast by placing it into a ballot box. Once cast,
that paper ballot is the authoritative record of the voter's choices for the election and for any
recount of that election. Open Voting ballots are machine-readable and may be tabulated (and
verified and re-tabulated in the case of a recount) either by computer or by hand.

Open Voting systems can be engineered to accommodate the special needs of those who have
physical impairments, or limited reading ability.

Voting is the foundation of democratic systems, whether those be direct or representative
systems. There is no shortage of historical anecdotes of attempts to undermine the integrity of
electoral systems. The paper and mechanical systems we use today, although far from perfect,
are built upon literally hundreds of years of actual experience.

There is immense pressure to replace our "dated" paper and mechanical systems with
computerized systems. There are many reasons why such systems are attractive. These reasons
include, cost, speed of voting and tabulation, elimination of ambiguity from things like "hanging
chads", and a belated recognition that many of our traditional systems are not well-suited for use
by citizens with physical impairments.

Many of us today have come to trust many of our financial transactions to ATM’s (automatic
teller machines). The push for electronic voting machines has been a beneficiary of that faith in
ATMs. However, we are starting to learn that that faith is unwarranted.

First of all, ATM machines do fail and are often attacked. Those who operate ATM's usually
consider the loss rate to be a proprietary secret. Banks are well versed in the actuarial arts and
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they build into their financial plans various means to cover the losses that do occur. In more
crude terms, it's only money.

Voting machines carry a more precious burden - there is no way to buy insurance or to set aside
a contingency fund to replace a broken or tampered election.

There are several areas of concern regarding the new generation of computerized voting
machines:

* No means for the voter to verify that his/her votes have been tallied properly.

* No means outside of the memories of the voting machines themselves to audit or recount
the votes.

* Lack of ability to audit the quality of the software. Fortunately the widespread belief that
"computers are always right” is fading. Our individual experiences with error-ridden
software on personal computers and consumer products (e.g. the BMW 745i"), software
errors by even the best-of-the-best (e.g. NASA and the loss of the Mars Climate Orbiter?),
and the possibility that intentional software bugs can be hidden so deeply as to be
virtually invisible (Ken Thompson's famous 1984 paper - Reflections on Trusting Trust’)
have all combined to teach us that we should not trust software until that trust has been
well earned. And even then, we ought not to be surprised if unsuspected flaws arise.

* Vulnerability of the machines or of their supporting infrastructures to intentional attack or
inadvertent errors.

The companies that produce voting machines have poured gasoline onto the smoldering embers
of concern. Some of these products are built on Microsoft operating systems - operating systems
that have a well-earned reputation for being penetrable and insecure. And most of these
companies claim that their systems are full of trade secrets and proprietary information and that,
as a consequence, their intemmal workings may not be inspected by the public. In addition, these
companies have frequently displayed a degree of disdain (in some cases disdain that takes the
form of lawsuits) against those who are concerned about the integrity of these products. And
finally, these companies themselves have frequently demonstrated an appalling lack of
sophistication regarding the protection of their systems, procedures, and corporate computer
systems. There is a widespread perception that these companies are more concerned about
profits than about fair and trustworthy elections.

The Help America Vote Act of 2002° was passed into law to modemize voting equipment as a
result of the 2000 US Presidential election and the problems observed in Florida.® The Federal
Election Commission (FEC) has issued a set of Voting System Standards (VSS)° that serve as a
model of functional requirements that elections systems must meet before they can be certified
for use in an election. The next section discusses the existing voting machines that meet those
standards. Section 3 considers the rationale for an accessible voter-verifiable paper ballot.
Section 4 is a description of the Open Voting Consortium architecture for the polling place.
Section 5 mentions the current state and next steps. Conclusion, acknowledgements, and
references follow.

2. Existing Electronic Voting Machines

Existing DRE (Direct Recording Electronic) voting machines have come under increasing
scrutiny.
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2.1 Diebold AccuVote TS and TS-X

A group led by Avi Rubin analyzed the Diebold AccuVote TS DRE voting machine and found
numerous flaws.” SAIC was commissions by the state of Maryland to do another analysis of the
Diebold voting system and found “[t]he system, as implemented in policy, procedure, and
technology, is at high risk of compromise.”® Based on these reports, the California Secretary of
States office established security procedures for DRE voting machines.” Diebold used
uncertified software in their electronic voting equipment in California.”® Diebold was then
banned from California elections by the California Secretary of State."

2.2 Other DRE Voting Machines

Other DRE vendors are proposing to add printers to their DREs."” AccuPoll has an Electronic
Voting System with a voter-verified paper audit trail.” Sequoia Voting Systems is marketing
optional voter verifiable paper record printers for their DREs." The state of Nevada will use
these VeriVote printers in the 2004 election."” The Avante VOTE-TRAKKER is a DRE with a
voter-verifiable paper audit trail.'®

3. Why an Accessible Voter-Verifiable Paper Ballot

Many computer and other experts have joined VerifiedVoting.org’s call for “the use of voter-
verified paper ballots (VVPBs) for all elections in the United States, so voters can inspect
individual permanent records of their ballots before they are cast and so meaningful recounts
may be conducted. We also insist that electronic voting equipment and software be open to
public scrutiny and that random, surprise recounts be conducted on a regular basis to audit
election equipment.””’

3.1 Paper Receipts vs. Paper Ballots

We speak of OVC creating a paper ballot, not a receipt, nor simply a "paper trail.” That is, for
OVC machines, the printout from a voting station is the primary and official record of votes cast
by a voter. Electronic records may be used for generating preliminary results more rapidly, but
the paper ballot is the actual official vote document counted.

Some writers discuss producing a paper receipt, which a voter might carry home with them, as
they do an ATM receipt. There are two significant problems with this approach. In the first
place, if we suppose that a voting station might have been tampered with and/or simply contain a
programiming error, it is not a great jump to imagine that it may print out a record that differs
from what it records electronically. A receipt is a "feel good" approach that fails to correct the
underlying flaws of DREs.

But the second problem with receipts is even more fundamental. A voting receipt that can be
carried away by a voter enables vote buying and vote coercion. An interested third party—even
someone as seemingly innocuous as an overbearing family member—could demand to see a
receipt for voting in a manner desired. With OVC systems, ballots must be placed into a sealed
ballot box to count as votes. If a voter leaves with an uncast ballot, even if she went through the
motions of printing it at a vote station, that simply does not represent a vote that may be
"proven" to a third party.
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What some vendors refer to as a paper trail suffers from a weakness simiiar to the first problem
paper receipts suffer. Under some such models, a DRE voting station might print out a2 summary
of votes cast at the end of the day (or at some other interval). But such a printout is also just a
"feel good" measure. If a machine software or hardware can be flawed out of malice or error, it
can very well print a tally that fails to accurately reflect the votes cast on it. It is not paper that is
crucial, but voter-verifiability.

3.2 Paper Audit Trail Under Glass vs. Paper Ballot.

While "baliot under glass" does indeed do a pretty good job of preventing ballot box stuffing
with forged physical ballots, this approach is not the only—nor even the best—technique to
accomplish this goal. We plan for OVC systems to incorporate cryptographic signatures and
precinct-level customization of ballots that can convincingly prove a ballot is produced on
authorized machines, at the voting place, rather than forged elsewhere. A simple customization
of ballots is a variation of the page position of our ballot watermarks in a manner that a tamperer
cannot produce in advance. Surprisingly much information can be subtly coded by moving two
background images a few millimeters in various directions. Another option is to encode a
cryptographic signature within the barcode on a ballot—in a manner that can be mathematically
proven not to disclose anything about the individual voter who cast that vote, but simultanecusly
that cannot be forged without knowledge of a secret key.

There are several narrowly technical problems with "ballot under glass" systems. For one thing,
such a system will almost inevitably be more expensive than one that can use commodity
printers and paper stock, such as OVC’s solution. But voting is too important to be decided on
cost, so that is an incidental issue. Along a similar line, a "ballot under glass” system has some
extra mechanical problems with allowing rejection of incorrect ballots; some sort of mechanism
for sending a spoiled ballot somewhere other than to the ballot-box is needed. Again, this adds
cost and more points of physical failure.

A more significant issue for "ballot under glass" systems is their failure to provide the quality of
accessibility to vision- or reading-impaired voters that OVC's design does. Ordinary sighted
voters who happen to need reading glasses are likely to find "ballot under glass” systems more
difficult to check than are OV C printed ballots. Even if these machines add provisions for audio
feedback on final ballots, users are dependent on the very same machine to provide such audio
feedback. Potentially, a tampered-with machine could bias votes, but only for blind voters (still
perhaps enough to change close elections). In contrast, OVC positively encourages third parties
to develop software to assure the barcode encoding of votes matches the visibly printed
votes—every voter is treated equally, and all can verify ballots.

From a more sophisticated cryptology perspective, "ballot under glass” systems are likely to
compromise voter anonymity in subtle ways. One of the issues the world-class security
researchers with OVC have considered is the possibility that sequential or time-stamp
information on ballots could be correlated with the activity of individual voters. Even covert
videotaping of the order in which voters enter a polling place might be used for such a
compromise. This is just part of the threat analysis study that we plan to perform in order to
create a reliable, secure, and trustworthy election system.
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3.3 Accessible Voting

One of the key benefits of Electronic Voting Machines is to allow disabled voters to vote
unassisted. ' However, as the movement for a voter-verifiable paper audit trail grows,' there is
a need for the paper audit trail to be accessible as well.”” The Open Voting Consortium’s voting
system is designed to be accessible for both entering the votes and verifying the paper ballot
produced.

4. OVC System Overview

The Open Voting Consortium (OVC) is developing a PC-based open source voting machine with
an accessible voter-verified paper ballot. The polling place system consists of a Voter Sign-in
Station, an Electronic Voting Machine, an Electronic Voting Machine with a Reading Impaired
Interface, a Ballot Verification Station, and a Ballot Reconciliation Station. In addition, there are
components at the county canvassing site that are discussed only briefly in this paper.

4.1 Voter Sign-in Station

The Voter Sign-In Station is used by the poll worker when the voter signs in and involves giving
the voter a "token." It is a requirement that each voter cast only one vote and that the vote cast be
of the right precinct and party for the voter. The "token" authorizes the voter to cast a ballot
using one of these techniques.

* Pre-printed baliot stock

o Option for scanning ballot type by EVM

* Poll worker activation

* Per-voter PIN (including party/precinct identifier)

* Per-party/precinct token

¢ Smart cards

The token is then used by the Electronic Voting Machine and the Electronic Voting Machine
with the Reading Impaired Interface to ensure that each voter votes only once and only using the
correct ballot type.

If the voter spoils a ballot, the ballot is marked spoiled and kept for reconciliation at the Ballot
Reconciliation Station, and the voter is given a new token for voting.

4.2 Electronic Voting Machine

The Electronic Voting Machine consists of these components:
* A PC, preferably stock cormmodity hardware, with these features:
o A monitor, preferably LCD, possibly 17" touch-screen measured diagonally.
o One or more input devices, such as:
= Touch-screen interface on LCD screen
= Mouse
= Keyboard
= Buttons surrounding the screen, like on an ATM
* Numeric keypad
»  Symbolic keypad
o Possibly a smart card reader/writer
* A CD-R drive. The CD-R will contain:
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The operating system, e.g., a stripped down Linux distribution

The EVM software

Ballot Definition files and public keys of various external components
Optionally, sound files for the ballot (included for the Electronic Voting Machine
with the Reading Impaired Interface)

Personalization, potentially including public/private key pairs for this voting
machine

Startup record, possibly including generated public key of this voting machine
Electronic Ballot Images (EBIs), in XML format (and possibly in Postscript
format), written at end of day in ascending order by (randomly generated) ballot
ID

The CD-R is used subsequently by the Ballot Reconciliation System and possibly
during county canvassing.

* A printer with these specifications:

o}
O

o]
O

O
O

Inkjet or laser

Preferably output page is obscured from view (either by appearing face down, or
by a cover)

Unprintable margin of no more than 7.5mm on all sides

Feedback to the user (auditory or visual) that the ballot is printing and will come
out soon

Prints a test document at the start of a voting day that includes records of the
public keys for the EVM for this day.

Potentially takes blank ballot stock given to voter upon sign-in. Otherwise,
includes storage for blank ballot stock for printing. Blank ballot stock may be
specially printed paper, possibly pre-printed on reverse side (with “please turn
over” message).

Prints ballot in printed ballot format potentially using special printed ballot stock.
The ballot can be read by the Ballot Verification Station and includes text in OCR
format, plus a barcode for more foolproof reading.

* A persistent EBI storage device, such as 2 USB memory dongle (i.e., a USB flash
memory device) for persistently storing the EBIs until the end of the day, when the EBIs
are transferred onto the CD-R. The USB memory dongle is kept for audit purposes.

o]
O
O

o]

Device should be large enough not to be easily lost
Device should be [ockable and tamper proof when locked
Potentially, device could lock in the open position onto cabinet and PC and lock

in the closed position sealed and ready for removal. Device could be set to be

open only once, and on subsequent openings the device would be read only.
Potentially, with hardware private key for digitally signing the ballot.

* Security enclosure that prevents tinkering with the device

4.3 Electronic Yotfing Machine with Reading Impaired Interface

The Electronic Voting Machine with Reading Impaired Interface is a PC similar to the Electronic
Voting Machine described above that includes auditory output of the ballot choices and
selections made and also includes additional modes of making selections suitable for the blind or
reading impaired. Whether these features are integrated to a common voting machine with all
functionality, or whether there is a separate configuration for the disabled, is an open question.
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For example, additional modes of input may be useful for those who can read printed materials,
but have physical limitations. The idea is for a universal design that accommodates all voters.

The electronic voting machine for the reading impaired produces a printed bailot that can be
processed by the Ballot Verification Station.

4.4 Ballot Verification Station

The Ballot Verification Station reads the ballot produced by the Electronic Voting Machine or
the Electronic Voting Machine with Reading Impaired Interface and speaks (auditorily} the
selections on the voter's ballot. A count is kept of usage, including counts of consecutive usage
for the same ballot, but no permanent record is kept of which ballots are verified.

The PC boots off the CD-R, which includes the following:
* The operating system
* The BVS software
* Ballot Definition files and public keys of various Electronic Voting Machines
*  Sound files for the ballot
* Personalization
* Startup record
* Non-ballot identifying statistics on usage

It is possible for the Ballot Verification Station to have a screen and to display the selections on
the screen at the voter's option. Such an option (enabled by the voter upon her request) would
enable a voter who can read to verify that her baliot will be read correctly for automated taliying.

4.5 Baliot Reconciliation Station

The Ballot Reconciliation Station reads the paper ballots and reconciles them against the
Electronic Ballot Images (EBIs) on the CD-Rs from the Electronic Voting Machine or the
Electronic Voting Machine with Reading Impaired Interface.

The Ballot Reconciliation Station includes the following components:
Scanner, preferably page fed
PC
Monitor
Input devices: keyboard, mouse
Printer
o Prints vote totals for posting
* CD-R
o Like the other CD-R; includes cumulative copy of EBIs as well as vote totals by
precinct.

The Ballot Reconciliation System runs the Ballot Reconciliation Procedure, which is beyond the
scope of this paper.

4.6 Paper Ballot

The paper ballot is generated by the Electronic Voting Machine or the Electronic Voting
Machine with Reading Impaired Interface. It is the paper on which the voter’s choices are
recorded. It must be “cast” in order to be tallied during canvassing, testing, or 2 manual recount.
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The paper ballot is intended to be easily read by the voter so that the voter may verify that his or
her choices have been properly marked. It also contains security markings and a bar code. The
bar code encodes the user’s choices, as expressed in the human readable portion of the ballot.
The human readable text should be in an OCR-friendly font so it is computer-readable as well.
The voter may use the Ballot Verification Station to verify that the bar code accurately refiects
their choices. The Ballot Verification Station not only assists sight-impaired and reading-
impaired voters in verifying their ballots, but also to give any voter the assurance that the bar-
code on the ballot properly mirrors their choices, as represented in the human-readable text on
the ballot.

The bar code consists of several things:

* Identifiers, such as the date, election, precinct, type of ballot, polling machine, and
random ballot ID for reconciliation against the electronic record made by the Electronic
Voting Machine or the Electronic Yoting Machine with Reading Impaired Interface.

* The selections made by the voter.

* Checksums to detect processing errors.

* Additional padding data to obscure the bar code so that poll workers, who will be able to
see the bar code (but not the textual part of the baliot) will not be readily able to ascertain
by eye what selections the voter made.

* The bar code is designed so that none of the information in the bar code can be used to
identify any voter personally.

Spoiled paper ballots are kept by the Ballot Reconciliation System to be reconciled against
Electronic Ballot Images (EBIs) produced by the Electronic Voting Machine or the Electronic
Voting Machine with Reading Impaired Interface.

4.7 Privacy Folder

The paper ballot contains the voter's choices in two forms: a form that can be read by people and
a bar code that expresses those choices in a machine readable form.

Poll workers may come in contact with the ballot should they be asked to assist a voter or to cast
the ballot into the ballot box. In order to protect voter privacy it is desirable to minimize the
chance that a voting place worker might observe the voter's ballot choices.

A privacy folder is just a standard file folder with an edge trimmed back so that it reveals only
the bar code part of a ballot. The voter is expected to take his/her ballot from the printer of the
Electronic Voting Machine or the Electronic Voting Machine with Reading Impaired Interface
and place it into a privacy folder before leaving the voting booth.

The privacy folder is designed so that the voter may place the ballot still in its folder against the
scanning station of Ballot Verification Station to hear the voter's ballot's choices spoken.

When handed the ballot by the voter, the poll worker casts the ballot by turning the privacy
folder so the ballot is face down, and then sliding the paper ballot into the ballot box.

4.8 Ballot Box

This is a physically secure container, into which voters have their paper ballots placed, in order
to "cast" their votes. The mechanical aspects of the voting box will vary from jurisdiction to
Jjurisdiction, depending on local laws and customs.
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4.9 Box for Spoiled Ballots

When a voter spoils a ballot, perhaps because the ballot does not accurately reflect her
preferences, the ballot is marked spoiled and placed in a box for spoiled ballots for later
reconciliation.

5. Current Status and Next Steps

A demonstration system was shown at the Santa Clara County Government Building in San Jose,
California on April 1, 2004. This demonstration was featured on KGO-TV and KCBS and KGO
radio later that day and described in the San Jose Mercury News that morning.” On April 8,
2004, the San Jose Mercury News referred to our system in an editorial as a “Touch Screen Holy
Grail."® Further demonstrations were given at the Computers, Freedom, and Privacy conference
in Berkeley, California on April 23, 2004.” Another demonstration was given at the PlaNetwork
conference in San Francisco, California on June 6, 2004.%

Several state colleges and the Open Voting Consortium are currently in discussions with their
respective Secretaries of States to obtain HAV A funding to build production-quality reference
versions of this system,

6. Conclusions

The Open Voting Consortium has demonstrated a voting system based on a PC-based electronic
voting machine with voter-verifiable accessible paper ballot. We have described the design for
the production system we propose to build, based on the prototype we have built and the lessons
learned in the process. In the development of this system, we expect to enhance the state of the
art in building reliable and trustworthy computerized systems. However, it is not merely the
software and hardware components that are of concern; the voting processes and procedures are
also key to the development of a reliable, secure, trustworthy and accessible system.
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Abstract
With significant U.S. federal funds now available to replace outdated punch-card and
mechanical voting systems, municipalities and states throughout the U.S. are adopting
paperless electronic voting systems from a number of different vendors. We present a
security analysis of the source code to one such machine used in a significant share of
the market. Our analysis shows that this voting system is far below even the most
minimal security standards applicable in other contexts. We identify several problems
including unauthorized privilege escalation, incorrect use of cryptography, vulnerabilities
to network threats, and poor software development processes. We show that voters,
without any insider privileges, can cast unlimited votes without being detected by any
mechanisms within the voting terminal software. Furthermore, we show that even the
most serious of our outsider attacks could have been discovered and executed without
access to the source code. In the face of such attacks, the usual worries about insider
threats are not the only concerns; outsiders can do the damage. That said, we
demonstrate that the insider threat is also quite considerable, showing that not only can
an insider, such as a poll worker, modify the votes, but that insiders ¢an also violate voter
privacy and match votes with the voters who cast them. We concludethat this voting
system is unsuitable for use in a general election. Any paperless electronic voting system
might suffer similar flaws, despite any "certification” it could have otherwise received. We
suggest that the best solutions are voting systems having a "voter-verifiable audit trail,"
where a computerized voting system might print a paper ballot that can be read and
verified by the voter.

Paper: PDF

Rebuttal
On July 30, 2003, Diebold posted a "technical analysis" of our report at
http:/f/www2 diebold.com/checksandbalances.pdf.

Doug Jones from the University of lowa Department of Computer Science also
responded to their analysis
http://mwww.cs.uiowa.edu/~jones/voting/dieboldftp. htmi#rebuttals.

http://avirubin.com/vote/analysis/index.html 6/13/05
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SAIC Report
In early August 2003 the state of Maryland hired a third-party consuiting firm {(SAIC) to
perform an analysis of Diebold's AccuVote-TS voting system. On September 24, 2003,
Maryland made SAIC’s report public. To quote the SAIC report, “[{]he system, as
implemented in policy, procedure, and technology, is at high risk of compromise.”
Despite the problems identified in our report and in the SAIC report, Maryland is still
planning to proceed with the 55.6 million dollar purchase of Diebold AccuVote-TS voting
terminals.

To help mitigate the risks identified in the security analyses, Maryland proposed a set of
technological changes to Diebold's voting machines as well as procedural changes to the
election process. While this may help “raise the bar,” it is impossible to know whether any
security analysis identifies all the possible vuinerabilities present in an analyzed system.
By only patching the known vulnerabilities, Maryland is not actually ensuring that the
voting system will be secure. Rather, Maryland should follow security engineering best
practices, which state that security can only be assured through a rigorous design
process that considers security from a project’s conception, not through a set of patches
applied after the fact.

It appears that the state of Maryland has had to compromise on the security of the voting
system due to the election calendar. The Maryland State Board of Elections siates that
“an alternative system could not be implemented in time to conduct the March 2004
Presidential Primary election and could jeopardize the November 2004 Presidential
General election.” Unfortunately, by compromising on security, the integrity and privacy
of these elections may still be in jeopardy.

RABA Report
The consulting firm, RABA, has issued a report on the security of the Diebold machines.
They validated our findings and found other problems as well. Perhaps the best coverage
of this study is in a Wired report by Kim Zetter.

Questions for vendors
We have compiled a list of questions you can ask your vendars for people considering
buying voting machines.

http://avirubin.com/vote/analysis/index.html 6/13/05



Testimony, U.S. Election Assistance Commission

Dr. Aviel D. Rubin, Professor of Computer Science
May 5, 2004

My name is Avi Rubin. I am a Professer of Computer Science and Technical Director of the
Information Security Institute at Johns Hopkins University. I am author or co-author of several
widely used bocks on the subject of computer and network security, and [ have chaired several of
the top security research conferences. I received my Ph.D. in Computer Science from the
University of Michigan in 1994 in the specialization of Computer Security. I have been
researching security issues related to electronic voting since 1997. Last year, by invitation of the
Department of Defense, I served on the security peer review group of the SERVE voting system
for absentee voting for military personnel and overseas civilians. I also participated as a panelist
in the 2000 National Science Foundation study of the feasibility of electronic voting. Last year,
my research team analyzed the code used in the Diebold Accuvote TS and TSx and wrote a report
citing many security flaws that we found. Our study was published in the top peer reviewed
computer security conference, the IEEE Symposium on Security and Privacy. I am a member of
the National Committee on Yoting Ingerity, and in March, I served as an election judge in
Baltimore County where Diebold Accuvote TSx machines were used.

T am here as an expert in a particular domain, namely computer security. I recognize that voting is
a complicated issue with a diverse set of values, each of which is very important to the
functicning of this process in a way that is reliable and trustworthy in the broadest sense.

Security is a necessary component of a fair and accurate election process. However, there are
other equally important components. Making sure that everyone can participate in a way that is
private and independent is also key to our electoral process. Making sure that people from all
walks of life, regardless of how recently they arrived in this country, can participate in the process
in a language they can comprehend is also important. An accurate and secure system that limits
the ability of individuals with disabilities and language minorities would fall short of meeting the
goals of our democracy, as would a system that allowed everyone to participate but failed to
protect the integrity and accuracy of their vote. Luckily, security and accessibility are not
competing goals. While today’s DREs increase accessibility, they do not provide adequate
security. Appropriately designed voting systems, can provide accessibility and security. Our
commitment to a fair, inclusive, secure election process requires us to demand both from our
election machinery.

I come before you today to contribute my expertise garnered over years of experience as one of
the leading computer security experts in my field. You will hear from experts representing the
disability community and the civil rights community. They are experts in their domains. In my
domain, I speak with authority. Given that we all agree that security is an important component of
elections, I ask that you hear me and understand the serious nature of my critique of current
DREs.

My primary concerns with today’s DREs are:
- There is no way for voters to verify that their votes were recorded correctly.

- There is no way to publicly count the votes.
- Inthe case of a controversial election, meaningful recounts are impossible.



- The machines must be completely trusted. They must be trusted not to fail, not to
have been programmed maliciously, and not to have been tampered with at any point
prior to or during the election. We have techniques for building secure systems, and
they are not being utilized.

- With respect to the Diebold Accuvotg TS and we found gross desi
w our attached report. The current certification
process resulted in these machines being approved for use And being used in
e

- e do not know if the machines from other vendors are as bad as the Diebold ones
because they have not made their systems available for analysis.

Since our study came ont, three other major studies often referred to as the SAIC report, the Ohio
reports, and the RABA report, all cited serious security vulnerabilities in DREs, RABA, which i§
c @M%/ww_caﬂed for a “pervasive rewrite” of Diebold’s
code. Yet, the vendors, and many election officials, such as those in Maryland and Georgia
Tontinue to insist that the machines are perfectly secure. I cannot fathom the basis for their
claims. I do not know of a single computer security expert who would testify that these machines

are secure. I personally know dozens of computer security experts who would testify that they are
not.

I have been disappointed that the policy commuaity did not reach out to the computer security
community when making decisions about voting technology, and when my community came to
the table, they said it was too late. At first I was puzzled by the lack of attention to the security
critiques of DREs. Today I am outraged. At this point the failures of current DREs have been
documented in four major studies by leading computer security experts, and we have ample field
experience documenting failures at the polling place. Yet computer security experts, myself
included, find ourselves routinely referred to as Iuddites and conspiracy theorists. Failing to
confer with computer security experts in decisions about voting technology was a mistake. Given
the gravity of the security failings the computer security community has documented in current
DRE systems it is imesponsible to move forward without addressing them.

Addressing the problems I and others have documented with DREs requires more than just fixing
the machines. We must reform the process for establishing voting technology to provide
transparency. Vendors are not subject to public code review. In the one instance where
independent security experts had an opportunity to examine a voting system, the results proved
that the current process results in machines being deployed with unacceptable lack of quality
control. We cannot achieve perfectly secure systems; such things do not exist. But on the
spectrum of terrible to very good, we are sitting at terrible. Not only have the vendors not
implemented security safeguards that are possible, they have not even comectly implemented the
ones that are easy.

If T had more time (and I would be happy to address such issues in the Q & A) I would debunk
the myth of the security of the so-called triple redundancy in the Diebold machines. I would
explain the limitations of logic and accuracy testing in an adversanal setting, I would explain how
easy it would be for a malicious programmer to rig the election with today’s DREs, and I would
describe the seriousness of the security flaws that we and others have found in the Diebold
machines. These are all things that I could have done and would have been happy to do, before
anybody started purchasing and using these DREs. But nobody asked.

I'd like to stress one important point. Security and functionality are completely different things.
Functionality is whether or not something works when it is used as planned. Functionality can be



tested, and the tests can be used to make predictions about the future behavior of a system.
Security, on the other hand, has to do with how a system behaves under unanticipated
circumstances with an active, dynamic adversary trying to subvert it. By definition, you cannot
test a system for security the way you test for functionality. It is inappropriate and incorrect to
draw conclusions about the security of a system based on its past performance. The fact that this
argument is consistently put forward in defense of the security of the DREs demonstrates just
how much real security expertise is needed in this process. You would not design a heart implant
without feedback from cardiologists. You would not design defense systems for the physical
security of this country without consulting military experts, and you should not design systems
for computerized elections in this country without consulting computer security experts. I can
assure you from my analysis of the Diebold machines that no such expertise was utilized.

In conclusion, my colleagues and I have presented our analysis to many different groups of
computer scientists, including the National Science Foundation, the National Academy of
Scicnce, and several security conferences. We have won awards for this work, and the
community at large is in strong agreement with our conclusions. I recommend that the
cominission heed our recommendation and seck more broad input from the computer science and
the computer security communities. These people have a long history of experience with
designing mission critical systems. The opinions of the experts in this matter are quite different
from the picture being painted by the vendors and some state officials, all of whom have much
less expertise, or no expertise whatsoever, in computer security.
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Response to Diebold's Technical Analysis

Diebold posted an analysis of our report at http://www2.diebold.com/checksandbalances.pdf.
Throughout their document, they refer to details of our paper as "allegations," and they attempt to argue
away these allegations with logic that is often contrived.

We have no personal ill-will toward Diebold as a company; our aim was to provide a technical analysis
of the code that we had at our disposal. While our conclusions have upset those who stand to lose
financially from these conclusions and those who are embarrassed by decisions they have made without
the knowledge of the insecurity in the code, we firmly stand behind our findings.

Diebold claims that we are not very familiar with the election processes. However, we have extensive
academic and industrial experience in software engineering, computer security, and cryptography, which
forms the bases of our analysis. In this response, we show that Diebold's arguments often miss the point,
do not address many of our most serious findings, and demonstrate a considerable lack of knowledge of
the technical matter, including a misunderstanding of technical terms such as "safe language," as we
describe below.

Also, Diebold criticized our network-based attacks as being unrealistic since the voting machines will
not be networked in practice. The Diebold code we examined contains many different configuration
options, including the use of wired or wireless networks and the use of modems. Any communication,
whether wired or wireless, whether over the Internet or over private phone lines, is fair game for an
analysis of what can be intercepted by an intruder. If there is no such communication, only then would
the Diebold system be safe against such attacks. Our paper carefully stated these assumptions, while
Diebold's response blurs this distinction.

Rather than respond with a 35 page point by point rebuttal and risk a continuously growing exchange,
we focus on a few examples of Diebold's misinformation, and we show some examples of security
problems that appeared in our report and for which there were no counter arguments in the Diebold
"analysis". The primary example is Diebold’s claim, which was widely cited in the press, that we ran the
code on a different platform from the one that was intended. While this is true, it in no way reflects on
our analysis. In fact, the main reason that we ran the code at all was to test whether or not it worked, and
thus to help draw on opinion about whether or not it was production code. Our entire paper and our
entire analysis were based on manual inspection of the source code. Thus, the platform on which we ran
the code did not play into any of our findings, and Diebold's attempt to focus attention on that is a clear
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effort to misdirect readers. Unfortunately, many reporters and election officials have latched onto this
issue as though it was meaningful. We could have written the same paper without running the code, and
perhaps we should have never even mentioned that we ran it, to avoid this confusion.

At the end of our response, we provide a list of questions people should ask, not only of Diebold, but of
any direct recording electronic (DRE) voting system. If these systems are going to be used for our
elections, they deserve the scrutiny that we, and others, can bring to them. Voting systems are one of the
pillars of democracy. If they fail, democracy itself will fail with them.

Cryptography

Cryptography is an important part of good security designs. It is, however, notoriously difficult to get
right. We have claimed that, in the Diebold code we examined, "cryptography, when used at all, is used
incorrectly." We stand by this claim.

Throughout Diebold's response they seek to marginalize their dependence on cryptography (e.g.,
Diebold's responses to "allegation 1" and "allegation 8"), however the fact remains that although
cryptography was used in their design, it was used incorrectly. In their response to allegation 8, Diebold
states that our claims are "based on the presumption that there is a single correct means of using
cryptography.” This play on words disguises the real problem: While there is no single correct use of
cryptography, the existence of many correct uses does not imply that the cryptography in the Diebold
code is used correctly. As we have described in the full paper, and will summarize below, every use of
cryptography in the Diebold code is flawed.

The first problem we address is key management. In modern security systems, key management is one
of the chief design challenges present when using cryptography to protect data against eavesdroppers
and intruders. Such systems need to be careful to change the keys on a regular basis and to limit the
damage that can occur should any one key be compromised. Systems like SSL/TLS, used to
communicate securely with e-commerce web sites, have remarkably sophisticated key management
systems that have been carefully studied by researchers worldwide.

In the Diebold code we analyzed, both the keys for the smartcard and the keys used to encrypt the votes
were static entries in the source code. This means that the same keys are used on every voting device.
Thus, an attacker who was able to compromise a single voting device would have access to the keys for
all other voting devices running the same software.

In Diebold's response to "allegation 28" they acknowledge the problems with a hard-coded smartcard
key by claiming that "[t]Jhis issue has since been resolved in subsequent versions of the software.” They
do not, however, explain sow this issue has been resolved. Moreover, in their response to "allegation
43," they seemingly admit that the keys used to protect the votes are still static and fixed. Instead they
claim that "[a]n attacker would need access to hoth the source code and the physical storage.” This is not
correct. The attacker only needs access to the physical storage as the key is also stored in the executable
code.

A second set of problems has to do with the way that the Diebold code encrypts the votes and audit fogs.
The files that hold the votes are encrypted using the Data Encryption Standard (DES) algorithm in CBC
mode. There are problems with the use of both DES and the CBC mode, as we describe below.

In their response to "allepation 44," Diebold states that "[t]here are stronger forms of compression than
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DES, but the authors' implication that the keys can be recovered "in a short time' is deliberately
misleading.” We assume that Diebold meant to claim that there are stronger encryption algorithms
available, as DES is not a compression algorithm. To support our "in a short time" claim we cited
Cracking DES. This work describes the design and construction of a machine specifically engineered to
recover DES keys. Using 1998 technology, the machine cost under $250,000 and was able recover a
DES key in under 3 days. With today's computer technology such a machine could be made both
significantly faster and less expensive. That Diebold considers the possibility of such a machine being
used to find keys for an election machine **incredibly unrealistic” demonstrates a misunderstanding of
the threat model. It is not inconceivable that a well funded adversary such as the intelligence service of a
foreign government would be interested in tampering with the results of a [.S. election. We note,
however, that the DES Cracker was financed not by a government or university, but by a private
individual. Of course, since the Diebold code included a static key, no cracking is required to
compromise the security of the system if any one voting terminal can be stolen ahead of the election and
disassembled to learn its key.

Not included among Diebold's list of allegations is our statement that the Diebold code uses DES
incorrectly. On page 15, we note that "DES is being used in CBC mode which requires an initialization
vector to ensure its security.” We go on to show that the Diebold code does not provide the necessary
initialization vectors. A detailed explanation of this problem is highly technical; we refer the interested
reader to A Concrete Security Treatment of Symmetric Encryption: Analysis of the DES Modes of
Operation. That Diebold does not attempt to refute this claim is troubling, especially given that in
"allegation 8" they state that "the cryptography in the software is used as the developers intended."
Though Diebold qualifies this by claiming that "additional security measures” and "future development”
might be needed, such a clear error demonstrates a lack of cryptographic knowledge on the part of the
developers.

Also omitted from Diebold's list of allegations is a third problem: the use of a CRC as a method of
providing data integrity. It is 2 common misconception outside of the cryptographic community that
encrypted data can not be meaningfully modified by an attacker. Unfortunately, this misconception is
false. There are, however, cryptographic primitives known as Message Authentication Codes (MACs)
which can detect such tampering. MACs are used in many widely publicized protocols, including the
security protocols for the Internet. However, instead of using such a MAC, the Diebold code uses a non-
cryptographic checksum called a CRC to detect whether a file has been tampered with. This is
completely insecure as is discussed on page 15 of our paper. The use of CRCs instead of MACs has long
been documented in the security literature as a very serious mistake.

This list of problems is not meant to be complete; there are other issues discussed in the paper such as
the protected counter and the random number generator which we do not feel that Diebold has
successfully refuted. However, we do believe that this list is sufficient to show the lack of cryptographic
expertise utilized in the system's design. If, as Diebold claims, "the cryptography in the software is used
as the developers intended" we have no faith that any cryptography present in future versions of the code
will be used correctly.

Smartcards

Diebold's response raises some issues with respect to our smartcard-based attacks against the voting
terminals. We first point out that, as we stated in our original report and as Diebold agrees in their
response to "allegation 21," an adversary using a special "attack smartcard" could cast multiple votes.
{(An attacker could also make homebrew administrator and ender cards. For brevity, we focus our

http://avirubin.com/vote/response.html 6/15/05



Analysis of an Electronic Voting System Page 4 of 7

discussion on voting multiple times.)

The first interesting technical question that this raises is: How easy would it be for an adversary to make
such a special "attack smartcard?” Diebold's response suggests that making such an "attack smartcard"
would be very difficult. As we stated in our original report, we believe otherwise and explain our
reasoning in the following sections. The second interesting technical question is: What happens if an
adversary inserts multiple votes? We treat these technical questions separately.

How to make "attack smartcards"

Let's look at this question from two perspectives. First we'll assume that the adversary knows the
Diebold source code. We believe this is a reasonable assumption since, as recently exhibited, source
code cannot always be kept secret. However, we will also examine this for the case where the adversary
does not know the Diebold source code.

If the adversary knows the Diebold source code, then the adversary will know the protocol between the
smartcard and the voting terminal. The adversary's goal in this case is to make his own smartcard that
tricks the voting terminal into believing that it is a legitimate smartcard when it is really an "attack
smartcard" or "homebrew smartcard." We observe that a computer-savvy adversary with a few hundred
dollars could produce his own attack smartcard. The adversary doesn't have to work for Diebold or their
third-party smartcard vendor. How would such an adversary go about preducing such an attack
smartcard? By purchasing a user-programmable smartcard (perhaps a Java Card) and a smartcard
reader/writer and programming it appropriately. The adversary would know how to program the
smartcard since he can deduce the protocol between the smartcard and the terminal from the source
code. (See our paper for further discussions.)

Now what if the adversary didn't know the Diebold source code? As we note in our paper, by inserting a
"wire-tap device" between the voting terminal and the smartcard, an adversary could learn encugh about
the protocol between the terminal and the smartcard to create his own smartcards for use by some
conspirator later in the day. Diebold does point out that such an attack might be risky since the adversary
might get caught. Of course, all it takes is one malicious poll worker/volunteer to ensure that some
adversary somewhere doesn't get caught. Subsequently, that adversary could share his knowledge with
others. (As an aside, Diebold makes the claim that voters must "sign in" when they vote, and thus some
of the attacks we describe are "high risk.” To this we remark that in many states it is illegal to ask the
voter to present identification, and thus an attacker can pretend to be some other registered voter.)

In our paper, we stated that: "As we noted in Section 3.1, some smartcards allow a user to get a listing of
all the files on a card. If the system uses such a card and also uses the manufacturer's default

password ..., then an attacker, even without any knowledge of the source code and without the ability to
intercept the connection between a legitimate card and a voting terminal, but with access to a legitimate
voter card, will still be able to learn enough about the smartcards o be able to create counterfeit voter
cards." Diebold responded that all their voter cards do not use the manufacturer password. This makes
the construction of homebrew cards harder for an adversary without knowledge of the source code and
who doesn't want to or can't use a wire-tap device. That is good. But, as we pointed out above and in our
paper, it is not unreasonable to assume that some other adversary might have access to the source code
or a wire-tap device.

Diebold uses an insecure protocol that makes them vulnerable to counterfeit smartcards. Modern
smartcards can perform cryptographic operations, allowing for more sophisticated protocols. If Diebold
used such protocols, their system would be robust against our attacks.
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What kappens if an adversary (or adversaries) vote multiple times?

First, if an adversary votes multiple times, the tally of votes presented by the voting terminal will be
incorrect. As we note in our paper: If there are no additional mechanisms to detect the presence of over-
votes, then an adversary might successfully modify the outcome of the election. However, we are
pleased to learn that (from Diebold's response): "before results are made official, the signatures are
reconciled with the number of ballots cast on the voting machines. If the totals do not reconcile, an
investigation is launched."

On page 10 of our paper we did note that "If we assume the number of collected votes becomes greater
than the number of people who showed up to vote, and if the polling locations keep accurate counts of
the number of people who show up to vote, then the back-end system, if designed properly, should be
able to detect the existence of counterfeit votes.” But, continuing in that same paragraph from page 10 of
our report, "... there will be no way for the tabulating system to count the true number of voters or
distinguish the real votes from the counterfeit votes. This would cast serious doubt on the validity of the
election results.” Diebold claims that if the existence of counterfeit votes were to be detected, an
investigation would be launched. But what does that mean? It would seem impossible to call all the
legitimate voters back to re-vote, especially if counterfeit votes were detected in a large number of
precincts, and it is not clear that this is even legal. As we say in our paper, this could cast doubt on the
validity of the election results. All it takes is for one person to figure out an attack for it to become
widespread. On the Internet, most attacks are from so-called "Script Kiddies" who run malicious
programs designed by others. This is the common method for attacks to spread, and so we must concern
ourselves with what an intelligent, dedicated, and well-funded adversary could accomplish, as opposed
to asking how sophisticated someone must be to launch this attack. Furthermore, it goes without saying
that many people and organizations have a great amount at stake in an election. Voting systems must be
robust against even the most sophisticated and well-funded adversary.

Software Engineering

Qur original paper makes strong claims about Diebold's software engineering processes. We claim their
coding standards are unsuitable for the security requirements that a voting terminal must face. Below we
outline how we came to these conclusions.

In their response to "allegation 86," Diebold claims that their development process "followed common
professional software engineering practice." This may very weil be the case. However, building software
that's intended to be secure, from day one, is different from traditional software engineering. Good
designs start from an honest evaluation of the threats the system will face, and then a high-level design
is gradually refined down info the specifics of the implementation. At each step of the process, the
design needs to be carefully reviewed, and best practices should be employed to guarantee that high-
level goals aren't lost in the translation to low-level code.

Diebold claims in their response to "allegation 78" that "the correctness of the software has been proven
though {sic] an extensive testing process, both within the company and by independent testing
authorities, and ultimately though [sic] logic and accuracy tests by the election officials themselves."
Unlike traditional sofiware engineering, where testing can be used to show that a feature functions
correctly under normal circumstances, security engineering is concerned with abrormal circumstances.
Thus, testing can only be used to show that a system is not vulnerable to a given set of attacks, not that a
system is secure. Diebold also claims that in their "comprehensive top-to-bottom" code reviews they
concentrate on "those parts of the code that tabulate vote results." Again, they are following software
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design methodology and not security design methodology. Even if the code that is designed to tabulate
the votes works correctly, that fact provides no information as to whether the vote tabulations can then
be modified from some unassociated part of the code.

The correct way to design a secure system is to first identify the threats that such a system must defend
against, then create detailed design documents that shows how each threat is mitigated. Only then can
the design be implemented. This is the very same process mandated by the Department of Defense for
certifying highly secure computer systems used to handle classified message traffic in the so-called
Orange Book.

Maybe Diebold has some great high-level design documents. We never saw them, but we also never saw
any reference to them in the source code. If the code were written in a truly rigorous fashion, you'd
expect to see commentary in the code quoting chapter and verse from the design documents. It's just not
there.

(For more information on how security engineering is fundamentalily different from software
engineering we refer the interested reader to Building Secure Software or Security Engineering.)

Furthermore, when building software that's meant to be robust against attacks, one of the most painful
lessons of the past decade of computer science has been the damage that can be caused when a program
is vulnerable to memory-corruption and type-confusion attacks (including the well known "buffer
overflow"). These vulnerabilities are a special case of a general problem with the C and C++
programming languages (among others). These languages are not memory safe or type safe. While
formally defining these terms is beyond the scope of this document, a programming language is safe if
and only if no primitive operation in any program ever misinterprets data. For example, an integer is
never misinterpreted as a pointer to a string. (This terminology is standard in the computer security and
programming language communities; see this list for some examples). Such enforcement does not
prevent all software bugs, but it does guarantee that a program's operation is predictable, and many
important classes of bugs, including buffer overflows, can be guaranteed to never occur. Modemn
programming languages, including Java, C#, Ada, Modula-3, and many others have this important
safety property. When Diebold's claims that "programming in any language can be safe or unsafe" (their
responses to allegations 11, 71, and 72), they are really saying that they are unaware of one of the most
fundamental improvements in software engineering since the invention of high-level programming.
Even though Diebold criticizes our report for not "offering any evidence of such an exploit or

failure” (their response to allegation 73), they cannot prove the lack of any such exploits or failures. Had
they implemented their software with a modern programming language, such proof could be easily
demonstrated.

Questions you can ask of vendors

Several people have asked us what questions they should be asking voting system vendors with regards
to security. Here are some useful ones:

e Has your system been reviewed by a large number of outside security experts?
o If so, who?
o What are their credentials?
o Do their areas of expertise cover a wide area of specialties within the discipline of
cryptography and computer security?
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o Can we see an executive summary of their reports?

Do you allow the public to review the security and reliability of your voting system's source code?
o Is the security of your system dependent on your source code being secret?
o If so, how do you address the fact that the source code could leak to the public (or to well-
funded adversaries)?
o And how do you address the fact that an attacker might be an insider who knows the source
code?

Would you be willing to have a panel of outside security experts review the source code for your
system?

o Would you allow them to publish an executive summary of their findings?

o If not, why not?

Who designed and developed the source code used in your systems?
o What are their credentials with respect to cryptography and computer security?
o Where were they trained?
o Have these developers worked on cryptography and computer security in other systems
outside of voting software?

How confident are you in the security and reliability of your product? Will you "certify" the
security and reliability of your product?

o Will you offer a full refund, plus "damages," if somebody purchases your equipment and
later find that it is vulnerable to certain types of attacks? (Which types of attacks?)

o Will you offer a full refund, plus "damages," if after an election it is determined that more
votes were collected than people who voted (on a given terminal), but that it caunot be
determined which were the legitimate votes?

o Will you offer a full refund, plus "damages," if after an election it is determined that your
machines reported an inaccurate total (either because of an attack or a system glitch)?

o Will you offer a full refund, plus "damages,” if after an election it is determined that voters'
anonymity was compromised, allowing votes to be bought and sold?

o Under what other situations would you offer a full refund, plus "damages?"

+ In your system, what can voters do if they feel that their votes were not recorded properly?
o Are there any mechanisms for voters to verify their votes are correct?
o What happens in the case of a dispute?
o Is a manual recount (i.e., not requiring any computer software) possible?

¢ Does your system conform to the requirements of the Holt bill? Details can be found at
http://holt.house.gov/issues2.cfm?id=5996.

Last updated August 1, 2003
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For a summary of this story, as of Aug. 6, 2003, see . The Diebold AccuVote TS Should be Decertified.

1. Background

On Feb. 4, 2003, employees of Diebold Election Systems admitted that they had been using an
insecure FTP server to exchange and update some part of Diebold's software. Bev Harris had
discovered the server by doing a Google search, and she wrote it up in the on-line journal Scoop.
and it is alleged to have contained files with names like "rob-georgia.zip”, large parts of GEMS
(the Global Election Management System), and unknown other software.

Not surprisingly, this disclosure fueled considerable speculation about some vast conspiracy
undermining democracy. On April 23, 2003, Britain J. Williams, chair of the NASED Voting
Systems Board Technical Committee, wrote a rebuttal to the charges raised by Bev Harris. [See
the PDF or HTML versions of this letter] This letter is as a defense of the procedures used by the
State of Georgia and the FEC/NASED certification process on which Georgia certification rests.
[see the FEC and NASED websites] It shows, among other things, that Georgia has stronger
defenses, in some respects, than my own state of Iowa.

The Williams letter assures voters that whatever was found on Diebold's FTP site is irrelevant to

the conduct of elections in Georgia because the only path from that site into a voting machine is
through the FEC/NASED process and Georgia's certification tests. The letter also contains a bit of
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denial, for example, a statement that "the contents, or even existence, of the 'rob georgia' folder
has not been established."

On July 8, 2003, Bev Harris posted the results of a preliminary examinaton of the files lifted from
the Diebold FTP server. [See Scoop, July 8, 2003, Inside 2 U.S Election Vote Counting Program
or Bev Harris's blackboxvoting.com web site; available in revised form from Bev Harris's
blackboxvoting.org web site] The accompanying editorial, by the operators of the Scoop web site,
included the the Internet address of a server from which this material could be downloaded and
advice on how to crack the passwords. {See Scoop, July 8, 2003, Bigger than Watergate] The
editorial urges people to make copies of the Diebold files and discuss what they find, and Harris
created an on-line forum for this discussion of what was found. [See

http://www .blackboxvoting.org/cgi-bin/dcforum/deboard.cgi]

On July 9, Bev Harris posted specific rebuttals to the defense offered by Britain Williams in his
April 23 letter. [See Scoap, July 10, 2003] This posting includes an extended transcript of an
interview with Rob Behler, the 'rob' to whom the 'rob georgia' folder had been addressed. A more
complete transcript of this interview is available. [See What really happened in Georgia? reposted
at [IP] Interview with Georgia Diebold Election Machine installer] This interview makes it clear
that the 'rob georgia' folder had nothing to do with an attempt to rob the state of Georgia, but it
also makes it clear that the Georgia certification tests were, in reality, somewhat weaker than
Williams had claimed, and that patches were indeed downloaded for these tests directly from the
Diebold FTP site without passing through the FEC/NASED certification procedures, on the
strenpth of a phone call to the source code auditor to determine that he wouldn't have considered
the code in question to be subject to audit.

2. What We Already Knew

Prior to the disclosures and debate described above, we knew that Diebold Corporation had
purchased Global Election Systems in 2001, which had purchased I-Mark Systems back in 1997;
I-Mark was the original developer of the Electronic Ballot Station. Global had previously acquired
the AccuVote mark-sense system, so naturally, they coined the name AccuTouch for the I-Mark
Electronic Ballot Station, This system first passed through the FEC/NASED certification process
on 9-10-96, in a kiosk configuration that incorporated CRT monitor. This original hardware was
replaced by a portable flat-panel version that was certified on 12-5-97. That was the first version
of the hardware I saw, when it came before the Iowa Board of Examiners for Voting Machines
and Electronic Voting Systems on Nov 6. 1997. [The minutes of this meeting indicate that Bob
Urosevich and Barry Herron represented Global Election Systems at that meeting.] The sales
material from Governmental Business Systems provides a good summary of the overall use of the
Global System. [See http://www.gbsvote.com/wi/accuvotets.htm]

ISO 9000

Diebold has emphasized, in some of their presentations about this system, that it was developed
under an ISO 9000 compliant development process. While it is worth noting that ISO 3000 does
not guarantee quality in the product, it does demand use of a well-documented quality assurance
system. The important thing is that the system is well documented and that management structures
are in place to assure that it is used. ISO 9000 does not guarantee effective quality assurance, only
that failures should be tracable to problems that should be evident in the documentation.

Compatability and Modes of Use
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The Electronic Ballot Station, in both its kiosk form and its portable flat-panel form, is built from
IBM PC compatable parts. In the now widely used flat-panel form, it consists of a wedge-shaped
enclosure holding a PC motherboard, flat-panel display and various anciliaries including a
smartcard reader, disk, network interface, and a compact internal uninterruptable power supply.
Aside from packaging, it is a full featured PC, and when security seals are removed from the
various ports on the side, it can be used as one by adding appropriate devices.

The same hardware that runs as an Electronic Ballot Station can also run other software,
specifically, the Electronic Poll Book software. There are two practical ways to use the
AccuTouch (or AccuVote Touchscreen System) in a polling place: In one, the polling place
handles voter sign-in conventionally and has a stock of several hundred pre-recorded smartcards,
each of which can be used to enable one voter to cast one ballot on an Electronic Ballot Station. In
the other, each polling place has an Electronic Poll Book at the registration table that is used to
record, on demand, the authorization card for each voter. Global originally suggested using the
same hardware to run the Elecronic Poll Book as they use for the Electronic Ballot Station, but I
believe it is as easy to use a commodity laptop with a commodity external smart-card interface for
this function.

There is a third alternative to the above two. Originally, I-Mark Systems had intended what they
called the "vote anywhere model”. In this model, the voter registration cards sent to each voter
would be smartcards, allowing a voter to walk up to any voting machine in the county and casta
vote using only his or her voter registration card. In the extreme discussed in early 1-Mark sales
literature, unattended kiosk-format Electronic Ballot Stations were to be available in public places
such as libraries and shopping malis. I have not heard of any jurisdiction issuing smartcards to
voters.

Use of Third-Party Commercial Off-the-Shelf Components

From the start, it was clear that the AccuTouch Electronic Ballot Station used a version of
Windows and various Microsoft Office components. At the examination in Iowa on Nov 6, 1997,
when asked about this, one of the representatives of Global stated, firmly, that the version of
Windows they used was purely unmodified commercial off-the-shelf software, and therefore not
subject to a source code audit under the FEC/NASED certification rules. [This must have been
either Bob Urosevich or Barry Herron, the two company representatives who were present at that
meeting.] I discussed potential problems with this in my testimony before the House Science
Committee on May 22, 2001. [See Problems with Voting System Standards]

The FEC/NASED Voting System Standards require that all software used in voting systems be
passed through a source-code audit, but there is an exemption, in both the 1990 and 2002 editions
of this standard, for unmodified third-party 'COTS' software, that is, commercial off-the-shelf
software produced by a third party that has not been modified for use in the voting context. Use of
Microsoft Windows and Microsoft Office clearly qualifies for this exemption.

The standards do require, however, that all third-party components be documented! For hardware
components, this typically means vendor, model, model number and revision number, and the
same requirement should be applied to software. That is, the vendor should not be allowed to state
merely that a product is approved for use on Microsoft Office, but rather, the vendor must state
the version on which it has been certified, and a change of version should require recertification.
There is an excellent examples of a revision to Windows that actually destroyed voter privacy on
an early version of the Fidlar and Chambers direct recording electronic voting machine. I
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discussed this example in my testimony before the House Science Committee cited above.

Unfortunately, the configuration documentation required by the FEC/NASED certification
process is not public record, and in fact, all of the detailed technical documentation given by the
vendor to the independent testing authority and the report of that independent testing authority is
covered by nondisclosure agreements between the testers and the vendor. Only the fact of
certification is public. Many states require configuration disclosure, however, and in many cases,
these disclosures are, to varying extents, public. The states, however, have been sloppy and
inconsistant about this! In Iowa, for example, it took us several years before we understood how
partial the descriptions we were being given were; we have only recently begun to crack down on
sloppy configuration disclosures, and to make a point of asking for model and revision numbers!

There is some debate about the word "unmodified". The narrowest interpretation would consider a
third-party commercial off-the-shelf component to have been modified only if the source code for
that component was changed. At the other extreme, any change to the out-of-the-box
configuration of the component would count as modification. I suspect that extreme is wrong, but
I also believe that the changes to the out-of-the-box configurations should be documented and
subject to audit. If they claim to be using Microsoft Office XP with Service Pack 3, but with
Word, Outlook, PowerPoint, FrontPage and SharePoint deleted, then this should be clearly stated
and the audit should verify this configuration change.

Self Modifying Code

The FEC/NASED Voting System Standards explicitly forbid self-modifying code. There are
several reasons for this prohibition, but the most important is the following: It is difficult to
debug, prove the correctness of or audit software that is dynamically created at run-time. It is far
easier to audit code that exists, in total, at the time of the audit.

There are disagreements about the nature of self-modifying code! Some would define it narrowly
in terms of machine instructions that are overwritten by other instructions at run-time, while
others define it broadly to include any dynamic linkage or interpretive execution, since all of these
can be used to change the function of code after the fact.

Microsoft Windows makes extensive use of dynamically lioked libraries and Microsoft
Applications generally include interpreters for Visual Basic. In addition, it is natural to use
mechanisms that border on interpretive for such things as formatting, as with HTML, or report
generation, as with the ancient RPG language. The same considerations could iead to use of such
mechanisms for ballot layout and canvassing, and in the past, it has been common for systems that
border on being interpretive to evolve into fully developed general purpose interpreters; this
happened with RPG. Depending on the interpretation of the restrictions on self-modification in the
FEC/NASED Voting Systern Standards, use of these mechanisms could be problematic, and even
if they are considered acceptable under the standards, their abuse introduces the possibility of
security loopholes!

Communication and Security

AccuTouch Elecironic Ballot Stations can be run in isolation, but the 1990 FEC/NASED Voting
System Standards required that the totals for the precinct be automatically consolidated at the
precinct, and this requires some communication between the machines at the precinct when more
than one direct recording electronic voting machines is used. Some voting system vendors have
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opted to use local area networks for this, notably Fidlar and Chambers (which became Fidlar
Doubleday), while others have opted to use hand-carried cartridges of various sorts; Diebold uses
PCMCIA cards, ES&S uses special and somewhat chunky custom built bricks).

Once the data for the precinct is consolidated, it may be printed at the precinct, as is required in
many jurisdictions, and it may be transmitted by any of several communications options to the
central offices, where precinct reports may be tabulated and printed using GEMS. Among these
options are the option of hand carrying the precinct resuits in a PCMCIA card and the option of
transmitting the results by modem.

Programming the AccuTouch machine for a particular election is also done using PCMCIA cards
written on the GEMS system at the central offices and then loaded into the voting machine, and
the permanent record of the election that is stored for recount purposes is stored on a PCMCIA
card (with a duplicate record stored on the internal hard drive of the voting machine in case of
failure). The 2002 Examination Report for the state of Washington contains a good summary of
the use of PCMCIA cards on this system. [See Sam Reed report of Sept 6, 2002]

The security of all of these network links, including those involving hand carried data, is critical!
It is noteworthy that PCMCIA cards are about the size of playing cards and we know that sleight
of hand trickery with playing cards is a highly developed art, so cryptographic security of the data
on these cards is just as essential as it is for data transmitted over a public network.

In additional discussion at the first lowa examination of the AccuTouch system on Nov 6, 1997, it
came out that neither the technical staff nor salespeople at Global Election Systems understood
cryptographic security. They were happy to assert that they used the Federally approved Data
Encryption Standard, but nobody seemed to understand key management, in fact, the lead
programmer to whom my question was forwarded, by cell-phone, found the phrase key
management to be unfamiliar and he needed explanation. On continued questioning, it became
apparent that there was only one key used, company wide, for all of their voting products. The
implication was that this key was hard-coded into their source code!

The minutes of the meeting reflect this discussion but do not mention the cellphone conversation:

Dr. Jones also expressed concern about data encryption standards used to guarantee
the integrity of the data on the machine. DES requires the use of electronic keys to
lock and unlock all critical data. Currently all machines use the same key. Dr. Jones
stated that this is a security problem. However, the use of a single key for all
machines is not a condition that would disqualify the system under Iowa law.

The Iowa Secretary of State's office routinely forwards the minutes of these meetings to the
vendor in question, so they did have both written and verbal notice of this serious security flaw; in
addition, I wrote several paragraphs on this topic to the Elections Division of the Secretary of
State's office on December 23, 1997:

[This] raises another issue that reflects a weakness in both the FEC standards and
Iowa law. This weakness has been clearly present in all of the electronic reporting
systems we have examined this year! The Wyle report takes it for granted that the use
of DES encryption plus CRC error checking provides a sufficient guarantee of
accuracy and integrity.

et o VL
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With significant U.S. federal funds now available to replace outdated punch-card and mechanical
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systems from a number of different vendors. We present a security analysis of the source code to one such
machine used in a significant share of the market. Our analysis shows that this voting system is far below
even the most minimal security standards applicable in other contexts. We identify several problems
including unauthorized privilege escalation, incorrect use of cryptography, vulnerabilities to network
threats, and poor software development processes. We show that voters, without any insider privileges,
can cast unlimited votes without being detected by any mechanisms within the voting terminal software.
Furthermore, we show that even the most serious of our outsider attacks could have been discovered
and executed without access to the source code. In the face of such attacks, the usual worries about
insider threats are not the only concerns; outsiders can do the damage. That said, we demonstrate that
the insider threat is also quite considerable, showing that not only can an insider, such as a poll worker,
modify the votes, but (hat insiders can also violate voter privacy and match votes with the voters who
cast them. We conclude that this voting system is unsuitable for use in a general election. Any paperless
electronic voting system might suffer similar flaws, despite any “certification” it could have otherwise
received. We sugpest that the best solutions are voting systems having a *“voter-verifiable audit trail,”
where a computerized voting system might print a paper ballot that can be read and verified by the voter.

“Dept. of Compuler Scicnce and Engineering, University of California at San Diego, 9500 Gilman Drive, La Jolla, Califonia
92093, USA. E-mail: tkohno@cs.ucsd.edu. URL: http://www-cee.ucsd. edu/users/tkohno. Most of this work
was performed while visiting the Johns Hopkins University Tnformation Security Inslitute. Supported by a Naticnal Defense Science
and Engineering Graduate Fellowship.

Tmformation Security Institute, Johns Hopkins University, 3400 North Chartes Street, Baltimore, Maryland 21218, USA. E-
mail: astubble@cs.jhu._edu. URL: http: //spar.iei.jhu.edu/ astubble.

iInformation Security Institute, Johns Hopkins University, 3400 North Charles Street, Baltimore, Marylard 21218, USA. E-
mail: rubin@cs.jhu, edu. URL: http: //www.avirubin.com

§D(’.pl. of Computer Science, Rice University, 3121 Duncan Hall, 6100 Main Street, Houston, Texas 77005, USA. E-mail:
dwallacha@cs.rice.edu. URL: http: //www.ca. rice.edu/dwallach.



Contents
1 Introduction
2 System overview

3 Smarteards
3.1 Exploiting the lack of cryptography: Creating homebrew smartcards . . . . . . . .. .. ..
32 Castingmultiplevotes . . . . . . . .. e e e e e e e
3.3 Accessing administrator and poll worker functionality . . . . . .. .. ... .. ... ....

4 Election configurations and election data
4.1 Tamperng withthe system configuration. . . . ... ... ... ... ... ... .....
4.2 Tampering withballotdefinitions . . . . . .. ... .. ... .. . ... . 0.
4.3 Impersonating legitimate voting terminals . . . . .. .. ... ... ... .. ... ... ..
4.4 Key management and other cryptographic issues with the vote and auditrecords . . . . . . .
4.5 Tampering with election results and linking voters with theirvotes . . . . ... .. ... ..
4.6 Auditlogs . . . . . . . . @ . i e e e e e e e e e
4.7 Attackingthestartofanelection . . . .. ... . .. ... . L

5 Software engineering
501 Codelegacy . . .. . .. . . e e e e e
52 Codingstyle . . . . . . . . . e e e e e e e e e e e e e e
53 Codingprocess . . . . . . . i i i ittt i et e e e e
54 Codecompletenessand correctness . . . . . . vt . v b vty e e e e e e e e e

6 Conclusions

10
10

11
12
13
14
14
15
17
17

18
18
18
19
20

21



1 Introduction

Elections allow the populace to choose their representatives and express their preferences for how they will
be governed. Naturally, the integrity of the election process is fundamental to the integrity of democracy
itself. The election system must be sufficiently robust to withstand a variety of fraudulent behaviors and
must be sufficiently transparent and comprehensible that voters and candidates can accept the results of
an election. Unsurprisingly, history is littered with examples of elections being manipulated in order to
influence their outcome.

The design of 2 “good™ voting system, whether electronic or using traditional paper ballots or mechanical
devices, must satisfy a number of sometimes competing criteria. The anonymity of a voter’s ballot must be
preserved, both to guarantee the voter’s safety when voting against a malevolent candidate, and to guarantee
that voters have no evidence that proves which candidates received their votes. The existence of such
evidence would allow votes to be purchased by a candidate. The voting system must also be tamper-resistant
to thwart a wide range of attacks, including ballot stuffing by voters and incorrect tallying by insiders.
Another factor, as shown by the so-called “butterfly ballots” in the Florida 2000 presidential election, is the
importance of human factors. A voling system must be comprehensible to and usable by the entire voting
population, regardless of age, infirmity, or disability. Providing accessibility to such a diverse population is
an important engineering problem and one where, if other security is done well, electronic voting could be
a great improvement over current paper systems. Flaws in any of these aspects of a voting system, however,
can lead to indecisive or incorrect election results.

ELECTRONIC VOTING SYSTEMS. There have been several studies on using computer technologies to im-
prove elections [4, 5, 20, 21, 25]. These studies caution against the risks of moving too guickly to adopt
electronic voting machines because of the software engineering challenges, insider threats, network vulner-
abilities, and the challenges of auditing.

As a result of the Florida 2000 presidential election, the inadequacies of widely-used punch card vot-
ing systems have become well understood by the general population. Despite the opposition of computer
scientists, this has led to increasingly widespread adoption of “direct recording electronic” {DRE) voting
systems. DRE systems, generally speaking, completely eliminate paper ballots from the voting process. As
with traditional elections, voters go to their home precinct and prove that they are allowed to vote there,
perhaps by presenting an ID card, although some states allow voters to cast votes without any identification
at all. After this, the voter is typically given a PIN, a smartcard, or some other token that allows them to
approach a voting terminal, enter the token, and then vote for their candidates of choice. When the voter’s
selection is complete, DRE sysilems will typically present a summary of the voter’s selections, giving them
a final chance to make changes. Subsequent to this, the ballot is “cast” and the voter is free to leave.

The most fundamental problem with such a voting system is that the entire election hinges on the cor-
rectness, robusimess, and security of the software within the voting terminal. Should that code have security-
relevant flaws, they might be exploitable either by unscrupulous voters or by malicious insiders. Such
insiders include election officials, the developers of the voting system, and the developers of the embedded
operating system on which the voting system runs. If any party introduces flaws into the voting system soft-
ware or takes advantage of pre-existing flaws, then the results of the election cannot be assured to accurately
reflect the votes legally cast by the voters.

Although there has been cryptographic research on electronic voting [13], and there are new approaches
such as [6], currently the most viable solution for securing electronic voting machines is to introduce a
“voter-verifiable audit trail” [10, 20]. A DRE system with a printer attachment, or even a traditional optical
scan system (¢.g., one where a voter fills in a printed bubble next to their chosen candidates), will satisfy
this requirement by having a piece of paper for voters to read and verify that their intent is correct reflected.
This paper is stored in ballot boxes and is considered to be the primary record of a voter’s intent. If, for



some reason, the printed paper has some kind of error, it is considered to be 2 “spoiled ballot” and can be
mechanically destroyed, giving the voter the chance to vote again. As a result, the correctness of any voting
software no longer matters; either a voting terminal prints correct ballots or it is taken out of service. If there
is any discrepancy in the vote tally, the paper ballots will be available to be recounted, either mechanicatly
or by hand. (A verifiable audit trail does not, by itself, address voter privacy concemns, ballot stuffing, or
numerous other attacks on elections.)

“CERTIFIED” DRE SYSTEMS. Many government entities have adopled paperless DRE systems without
appearing to have critically questioned the security claims made by the systems’ vendors. Until recently,
such systems have been dubiously “certified” for use without any public release of the analyses behind these
certifications, much less any release of the source code that might allow independent third parties to perform
their own analyses. Some vendors have claimed “security through obscurity” as a defense, despite the
security community’s universally held belief in the inadequacy of obscurity to provide meaningful protection
[18].

Indeed, the CVS source code repository for Diebold’s AccuVote-TS DRE voting systemn recently ap-
peared on the Internet. This appearance, announced by Bev Harris and discussed in her book, Black Box
Voting [14], gives us a unique opportunity to analyze a widely used, paperless DRE system and evaluate the
manufacturer’s security claims. Jones discusses the origins of this code in extensive detail [17]. Diebold’s
voting systems are in use in 37 slates, and they are the second largest and the fastest growing vendor of
electronic voting machines. We only inspected unencrypted source code, focusing on the AVTSCE, or
AccuVote-TS version 4, tree in the CVS repository [9]. This tree has entries dating from October 2000 and
culminates in an April 2002 snapshot of version 4.3.1 of the AccuVote-TS system. From the comments in
the CVS logs, the AccuVote-TS version 4 tree is an import of an earlier AccuTouch-CE tree. We did not
have source code to Diebold’s GEMS back-end election management system.

SUMMARY OF RESULTS. We discovered significant and wide-reaching security vulnerabilities in the version
of the AccuVote-TS voting terminal found in [9] (see Table 1). Most notably, voters can easily program their
own smartcards to simulate the behavior of valid smartcards used in the election. With such homebrew cards,
a voter can cast multiple ballots without leaving any trace. A voter can also perform actions that normally
require administrative privileges, including viewing partial results and terminating the election early. Similar
undesirable modifications could be made by malevolent poll workers (or janitorial staff} with access to the
voting terminals before the start of an election. Furthermore, the protocols used when the voting terminals
communicate with their home base, both to fetch election configuration information and to report final
election results, do not use cryptographic techniques to authenticate either end of the connection nor do they
check the integrity of the data in transit. Given that these voting terminals could potentially communicate
over insecure phone lines or even wireless Internet connections, even unsophisticated attackers can perform
untraceable “man-in-the-middle” attacks.

We considered both the specific ways that the code uses cryptographic techniques and the general soft-
ware engineering quality of its construction. Neither provides us with any confidence of the system’s cor-
rectness. Cryptography, when used at all, is used incorrectly. In many places where cryptography would
seem obvious and necessary, none is used. More generally, we see no evidence of disciplined software
engineering processes. Comments in the code and the revision change logs indicate the engineers were
aware of some areas in the system that needed improvement, though these comments only address specific
problems with the code and not with the design itself. We also saw no evidence of any change-control pro-
cess that might restrict a developer’s ability to insert arbitrary patches to the code. Absent such processes,
a malevolent developer could easily make changes to the code that would create vulnerabilities to be later
exploited on Election Day. We also note that the software is written entirely in C++. When programming
in a language like C++, which is not type-safe, programmers must exercise tight discipline to prevent their
programs from being vulnerable to buffer overflow attacks and other weaknesses. Indeed, buffer overflows



Figure [: A Diebold AccuVote-TS voting machine (photo from http://www.sos.state.ga.us/).

Note the smartcard reader in the lower-right hand corner.

caused real problems for AccuVote-TS systems in real elections.!

SUBSEQUENT WORK, Following the release of our results, the state of Maryland hired SAIC [27] and
RABA [24] and the state of Ohio hired Compuware [7] to perform independent analyses of Diebold’s
AccuVote-TS systems. These analyses not only support our findings, but show that many of the issues
we raise and attacks we identify still apply to recent versions of the AccuVote-TS system, and particularly
to the machines recently purchased by Maryland. These analyses also identified security problems with the
back-end GEMS server. Additionally, RABA's “red team” implemented some of our attacks in a mock elec-
tion setting; e.g., they modified smartcards so that a voter could vote more than once (Section 3.2 and [24,
page 16]) and they implemented our ballot reordering attack, thereby tricking voters to vote for the wrong
candidates (Section 4.2 and [24, pages 18 and 21]). Jones discusses these three reports in more detail [17].

2 System overview

The Diebold AccuVote-TS 4.3.1 system we analyzed [9], which was written in C++, was designed to run on
a Windows CE device, an example of which is shown in Figure 1. The code also compiles and runs (with
slightly different configurations) on regular Microsoft Windows machines, thus enabling us to verify that
the code represents a complete system. We shall refer to a device running the vote collection software as a
voting terminal.

"http://www.sccgov.org/sce/assets/docs/209815Keyboardht tachment - 200440211 . pdf (page 60 of
the report, page 61 of the PDF)
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Below we describe the process for setting up and running an election using the Diebold system. In some
cases, where election procedures and policies might vary or where we have insufficient information from
studying the code, we will state our assumptions. We note that, even in cases where election policies and
procedures might provide protection against design shortcomings, those policies and procedures depend on
poll workers who may not fully understand or be able to carry out their responsibilities. As a result, any
failure in the design of the voting system may very well be abused to compromise an election.

SETTING UP. Before an election takes place, one of the first things the election officials must do is specify the
political offices and issues to be decided by the voters along with the candidates and their party affiliations.
Variations on the ballot can be presented to voters based on their party affiliaions. We call this data a ballof
definition. In the Diebold system, a ballot definition is encoded as the file election. edb.

Prior to an election, the voting terminals must be configured and installed at each voting location. A
governmental entity using Diebold voting terminals has a variety of choices in how to distribute the ballot
definitions. They also may be distributed using removable media, such as floppy disks or storage cards,
or over a local network, the Internet, or a dial-up connection. The networked approach, if allowed under
the voting precinet’s processes, provides additional flexibility to the election administrator in the event of
last-minute changes to the ballot.

THE ELECTION. Once the voting terminal is initialized with the ballot definitions and the election begins,
voters are allowed to cast their votes. To get started, the voter must have a voter card. The voter card is a
memory card or smartcard; i.e., it is 2 credit-card sized plastic card with a computer chip on it that can store
data and, in the case of the smartcard, perform computation. Under the most common scenario, we assume
that the voting cards are given to voters at the voting site on election day.

The voter takes the voter card and inserts it into a smartcard reader attached to the voting terminal. The
terminal checks that the smartcard in its reader is a voter card and, if it is, presents a ballot to the voter on the
terminal screen. The actual balfot the voter sees may depend on the voter’s political party, which is encoded
on the voter card. If a ballot cannot be found for the voter’s party, the voter is given a nonpartisan ballot.
Such party-specific ballots are used, for example, in primaries.

At this point, the voter interacts with the voling terminal, touching the appropriate boxes on the screen
for his or her desired candidates. Headphones and keypads are available for visually-impaired voters to
privately interact with the terminal. Before the ballots are committed to storage in the terminal, the voter is
given a final chance to review his or her selections. If the voter confirms this, the vote is recorded on the
voting terminal and the voter card is “canceled.” This latter step is intended to prevent the voter from voting
again with the same card. After the voter finishes voting, the terminal is ready for another voter to use. The
voter returns his or her canceled card to the poll workers, who reprogram it for the next user.

REPORTING THE RESULTS. A poll worker ends the election process by inserting an administrator card
or an ender card (a special card that can only be used to end the election) into the voting terminal. Upon
detecting the presence of such a card (and, in the case of the administrator card, checking a PIN entered by
the card user), the poll worker is asked to confirm that the election is finished. If the poll worker agrees, then
the voting terminal enters the post-election stage. Election results are written to a removable flash memory
card and can also be transmitted electronically to the back-end server.

As we have only analyzed the code for the Diebold voting terminal, we do not know exactly how the
back-end server tabulates the final resuits it gathers from the individual terminals. Obviously, it collects all
the votes from the various voting terminals. We are unable to verify that there are checks to ensure, for
example, that there are no more votes collecied than people who are registered at or have entered any given
polling location.

DETAILED OVERVIEW OF THE CODE. The 4.3.1 snapshot of the AccuVote-TS tree [9] has 136 .h files
totaling 16414 lines and 120 . cpp files totaling 33195 lines, for a total of 256 files and 49609 lines of C++



code. While a full description of every module in the Diebold AccuVote-TS 4.3.1 system is beyond the
scope of this paper, we describe the bootstrapping process as well as the main state transitions that occur
within a Diebold system during an election, making explicit references to the relevant portions of the code.

The voting terminal is implemented in the directory BallotStation/, but uses libraries in the
supporting directories Ballot/, DES/, DiagMode/, Shared/, TSElection/, Utilities/, and
VoterCard/.

The method CBallotStationApp: :DoRun{) is the main loop for the voting terminal software.
The DoRun () method begins by invoking CBallotStationApp: : LoadRegistry (), which loads
information about the voting terminal from the registry (the registry keys are stored under HKEY LOCAL
MACHINE\Software\Global Election Systems\AccuVote-TS4). If the program fails to load
the registry information, it believes that it is uninitialized and therefore creates a new instance of the
CTSRegistryDlg class that asks the administrator to set up the machine for the first time. The adminis-
trator chooses, among other things, the COM port to use with the smartcard reader, the directory locations
to store files, and the polling location identifier. The CBallotStationApp: :DoRun {) method then
checks for the presence of a smartcard reader and, if none is found, gives the administrator the option to
interact with the CTSRegistryDlg again.

The DoRun () method ther enters a while loop that iterates until the software is shut down. The
first thing DoRun () does in this loop is check for the presence of some removable media on which to
store election results and ballot configurations (a floppy under Windows or a removable storage card on
a Windows CE device). It then tries to open the election configuration file election.edb. If it fails
to open the configuration file, the program enters the CTSElectionDoc: :ES_NOELECTION state and
invokes CBallotStationApp: : Download (), which creates an instance of CTransferElecDlgto
download the configuration file. To do the download, the terminal connects to a back-end server using either
the Internet or a dial-up connection. Subsequently, the program enters the CTSElectionDoc: :ES_
PREELECT state, invoking the CBallotStationApp: : PreElect {) method, which in turn creates
an instance of CPreElectDlg. The administrator can then decide to start the election, in which ¢ase
CPreElectDlg: :OnSetForElection () sets the state of the terminal to CTSElectionboc: :ES_
ELECTLION.

Returning to the while loop in CBallotStationfpp: :DoRun (), now that the machine is in the
state CTSElectionDoc: : ES_ELECTION, the DoRun{) method invokes CBallotStationApp: :
Election (), which creates an instance of CVoteDlg, When a card is inserted into the reader, the
application checks to see if the card is & voter card, administrator card, or ender card. If it is an ender
card, or if it is an administrator card and if the user enters the correct PIN, the CVoteDlg ends and the
user is asked whether he or she wishes to terminate the election and, if so, the state of the terminal is set
to CTSElectionDoc: :ES_POSTELECT. If the user entered a voter card, then DoVote {) is invoked
(here DoVote () is an actual function; it does not belong to any class). The DoVote {) function finds
the appropriate ballot for the user’s voter group or, if none exists, opens the nonpartisan ballot (recall that
the system is designed to support different ballots for different voters, as might occur in a primary party
election). It then creates an instance of CBallotDlg to display the ballot and collect the votes.

We recall that if, during the election process, someone inserted an administrator or ender card into the ter-
minal and chooses to end the election, the system would enter the CTSElectionDoc: : ES_POSTELECT
state. At this point the voting terminal would offer the ability to upload the election results to some back-end
server for final tabulation. The actual transfer of results is handled by the CTransferResultsDlg: :
OnTransfer () method.



3 Smartcards

While it is true that one can design secure systems around the use of smartcards, merely the use of smartcards
in a system does nof imply that the system is secure. The system must use the smartcards in an intelligent
and security-conscious way. Unfortunately, the Diebold system’s use of smartcards provides very little (if
any) additional security and, in fact, opens the system to several attacks.

3.1 Exploiting the lack of cryptography: Creating homebrew smartcards

Upon reviewing the Diebold code, we observed that the smartcards do not perform any cryptographic op-
erations. This, in and of itself, is an immediate red flag. One of the biggest advantages of smartcards over
classic magnetic-stripe cards is the smartcards’ ability to perform cryptographic operations internally, and
with physically protected keys. Because of a lack of cryptography, there is no secure authentication of the
smaritcard to the voting terminal. This means that nothing prevents an attacker from using his or her own
homebrew smartcard in a voting terminal. Cne might naturally wonder how easy it would be for an attacker
to make such a komebrew smartcard. First, we note that user-programmable smartcards and smartcard read-
ers are available commercially over the Intemet in small quantities and at reasonable prices. Second, an
attacker who knows the protocol spoken between voting terminals and legitimate smartcards could easily
implement a homebrew card that speaks the same protocol. We shall shortly consider how an attacker might
g0 about leaming the protocol if he or she does not know it a priori.

Once the adversary knows the protocol between the terminal and the smartcards, the only impediment
to the mass production of homebrew smartcards is that each voting terminal will make sure that the smart-
card has encoded in it the correct m_ElectionKey, m_VCenter, and m_DLVersion (see DoVote ()
in BallotStation/Vote.cpp). The m_ElectionKey and m DLVersion are likely the same
for all locations and, furthermore, for backward-compatibility purposes it is possible to use a card with
m_ElectionKey and m_DLVersion undefined. The m_VCenter value could be learned on a per-
location-basis by interacting with legitimate smartcards, from an insider, or from inferences based on the
m_VCenter values observed at other polling locations. In short, all the necessary information to create
homebrew counterfeit smartcards is readily available.

In the next subsections we consider attacks that an adversary could mount after creating homebrew
cards. We find the issues we uncovered to be particularly distressing as modern smartcard designs allow
cryptographic operations to be performed directly on the smartcard, making it possible to create systems
that are not as easily vulnerable to such security breaches.

REVERSE ENGINEERING THE SMARTCARD PROTOCOL. It turns out that adversaries, including regular
voters, who do not know a priori the protoco] between the smartcard and the terminal can “easily” learn
the protocol, thereby allowing them to produce homebrew voter cards. An adversary, such as a poll worker,
with the ability to interact with a legitimate administrator or ender card could also learn enough information
to produce homebrew administrator and ender cards (Section 3.3).

Let us consider several ways that an adversary could learn the protocol between voter cards and voting
terminals. After voting, instead of retuming the canceled card to the poll-worker, the adversary could
return a fake card that records how it is reprogrammed, and then dumps that information to a collaborating
attacker waiting in line to vote. Alternatively, the attacker could attach a “wiretap” device between the voting
terminal and a legitimate smartcard and observe the communicated messages. The parts for building such
a device are readily available and, depending on the setup at each voting location, might be unnoticed by
poll workers. An attacker might not even need to use a wiretap device: as a literal “person-in-the-middle”
attack, the adversary could begin by inserting 2 smartcard into the terminal that records the terminal’s first
message. The adversary would then leave the voting location, send that message to a real voter card that he
or she stole, and leam the real voter card’s response. The adversary’s conspirator could then show up at the



voting location and use the information gained in the first phase to learn the next round of messages in the
protocol, and so on. We comment again that these techniques work because the authentication process is
completely deterministic and lacks any sort of cryptography.

3.2 Casting multiple votes

In the Diebold system, a voter begins the voting process by inserting a smartcard into the voting terminal.
Upon checking that the card is “active,” the voting terminal collects the user’s vote and then deactivates the
user’s card; the deactivation actually occurs by rewriting the card’s type, which is stored as an 8-bit value
on the card, from VOTER_CARD (0x01) to CANCELED CARD (0x08). Since an adversary can make
perfectly valid smartcards, the adversary could bring a stack of active cards to the voting booth. Doing
so gives the adversary the ability to vote multiple imes. More simply, instead of bringing multiple cards
to the voting booth, the adversary could program a smartcard to ignore the voting terminal’s deactivation
command. Such an adversary could use one card to vote multiple times. Note here that the adversary could
be a regular voter, and not necessarily an election insider.

Will the adversary’s multiple-votes be detected by the voting system? To answer this question, we
must first consider what information is encoded on the voter cards on a per-voter basis. The only per-
voter information is a “voter serial number” (m_VotersSN in the CVoterInfo class). m_VotersSN is
only recorded by the voting terminal if the voter decides not to place a vote (as noted in the comments
in TSElection/Results. cpp, this field is recorded for uncounted votes for backward compatibility
reasons). It is important to note that if a voter decides to cancel his or her vote, the voter will have the
opportunity to vote again using that same card (and, after the vote has been cast, m_VoterSN will no
longer be recorded).

If we assume the number of collected votes becomes greater than the number of people who showed
up to vote, and if the polling locations keep accurate counts of the number of people who show up to vote,
then the back-end system, if designed properly, should be able to detect the existence of counterfeit votes.
However, because m_VotersSN is only stored for those who did not vote, there wilt be no way for the
tabulating system to distinguish the real votes from the counterfeit votes. This would cast serious doubt on
the validity of the election results. The solution proposed by one election official, to have everyone vote
again, does not seem like a viable solution.

3.3 Accessing administrator and poll worker functionality

As noted in Section 2, in addition to the voter cards that normal voters use when they vote, there are
also administrator cards and ender cards, which have special purposes in this system. The administra-
tor cards give the possessor the ability to access administrative functionality {the administrative dialog
BallotStation/AdminDlg. cpp), and both types of cards allow the possessor to end the election
(hence the term “ender card”).

Just as an adversary can manufacture his or her own voter cards, an adversary can manufacture his or her
own administrator and ender cards (administrator cards have an easily-circumventable PIN, which we will
discuss shortly). This attack is easiest if the attacker has knowledge of the Diebold code or can interact with
a legitimate administrator or ender card, since otherwise the attacker would not know what distinguishes an
administrator or ender card from a voter card. (The distinction is that, for a voter card m_CaxrdType is set
to 0x01, for an ender card the value is 0x02, and for an administrator card the value is 0x04.)

As one might expect, an adversary in possession of such illicit cards has further attack options against
the Diebold system. Using a homebrew administrator card, a poll worker, who might not otherwise have
access to the administrator functions of the Diebold system but who does have access to the voting machines
before and after the elections, could gain access to the administrator controls. If a malicious voter entered an
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administrator or ender card into the voting device instead of the normal voter card, then the voter would be
able to terminate the election and, if the card is an administrator card, gain access to additional administrative
controls.

The use of administrator or ender cards prior to the completion of the actual election represents an in-
teresting denial-of-service attack. Once “ended,” the voting terminal will no longer accept new voters (see
CVoteDlg: :OnCardIn () ) until the terminal is somehow reset. Such an attack, if mounted simultane-
ously by multiple people, could temporarily shut down a polling place. If a polling place is in a precinct
considered to favor one candidate over another, attacking that specific polling place could benefit the less-
favored candidate. Even if the poll workers were later able to resurrect the systems, the attack might succeed
in deterring a large number of potential voters from voting (e.g., if the attack was performed over the lunch
hour). If such an attack was mounted, one might think the attackers would be identified and caught. We note
that many governmental entities, e.g., California, do not require identification to be presented by voters. By
the time the poll workers realize that one of their voting terminals has been disabled, the perpetrator may
have long-since left the scene. Furthermore, the poll workers may not be computer savvy and might simply
think that all the machines crashed simultaneously.

CIRCUMVENTING THE ADMINISTRATOR PIN. In order to use {or create) an administrator card, the attacker
must know the PIN associated (or to be associated) with the card. Because the system’s use of smartcards
was poorly designed, an adversary could easily leam the necessary information, thereby circumventing any
security the PIN might have offered.

We first note that the PIN is sent from the smartcard to the terminal in cleartext. As a result, anyone
who knows the protocol and wishes to make their own administrator card could use any PIN of their choice.
Even if the attacker does not know the protocol but has access to an existing administrator card and wants
to make a copy, the adversary could guess the PIN in just a few trials if the adversary realizes that the PIN is
included as part of a short cleartext message sent from the card. More specifically, rather than try all 10000
possibilities for the PIN, the adversary could try all 4-byte consecutive substrings of the cleartext message.

4 Election configurations and election data

In election systems, protecting the integrity and privacy of critical data (e.g., votes, configurations, ballot
definitions) is undeniably important. We investigated how the Diebold system manipulates such data, and
found considerable problems. There are two main vectors for accessing and attacking the voting system’s
data: via physical access to the device storing the data, or via man-in-the-middle attacks as the data is
transported over some network. The latter assumes that the systems are connected to a network, which is
possible though may be precluded by election procedures in some jurisdictions. Attacks via physical access
to memory can be quite powerful, and can be mounted easily by insiders. The network attacks, which can
also be quite powerful, can also be mounted by insiders as well as sophisticated outsiders.

DATA STORAGE OVERVIEW. Each voting terminal has two distinct types of internal data storage. A main
(or system) storage area contains the terminal’s operating system, program executables, static data files such
as fonts, and system configuration information, as well as backup copies of dynamic data files such as the
voting records and audit logs. Each terminal also contains a removable flash memory storage device that is
used to store the primary copies of these dynamic data files. When the terminal is running a standard copy
of Windows (e.g., Windows 2000) the removable storage area is the first floppy drive; when the terminal is
nunning Windows CE, the removable storage area is a removable storage card. Storing the dynamic data on
two distinct devices is advantageous for both reliability and non-malleability: if either of the two storage
mediums fails, data can still be recovered from the copy, although reconciling differences between these
media may be difficult.

Unfortunately, in Windows CE, the existence of the removable storage device is not enforced properly.
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Unlike other versions of Windows, removable storage cards are mounted as subdirectories under CE. When
the voting software wants to know if a storage card is inserted, it simply checks to see if the Storage
Card subdirectory exists in the filesystem’s root directory. While this is the default name for a mounted
storage device, it is also a perfectly legitimate directory name for a directory in the main storage area. Thus,
if such a directory exists, the terminal can be fooled into using the same storage device for all of the data.?
This would reduce the amount of redundancy in the voting system and would increase the chances that a
hardware failure could cause recorded votes to be lost.

NETWORK OVERVIEW. The Diebold voting machines cannot work in isolation. They must be able to
both receive a ballot definition file as input and report voting results as output. As described in Section 2,
there are essentially two ways to load a voting terminal with an initial election configuration: via some
removable media, such as a flash memory card, or over a network connection. In the latter case, the voting
terminal could either be plugged directly into the Intemet, could be connected to an isolated local network,
or could use a dialup connection (the dial-up connection could be to a local ISP, or directly to the election
authority’s modem banks). Diebold apparently gives their customers a variety of configuration options;
electronic networks are not necessary for the operation of the system. After the election is over, election
results can be sent to a back-end post-processing server over the network (again, possibly through 2 dial-
up connection). When results are reported this way, it is not clear whether these network-reported results
become the official results, or just the preliminary results (the official results being computed after the
memory cards are removed from all the voling terminals and collected and tabulated at a central location).

We also observe that, even in jurisdictions where voting terminals are never connected to a network or
phone line, the physical transportation of the flash memory cards from the voting terminal to the central
tabulating system is really just a “sneaker net.” Such physical card transportation must be robust against
real-world analogies of network man-in-the-middle attacks. Any flaws in the policies and procedures used to
protect the chain of custody could lead to opportunities for these cards to be read or written by an adversary.
Consequently, even if no electronic computer network is used, we still view network attacks as critical in
the design of a voting system.

4.1 Tampering with the system configuration

The majority of the system configuration information for each terminal is stored in the Windows registry
under HKEY LOCAL_ MACHINE\Software\Global Election Systems\AccuVote-TS4 . This
includes both identification information such as the terminal’s serial number and meore traditional configu-
ration information stuch as the COM port to which the smartcard reader is attached. All of the configuration
information is stored in the clear, without any form of integrity protection. Thus, all an adversary must do is
modify the system registry to trick a given voting terminal into effectively impersonating any other voting
terminal. It is unclear how the tabulating authority would deal with results from two different voting termi-
nals with the same voting ID; at the very least, human intervention to resolve the conflict would probably be
required.

The Federal Election Commission draft standard [11] requires each terminal to keep track of the total
number of votes that have ever been cast on it — the “Protective Counter.” This counter is used to provide
yet another method for ensuring that the number of votes cast on each terminal is correct. However, as the
following code from Utilities/machine. cpp shows, the counter is simply stored as an integer in the
file system.bin in the terminal’s system directory (error handling code has been removed for clarity):

long GetProktectedCounter ()

2This situation can be easily comected by checking for the FILE_ATTRIBUTE.TEMPORARY attribute on the directory as de-
scribed inhittp: //medn.microsoft . com/library/en-us/wecefiles/htm/_wcesdk Accessing Files_on
Other Storage_Media.asp.
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DWORD protectedCounter = 0;

CString filename = ::GetSysbir();

filename += _T("system.bin");

CFile file;

file.Open(filename, CPile::modeRead | CFile::modeCreate | CFile::modeNoTruncate) ;
file.Read(&protectedCounter, sizeof {protectedCounter));

file.close(}:

return protectedCounter;

}

We believe that the Diebold system violates the FEC requirements by storing the protected counter in a
simple, mutable file. By modifying this counter, an adversary could cast doubt on an election by creating a
discrepancy between the number of votes cast on a given terminal and the number of votes that are tallied in
the election. While the current method of implementing the counter is totally insecure, even a cryptographic
checksum would not be encugh to protect the counter; an adversary with the ability to modify and view
the counter would still be able to roll it back to a previous state. In fact, the only solution that would work
would be to implement the protective counter in a tamper-resistant hardware token, but doing so would
require physical modifications to existing hardware.

4,2 Tampering with ballot definitions

The “ballot definition” for each election (election. edb) contains everything from the background color
of the screen and information about the candidates and issues on the ballot to the PPP username and pass-
word to use when reporting the results, if reporting the results over a dial-up connection. This data is neither
encrypted nor checksummed (cryptographically or otherwise).

If uninterrupted physical access is ever available to the voting terminal after the ballot definition has
been loaded, perhaps the night before an election, using a janitor’s master keys to the building, then it would
be possible for an adversary to tamper with the voting terminals’ ballot definition file or to even tamper with
the voting software itself. Protections such as physical locks or tamper-evident seals may somewhat allay
these concemns, but we would prefer designs that can be robust even against physical tampering.

On a potentially much larger scale, if the voting terminals download the ballot definition over a network
connection, then an adversary could tamper with the ballot definition file en-route from the back-end server
to the voting terminal; of course, additional poll-worker procedures could be put in place to check the
contents of the file after downloading, but we prefer a technological solution. With respect to modifying the
file as it is sent over a network, we point out that the adversary need not be an election insider; the adversary
could, for example, be someone working at the local ISP. If the adversary knows the structure of the ballot
definition, then the adversary can intercept and modify the ballot definition while it is being transmitted.
Even if the adversary does not know the precise structure of the ballot definition, many of the fields inside
are easy to identify and change, including the candidates’ names, which appear as plain ASCII text.

Because no cryptographic techniques are in place to guard the integrity of the ballot definition file, an
attacker could add, remove, or change issues on the ballot, and thereby confuse the result of the election.
In the system, different voters can be presented with different ballots depending on their party affiliations
(see CBallotRelSet: :Open(}, which adds different issues to the ballot depending on the voter’s m_
VGroupl and m_VGroup2 CVoterInfo fields). If an attacker changes the party affiliations of the
candidates, then he may succeed in forcing the voters to view and vote on erroneous ballots.® More subtle

3 As an example of what might happen if the party affiliations were lisled incorrectly, we note that, according to a news story at
http://www.gcon.com/voll9 no33d/newa/3307-1.html, in the 2000 New Mexico presidential election, over 65,000
votes were incarrecily counted because a worker aceidentally had the party affiliations wrong. (We are not claiming this worker
had malicious intent, nor are we implying that this error had an effect on the results of the election.)
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attacks are also possible. By simply changing the order of the candidates as they appear in the ballot
definition, the results file will change accordingly. However, the candidate information itself is not stored
in the results file, which merely tracks that candidate 1 got so many votes and candidate 2 got so many
other votes. If an attacker reordered the candidates on the ballot definition, voters would unwittingly cast
their ballots for the wrong candidate. Ballot reordering attacks would be particularly effective in polling
locations known to have more voters of one party than another. (In Section 4.3 and Section 4.5 we consider
other ways of tampering with the election results.}

4.3 Impersonating legitimate voting terminals

Consider voting terminals that are configured to upload voting totals to some back-end tabulating author-
ity after an election. An adversary able to pose as a legitimate voting terminal to the tabulating authority
could obviously cause {at least temporary) damage by reporting false vote counts to the tabulating sys-
tem. If the voting terminals use a normal Intemet connection, then an adversary with the ability to sniff
the connection of a legitimate terminal could learn enough information (e.g., the IP address of the back-
end server) o be able to impersonate a legitimate terminal. If the terminals use a dialup connection, then
the adversary would either need to be able to sniff a legitimate dialup connection to learn the appropriate
information (e.g., the dial-up PPP number, login, and password), or must gamer that information in an-
other way. The PPP phone number, username, password, and IP address of the back-end server are stored in
the registry HKEY LOCAIL MACHINE\Software\Global Election Systems\AccuVote-TS4\
TransferParams, thus making it easily accessible to an insider working at the polling station. By study-
ing the configuration of the ballot definition files, we learned that the definition files also store the terminal’s
voting center ID, PPP dial-in number, username, password and the TP address of the back-end server (these
are parsed into a CElect ionHeaderItemin TSElection\TSElectionObj . cpp). The ballot def-
inition files thus provide another vector for an adversary to leam almost all of the information necessary
to impersonate a real voting terminal over a dialup connection (the adversary would also have to create a
voting terminal ID, although the ID may or may not be checked for legitimacy by the back-end server).

4.4 Key management and other cryptographic issues with the vote and audit records

Unlike the other data stored on the voting terminal, both the vote records and the audit logs are encrypted
and checksummed before being written to the storage device. Unfortunately, neither the encrypting nor
the checksumming is done with established, secure techniques. This section summarizes the issues with
Diebold’s use of cryptography in protecting the vote records and audit logs, and then return to consequences
of Diebold’s poor choices in subsequent subsections. (Recall that we have already discussed the lack of
cryptography in other potions of the system.)

KEY MANAGEMENT. All of the data on a storage device is encrypted using a single, hardcoded DES [22]
key:

#define DESKEY ({des_key™*) "F2654hD4")

Note that this value is not a hex representation of a key, nor does it appear to be randomly generated. Instead,
the bytes in the string “F2654hD4" are fed directly into the DES key scheduler. It is well-known that hard-
coding keys into a program’s source code is a bad idea: if the same compiled program image is used on every
voting terminal, an attacker with access to the source code, or even to a single program image, could learn
the key and thus read and modify voting and auditing records. The case with the Diebold system is even
worse: from the CVS logs, we see this particular key has been used without change since December 1998,
when the CVS tree for AccuVote-TS version 3 began, and we assume that the key was in use much before
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that. Although Jones reports that the vendor may have been aware of the key management problems in their
code since at least 1997 [16, 17], our findings show that the design Alaw was never addressed. The SAIC
analysis of Diebold’s system [27] agrees that Diebold needs to redesign their cryptography architecture. The
most appropriate solution will likely involve the use of hardware cryptographic coprocessors.

{In 2 similar fashion, Diebold’s voter, administrator, and ender cards use a hardcoded 8-byte password
ED QA ED 02 ED 0A ED 0A (hexadecimal} to authenticate the voting terminals to the smartcards, transmitted
in cleartext. The smartcards are discussed in Section 3.)

“ENCRYPTION.” Even if proper key management were to be implemented, however, many problems would
still remain. First, DES keys can be recovered by brute force in a very short time period [12]. DES shouid
be replaced with either triple-DES [26] or, preferably, AES [8]. Second, DES is being used in CBC mode
which requires a random initialization vector to ensure its security. The implementation here always uses
zero for its IV. This is illustrated by the call to DesCBCEncrypt in TSElection/RecordFile. cpp;
since the second to last argument is NULL, DesCBCEncrypt will use the all-zero IV.

DesCBCEncrypt { (des_c_block*)tmp, (des_c_block*}record.m Data, totalSize,
DESKEY, NULL, DES_ENCRYPT); '

To correctly implement CBC mode, 2 source of “strong” random numbers must be used to generate a fresh
IV for each encryption [2]. Suitably strong random numbers can be derived from many different sources,
ranging from custom hardware to accumulated observations of user behavior.

“MESSAGE AUTHENTICATION.” Before being encrypted, a 16-bit cyelic redundancy check (CRC) of the
plaintext data is computed. This CRC is then stored along with the ciphertext in the file and verified when-
ever the data is decrypted and read. This process in handled by the ReadRecord and WriteRecord
functions in TSElection/RecordFile.cpp. Since the CRC is an unkeyed, public function, it does
not provide any meaningful integrity protection for the data. In fact, by storing it in an unencrypted form, the
purpose of encrypting the data in the first place (leaking no information about the contents of the plaintext)
isundermined. Standard industry practice would be to first encrypt the data to be stored and then to compute
a keyed cryptographic checksum (such as HMAC-SHAL1 [1]) of the ciphertext [3, 19]. This cryptographic
checksum could then be used to detect any tampering with the plaintext. Note also that each entry has a
timestamp, which can be used to detect reordering, although sequence numbers should also be added to
detect record deletion.

4.5 Tampering with election results and linking voters with their votes

A likely attack target are the voting records themselves. When stored on the device, the voting records are
“encrypted” as described in Section 4.4. If the votes are transmitted to a back-end authority over a network
connection, as appears to be the case in at least some areas, no cryptography is used: the votes are sent in
cleartext. In particular, CTransferResultsDlg: :OnTransfer () writes ballot results to an instance
of CDL2Archive, which then writes the votes in cleartext to a socket without any cryptographic checksum.
If the network connection is via a cable modem or a dedicated connection, then the adversary could be an
employee at the Iocal ISP. If the voting terminals use a dialup connection directly to the tabulating authority’s
network, then the risk of such an attack is less, although still not inconsequential. A sophisticated adversary,
e.g., an employee of the local phone company, could tap the phone line and intercept the communication.

TAMPERING WITH ELECTION RESULTS. In Section 4.2 we showed that an adversary could alter election
results by modifying ballot definition files, and in Section 4.3 we showed that an adversary could inject fake
votes to a back-end tabulating authority by impersonating a legitimate voting terminal. Here we suggest
another way to modify the election result: modify the voting records file stored on the device. Because
of the poor cryptography described in Section 4.4, an attacker with access to this file would be able to
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generate or change as many votes as he or she pleased. Furthermore, the adversary’s modified votes would
be indistinguishable from the true votes cast on the terminal. The attack described here is more advantageous
to an adversary than the attacks in Section 4.2 and Section 4.3 because it leaves no evidence that an attack
was ever mounted (whereas the attacks in Section 4.2 and Section 4.3 could be discovered but not necessarily
comrected as part of a post-election auditing phase).

If the votes are sent to the back-end authority over a network, then there is another vector for an adversary
to modify the election results. Specifically, an adversary with the ability to tamper with the channel could
introduce new votes or modify existing votes. Such an attacker could, for example, decrease one candidate’s
vote count by some number while increasing another’s candidate’s count by the same number. Of course,
to introduce controlled changes such as these to the votes, the attacker would benefit from some knowledge
of the structure of the protocol used between the terminals and the back-end server. This form of tampering
might later be detected by comparing the memory storage cards to data transmitted across the networks,
althongh the memory storage cards themselves might also be subject to tampering. (We briefly comment
that these network attacks could be largely circurnvented with the use of standard cryptographic tools, such
as SSL/TLS.)

LINKING VOTERS WITH THEIR VOTES. From analyzing the code, we learned that each vote is written
sequentially to the file recording the votes. This fact provides an easy mechanism for an attacker, such
as a poll worker with access to the voting records, to link voters with their votes. A poll worker could
surreplitiously track the order in which voters use the voting terminals. Later, in collaboration with other
attackers who might intercept the “encrypted™ voting records, the exact voting record of each voter could be
reconstructed. ’

If the results are transmitted over a network, as is the case in at least some jurisdictions, then physical
access to the voting results is not even necessary. Recall that, when transmitted over the network, the votes
are sent in unencrypted, cleartext form.

“RANDOMIZED” SERIAL NUMBERS. While the voter's identity is not stored with the votes, each vote is
given a serial number in order to “randomize” the votes after they are uploaded to the back-end tabulating
authority. As we noted above, randomizing the order of votes afier they are uploaded to the the tabulating
authority does not prevent the possibility of linking voters to their votes. Nevertheless, it appears that
the designers wanted to use a cryptographically secure pseudorandom number generator to generate serial
numbers for some post-processing purposes. Unfortunately, the pseudorandom number generator they chese
to use (a linear congruential generator) is not cryptographically secure. Moreover, the generator is seeded
with static information about the voting terminal and the election,

// LCG - Linear Conguential Generator - used to generate ballot agerial numbers
// A psuedo-random-sequence generator

{// (per Applied Cryptography, by Bruce Schneier, Wiley, 1396}

#define LCG_MULTIPLIER 1366

#define LCG_INCREMENTOR 150889

fidefine LCG_PERIOD 714025

atatic inline int lcgGenerator{int lastsSH])

{

return ::mod{{(lastSN * LCG MULTIPLIER) + LCG_INCREMENTOR), LCG_PERIOD) ;

}

It is interesting to note that the code’s authors apparently decided to use an linear congruential generator
because it appeared in Applied Cryptography [26] even though in the same work it is advised that such
generators should not be used for cryptographic purposes.
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4.6 Audit logs

Each entry in a plaintext audit log is simply a timestamped, informational text string. There appears to be no
clear pattern for what is logged and what is not. The whole audit log is encrypted using the insecure method
described in Section 4.4. An adversary with access to the audit log file could easily change its contents.

At the time that the logging occurs, the log can also be printed to an attached printer. If the printer is
unplugged, off, or malfunctioning, no record will be stored elsewhere to indicate that the failure occurred.
The following code from TSElection/Audit.cpp demonstrates that the designers failed to consider
these issues:

if (m_Print && print) {
CPrinter printer;
// If failed to open printer then just return.

CString name = ::8etPrinterPort{);
if (name.Find(_T("\\")} = -1}
name = GetParentDir (name) + _T("audit.log");
if {lprinter_Qpeniname, ::GetPrintReverse(), FALSE)}
: :TSMespageBox (_T("Failed to open printer for logging"));
elae {

[ do the printing ]
}
}

If the cable attaching the printer to the terminal is exposed, an attacker could create discrepancies between
the printed log and the log stored on the terminal by unplugging the printer (or, by simply cutting the cable).

4.7 Attacking the start of an election

Although good election processes would dictate installing the ballot definition files well before the start of
the election, we ¢an imagine scenarios in which the election officials must reinstall ballot files shortly before
the start of an election, and do not have time to distribute the definition files manually.?

One option for the election officials would be to download the files over the Internet. In addition fo the
problems we have outlined, we caution against relying on such an approach, as an adversary could mount
a traditional Internet denial-of-service attack against the election management’s server and thereby prevent
the voting terminals from acquiring their ballot definition files in time for the election. Even a general idea
of the range of Internet addresses used by the election administration would be sufficient for an attacker to
target a large-scale distributed denial of service (DDoS) attack.

Of course, we acknowledge that there are other ways to postpone the start of an election at a voting
location that do not depend on Internet DDoS attacks (c.g., flat tires for all poll workers for a given precinct,
or other acts of real-world vandalism). Unlike such traditional attacks, however, (1) the network-based attack
is relatively easy for anyone with knowledge of the election system’s network topology to accomplish; (2)
this attack can be performed on a very large scale, as the central distribution point(s) for ballot definitions
becomes an effective single point of failure; and (3) the attacker can be physically located anywhere in
the Internet-connected world, complicating efforts to apprehend the attacker. Snch attacks could prevent or
delay the start of an election at all voting locations in a state. We note that this attack is not restricted to the
systern we analyzed; it is applicable to any system that downloads its ballot definition files using the Internet
or otherwise relies upen the Internet.

“In recent elections, we have seen cases where politicians passed away or withdrew from the race very close Lo the election day.
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5 Software engineering

When creating a secure system, getting the design right is only part of the battle. The design must then be
securely implemented. We now examine the coding practices and implementation style used to create the
voting system. This type of analysis can offer insights into future versions of the code. For example, if a
current implementation has followed good implementation practices but is simply incomplete, one wouid be
more inclined to believe that future, more complete versions of the code would be of a similar high quality.
Of course, the opposite is also true, perhaps even more so: it is very difficult to produce a secure system by
building on an insecure foundation.

Of course, reading the source code to a product gives only an incomplete view into the actions and
intentions of the developers who created that code. Regardless, we can see the overall software design, we
can read the comments in the code, and, thanks to the CVS repository, we can even look at earlier versions
of the code and read the developers’ commentary as they committed their changes to the archive.

5.1 Code legacy

Inside cvs . tar we found multiple CVS archives. Two of the archives, AccuTouch and AVTSCE, im-
plement full voting terminals. The AccuTouch code, corresponding to AccuVote-TS version 3, dates from
December [998 to August 2001 and is copyrighted by “Global Election Systems, Inc.,” while the AVTSCE
code, corresponding to the AccuVote-TS version 4 system, dates from October 2000 to April 2002 and is
copyrighted by “Diebold Election Systems, Inc.” (Diebold acquired Global Election Systems in September
2001.%) Although the AccuTouch tree is not an immediate ancestor of the AVTSCE tree (from the CVS
logs, the AVTSCE tree is actually an import of another AccuTouch-CE iree that we do not have), the
AccuTouch and AVTSCE trees are related, sharing a similar overall design and a few identical files. From
the cornments, some of the code, such as the functions to compute CRCs and DES, date back to 1996 and
a company later acquired by Global Election Systems called “I-Mark Systems.” We have already remarked
{Section 4.4) that the same DES key has been hardcoded into the system since at least the beginning of the
AccuTouch tree.

5.2 Coding style

While the system is implemented in an unsafe language® (C++), the code reflects an awareness of avoiding
such common hazards as buffer overflows. Most string operations already use their safe cquivalents, and
there are comments, ¢.g., should really use _snprintf, reminding the developers to change oth-
ers. While we are not prepared to claim that there are no exploitable buffer overflows in the current code,
there are at the very least no glaringly obvious ones. Of course, a better solution would have heen to write
the entire system in a safe language, such as Java or Cyclone [15]. In such a language we would be able
to prove that large classes of attacks, including buffer overflows and type-confusion attacks, are impossible
assuming a correct implementation of the compiler and runtime system.

QOverall, the code is rather unevenly commented. While most files have a description of their over-
all function, the meanings of individual functions, their arguments, and the algorithms within are more
often than not undocumented. An example of a complex and completely undocumented function is the
CBallotRelSet : : Open function from TSElection/TSElectionSet . cpp as shown in Figure 2.
This block of code contains two nested loops, four complex conditionals, and five debugging assertions, but
ne cormmnents that explain its purpose. Ascertaining the meaning of even a small part of this code is a huge
undertaking. For example, what does it mean for vgroup->KeyId () == -1? That the ID is simply

Shttp://dallas.bizjournala.com/dallas/atories/2001/09/10/daily2. html
6Here we mean language safety in the technical sense: no primitive operation in any program ever misinterprets data.
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void CAallotRalSet: :Open(conot CDlotrlecs diotrict, conat CRapeunit* bansunik,
conat CVGroup* vgroupl, connt CVGroup* vgroupi)
{

ASOERT{m_pDH L= MLULL);
ASSERT{m_pDA->InOpenl() } s
ASSERT{GntSize (} w== O1;
ASSERT{digtrict I= NULL);
ASIERT{basounit I= NULL);

Lt (distrlet->KeyId{) == -1) [
Opon (baneunic, vgroupli:
} oloe |
conot CDiotrictItem* phipericeltem a m_pOB->Plnd(+tdigtrlice) s
it (pDimerlctItem J= NULL} |
conat CAagaunltEeyTeblel boocunltTable = pDletricticem-»m BareunitKeyTable:
int count = bascunitTable. GetSizel):
for (Int 1 = 0; 4 < eount; Lee} |
conet O ite curb it =} itTable.GachAL (i) ;
1f {bapeunlt->KeyId{} == -1 {| *baseunit == curBapeunit} |
connt CBallotRelatlonshipItem® pBalRalltem = MULLy
whila ({pPalApclItpm = o pOR->FIndYoetBalfol [curBagounlt, pEalRalIce=})){
if {lvgroupl || vogroupl-»FeyId(] == -1 ||
(*vgroupl == pBalRelItem-xm VOrowpi && Ivgroupz) ||
(varoupl L& *vgroupd == pRAlRolItem-»>z VOroupl &k
*vgToupl == pEAlRelIten-»>m VGroupl))
Add (pBalRelIten) )

;
1

o_Curlndex = O;
m_Open = THADEf

Figure 2: The function CBallotRelSet: :Open function from
TSElection/TSElectionSet . cpp. This complex function is completely undocumented.

undefined? Or perhaps that the group should be ignored? Such poorly documented code impairs the ability
of both internal developers and external security evaluator to assess whether the code is functioning properly
or might lead to a security issue.

5.3 Coding process

An important point to consider is how code is added to the system. From the project’s CVS logs, we can see
that most recent code updates are in response to specific bugs that needed to be fixed. There are, however,
no references to tracking numbers from a bug database or any other indication that such fixes have been
vetted through any change-control process. Indeed, each of the programmers’ seem to have completely
autonomous authority to commit to any module in the project. The only evidence that we have found that
the code undergoes any sort of review comes from a single log comment: “Modify code to avoid muitiple
exit points to meet Wyle requirements.” This refers to Wyle Labs, one of the independent testing authorities
charged with certifying that voting machines have met FEC guidelines.

Virtually any serious software engineering endeavor will have extensive design documents that specify
how the system functions, with detailed descriptions of all aspects of the system, ranging from the user
interfaces through the algorithms and software architecture used at a low level. We found no such documents
in the CV§ archive, and we also found no references to any such documents in the source code, despite
references to algorithms textbooks and other external sources.

There are also pieces of the voting system that come from third parties. Most obviously, a flaw in the
operating system, Windows CE, could expose the system to attack since the OS controls memory manage-

TThrough web searches, we have matched each programmer’s CVS user names with their likely identities and so can conclude
that they are nat group accounts.
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ment and all of the device’s /O needs. In addition, an audio library called fmod is used.® While the source
to fmod is available with commercial licenses, unless this code is fully audited it might contain a backdoor
or an exploitable buffer overflow. Since both the operating system and finod can access the memory of the
voting program, both must be considered part of the trusted computing base (TCB) as a security vulnera-
bility in either could compromise the security of the voting program itself. The voting terminal’s hardware
boot instructions should likewise be considered part of the TCB.

Due to the lack of comments, the legacy nature of the code, and the use of third-party code and operating
systems, we believe that any sort of comprehensive, top-to-bottom code review would be nearly impossible.
Not only does this increase the chances that bugs exist in the code, but it also implies that any of the coders
could insert a2 malicious backdoor into the system without necessarily being caught. The current design
deficiencies provide enough other attack vectors, however, that such an explicit backdoor is not required to
successfully attack the system. Regardless, even if the design problems are eventually rectified, the problems
with the coding process may well remain intact.

Since the Initial version of this paper was made available on the Internet, Diebold has apparently “de-
veloped, documented, and implemented a change control process” [27]. The details of this revised process
have not been made available to the public, so we are unable to comment on their effectiveness.

5.4 Code completeness and correctness

While the code we studied implements a full system, the implementors have included extensive comments on
the changes that would be necessary before the system should be considered complete. It is unclear whether
the programmers actually intended to go back and remedy all of these issues as many of the comments
existed, unchanged, for months, while other modifications took place around them. Of course, while the
AVTSCE code we examined appears to have been the current codebase in April 2002, we know nothing
about subsequent changes to the code. (Modification dates and locations are easily visible from the CVS
logs.) These comments come in a number of varieties. For illustrative purposes, we have chosen to show a
few such comments from the subsystem that plays audio prompts to visually-impaired voters.

* Notes on code reorganization:
/* Okay, I don't like this one bit. Its really tough to tell where m.AudicPlayer
should live. [...] A reorganization might be in order here. */

e Notes on parts of code that need cleaning up:
/* This is a bit of a back for now. [...] cCalling from the timer measage
appears to work. Solution is to always do a 1lms wait between audio clips. +/

& Notes on bugs that need fixing:

/* need to work on exception *caused by audio*. I think they will currently
result in double-fault. */

There are, however, no comments that would suggest that the design will radically change from a security
perspective. None of the security issues that have been discussed in this paper are pointed out or marked for
correction. In fact, the only evidence at all that a redesign might at one point have been considered comes
from outside the code: the Crypto++ library® is included in another CVS archive in cvs . tar. However,
the library was added in September 2000, before the start of the AVTSCE AccuVote-TS version 4 tree, and
appears to have never been used. (The subsequent SAIC [27] and RABA [24] analyses report that many
of the problems we identify are still applicable to recent versions of the AccuVote-TS system, implying

8http://www.fmod.org/
9htl:p://www.eskimo.com/"weidai/cryptlib.html
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that, at least up to the version that SAIC and RABA analyzed, there has not been any radical change to the
AccuVote-TS system.)

6 Conclusions

Using publicly available source code, we performed an analysis of the April 2002 snapshot of Diebold’s
AccuVote-TS 4.3.1 electronic voting system. We found significant security flaws: voters can trivially cast
multiple ballots with no built-in traceability, administrative functions can be performed by regular voters,
and the threats posed by insiders such as poll workers, software developers, and janitors is even greater.
Based on our analysis of the development environment, including change logs and comments, we believe
that an appropriate level of programming discipline for a project such as this was not maintained. In fact,
there appears to have been little quality control in the process.

For quite some time, voting equipment vendors have maintained that their systems are secure, and that
the closed-source nature makes them even more secure. Our glimpse into the code of such a system reveals
that there is little difference in the way code is developed for voting machines relative to other commercial
endeavors. In fact, we believe that an open process would result in more careful development, as more
scientists, software engineers, political activists, and others who value their democracy would be paying
attention to the quality of the software that is used for their elections. {Of course, open source would not
solve all of the problems with electronic elections. It is still important to verify somehow that the binary
program images running in the machine correspond to the source code and that the compilers used on the
source code are non-malicious. However, open source is a good start.) Such open design processes have
proven successful in projects ranging from very focused efforts, such as specifying the Advanced Encryption
Standard {AES) [23], through very large and complex systems such as maintaining the Linux operating
system. Australia is currently using an open source voting system’®,

Altematively, security models such as the voter-verified audit trail allow for electronic voting systems
that produce a paper trail that can be seen and verified by a voter. In such a system, the correctness burden
on the voting terminal’s code is significantly less as voters can see and verify a physical object that describes
their vote. Even if, for whatever reason, the machines cannot name the winner of an election, then the paper
ballots can be recounted, either mechanically or manually, to gain progressively more accurate election
results. Voter-verifiable audit trails are required in some U.S. states, and major DRE vendors have made
public statements that they would support such features if their customers required it. The EVM project!! is
an ambitious attempt to create an open-source voting system with a voter-verifiable audit trail — a laudable
goal.

The model where individual vendors write proprietary code to run our elections appears to be unreliable,
and if we do not change the process of designing our voting systems, we will have no confidence that our
election results will reflect the will of the electorate. We owe it to ourselves and to our future to have robust,
well-designed election systems to preserve the bedrock of our democracy.
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The Diebold TSx with AccuView is Prematurely on the Agenda

The Procedures for approval of a voting system require a
complete Application to be submitted before examination may begin.
This was not done. According to the Executive Summary Addendum
written June 7 all the required reports have not been received.

The staff's June 6 report (p.6) claims that GEMS 1.18.22
has completed federal qualification testing to 2002 Voting System
Standards. They even have claimed to have the reports on file. Yet
Mr. Freeman’s June 7 report (p.4) states that the final test reports
for GEMS version 1.18.22 have not been received from either the
hardwaré or software ITAs. Mr. Freeman even concludes his
summary by making his recommendations conditional "pending
receipt of the ITA reports”. This is the same sequence of events that
occurred in October and November 2003 when Diebold kept
promising the reports and qualification numbers would shortly be
issued. Even the elections staff themseives assured the VSP panel
that everything was qualified and the number would be issued at any
moment. Nearly two years later and the same tactics are still being
utilized to get a system California approved.

As of June 15, NASED reports that GEMS 1.18.22 has not been
qualified to 2002 Voting System Standards. in fact, every Diebold
voting system with a NASED Qualification Number is only qualified to
1990 Voting System Standards.

Additionally, as part of the requirements, the Final Draft.
Procedures are required to be submitted 45 days prior to the VSP

hearing. That was not done.



Does the Elections Division ignore the requirement for a
complete application before starting the examination process for all
vendors, or just some? After Diebold’s behavior the last time they
tried to push through the certification process without having met all
the requirements, | would think the Elections Division would be more
cautious with Diebold’s assurances.

This agenda item should not be considered for certification
because it is premature according to the requirements of the
Secretary’s Procedures. The examination should start after the
application is complete, and the hearing should not occur until after

the other requirements are met.



OBJECTIONS TO DEIBOLD GEMS 1.18.22/AV-TSX 4.6.1 VOTING
SYSTEM with The AccuView Printer Module

AVVPAT Issues

1. Printed on Thermal Paper
Limited Shelf life, will not meet 22 month ballot storage Requirements
Qver sensitive to heat- can be damaged by improper storage and transportation
Hot conditions, inside trucks, can damage paper and compromise its integrity
Readability 1ssue, Thermal printing is hard to read on the first day, gets worse each
successive day

2. Size of AVVPAT- this is so small, that a magnifying glass is necessary,

Voters deserve better that a gas station sized and quality type of Voter Verified
Paper Audit Trail . :

Excessively small size of AVVPAT is inherently non-conducive to access and use. it
creates an immediate obstacle to its use and intended purpose. Instead of being
user friendly, it becomes user avoidance and is a direct hindrance to the entire
concept of AVVPAT.

3. Size of AVVPAT must be of normal size equal to the traditional size of a traditional
ballot, which provides ease of use and a normalization standard and level of
familiarity to All voters

4. Voters deserve more than a flimsy, unreadable gas station receipt to verify their
Voting Choices

5. Use of a magnifying glass to verify the voters choices on the Diebold AVVPAT
This is an insult to each and every voter and to the American Voting Process

6. Failure of the Magnifying Glass to display the bottom lines of the ballot image.
This is unacceptable, to the voter and to Democracy

7. Size of the AVVPAT-since less than perfect 20-20 Eyesight is quite prevalent

within the general population, this small size is difficult, if not impossible to read,

making the entire concept of any AVVPAT sized smaller than a normal, traditional

ballot totally unacceptable. This size is prejudicial and discriminates against a

significant number of voting citizens with a common form of a physical disability.

AVVPAT must be printed on traditional ballot sized paper by an ink jet printer.

The take up reel and operational functions of the paper tape AVVPAT are not fully

functional and are predisposed to failure and breakdown when used in the day long

voting process.

10. If a Form of AVVPAT is unusable, inaccessible, and unreadable by a significant
percentage of the voting population, it is a failure as bging “Voter Verified" and
“Auditable” M aal_ DO OY PR 1V Lu«Euo

11.Violation and Imposition of Section 19214.5 of the California Election Code

Due to Diebold's violation of Subsection (a)-by their fraudulent sale of claimed

Federal qualification status and their sale and use by 17 California counties of said

Fraudulently uncerified and switched software, we demand that ANY Diebold

equipment NOT be certified for use in Califomnia, and further more that as per

Subsection {3} be prohibited from doing business in California for 3 years.

©




Petition to the California Secretary of State

Page 1 of 1

Petition to the California Secretary of State

As Diebold has misled the State of Califorma many times in the past and has provided uncertified
software for use in elections, and as the use of Diebold equipment has disenfranchised voters by forcing
late opening of polls in the March, 2004 election, and as Diebold's proposed paper trail is costly,
unsuitable for recounts, and does not protect the confidentiality of the voters because it preserves the

order in which ballots were cast,

Be it resolved that in order to protect the integrity of elections in California, restore citizen confidence in
the electoral system, and provide transparency to the electoral system, the Secretary of State must not
certify Diebold Election Systems for use in California. Further, as authorized by section 192104.5 (a) (3}
of the California Elections Code, the Secretary of State must ban Diebold from doing any elections-
related business in the state for three years.

In addition, counties with existing Diebold equipment should evaluate alternatives for compliance with
the Help America Vote Act of 2002 and the California Elections Code rather than solely negotiating

upgrades to existing Diebold systems.
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For more information, or to sign on-line, and for how to help, go to http://election-reform.us/

Bring printed petitions to the VSPP hearing or return petitions to:

Jerry Berkman
3136 Eton Avenue
Berkeley, California 94705

http://election-reform.us/petition pr.html

6/9/2005



Office of the Secretary of State
Clean Voting System
16 June 05

Having voted since 1960 and knowing the
exit polls are always reliable, I knew instantly
when the exit polls in the 2004 general
election did not match the black box
tabulation that something was very wrong-.

This became increasingly apparent as time
went on and there was absolutely no logical
explanation: The huge discrepancies were
in the “black box tabulation”.

There is not a breathing American who can
call himself a true American without
insisting on a clean and fair election.

That has not happened in the last two
general elections.

We need to make this voting system CLEAN
NOW because our representative democracy
is already in trouble.

Jerxyy Ann Campbell
California registere},voter

51 9, C T



THE CASE FOR FRAUD IN THE 2004 ELECTION
David Benavides, 18 May 2005

The single most important issue of our times is the question of vote fraud. This essay
demonstrates beyond any reasonable doubt that something went terribly wrong in
the November 2, 2004 Presidential election. Whether you accept or reject the fraud
thesis, you are compelled to review the evidence if you take our democracy
seriously. Given that the mainstream media refuses to discuss the fraud possibility,
not only is the “right of the people to choose their representatives” under attack but
the second pillar of democracy, “freedom of the press” appears to be under siege.

PART I

WE NO LONGER LIVE IN A DEMOCRACY

The United States of America lost its claim to being a democracy with the 2000
election of George W. Bush.

The official story put cut by the mass media points to a close election in Florida
where Bush beat Gore by a couple of hundred votes. The Florida Supreme Court
ordered a recount, but the U.S. Supreme Court over-ruled Florida, handing Bush a
victory. Two dissenting U.S. Supreme Court Justices, John Paul Stevens and Ruth
Bader Ginsburg, stated that the highest conrt in the land had “no legal basis” for
intervening in the election since election processes are managed by each state
according to the United States Constitution. Even if we accept the “the close vote
story”, the election of GWB was illegal.

The real story is that Governor Jeb Bush and Florida Secretary of State Katherine
Harris hired ChoicePoint, a private company, to remove the names of 100,000
Florida voters from the rolls, predominately in minority areas in Miami-Dade
county, who would have voted sixty percent for Gore. In short, Gore would have
beaten Bush easily by 20,000 votes.

This act of treason by Republicans in fixing the 2000 election was surpassed by the
complicity of the Democratic Party: not one Senator joined the Black Congressional
caucus in protesting Florida’s electoral votes during the January 2001 certification
process. This was the real shame of the USA: the Party of the people sold out and
refused to fight for democracy!

Democratic weakness emboldened the Republicans who set out to fix the 2004
election, projecting their domination for another four years both in the House and
Senate. The trick was to use the Florida vote-counting fiasco as an excuse to move to
electronic voting throughout the USA. Republicans achieved their goal when sixty
five percent of the 160 million votes on November 2, 2004 were counted on
electronic machines throughout the USA with half of these being “paperless” direct



electronic recording, voting machines (DREs) without any possibility of doing a
recount. To underscore their intentions, Jeb Bush stated before the election: “There
will be no recount in Florida.

The proof for the fixing of the 2004 election is ample and extensive. It can be found
throughout the internet websites. One of the best is Gary Beckwith’s
http://election.solarbus.org/ . There you will find several major scientific studies by
leading scholars which demonstrate beyond any reasonable doubt that Bush did
NOT win the electoral vote {e.g. he did NOT win Ohio and Florida) or the popular
vote. The Executive Summary of the definitive report, “Response to the Report
Evaluation of Edison/Mitofsky Election System 2004, by the US Count Votes’
National Election Data Archive Project is located at

http://electionarchive.org/ucvAnalysis/US/Exit Polls_summary.pdf. It can be

paraphrased as follows:

1- The weighted national exit poll, conducted by Edison/Mitofsky, predicted
Kerry to win the popular vote by 3 % but the official vote count had Bush
winning by 2.5 %. This discrepancy of 5.5 % is the largest in the poll’s
history, representing 5 million less votes for Kerry and 3 million excess votes
for Bush: a total of 8 million stolen votes.

2- Seven of fifty states (DE;MN;NH;NY;VT;SC;PA) have t values less than — 2.7,
meaning that each of their discrepancies had less than 1 % probability of
occurring by chance. The probability that 7 of 50 states should be so skewed
is less than 1 in 10 million:
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This means that random error must be ruled out as an explanation for the
difference between election results and exit polls. Only two other possibilities
remain: bias in the exit polling process or a systematic stealing of votes from
Kerry and their transfer to Bush. For the bar graphs to be this far away from
zero in the normal bell curve means that something was way off -either the
exit polls or the official vote count. Edison/Mitofsky International agreed that
something was definitely wrong and stated it was their own nationwide exit
polls.

3- Edison/Mitofsky concoct a story that Bush voters were “shy/reluctant to
answer the pollsters” and therefore, there was a systematic bias in the
polling process since, within the 70,000 nationwide respondents, Kerry voters
were over-sampled. The US Count Votfes study demonstrates that
Edison/Mitosky’s own polling data does not and cannot support this
fabrication. In fact, the Edison/Mitosky data supports the opposite
conclusion: (1) response to exit polls were slightly higher in Republican
precincts compared to Democratic precincts and (2) exit poll discrepancies
are highest where Bush voters predominated.

4- The Edison/Mitosky exit poll underscores a systematic bias in the official
vote count. The corruption of the vote counting process overwhelmingly
favored Bush: in 40 of the 50 states the exit polls showed Kerry winning but
the vote count was fixed by the machines (not the voters) to favor Bush.

5- Given the above scientific evidence and the fact that Edison/Mitesky has
refused to release all their raw exit poll data, the 2004 Presidential election
merits a full investigation and exhaustive recount in the key swing states
such as Florida and Ohio.

The full US Count Votes report can be found at:
http://electionarchive org/ucvAnalysis/lUS/Exit_Polls_ 2004 Edison-Mitofsky.pdf

The May 17, 2005 up-date can be found at:
hitp://uscountvotes.org/ucvAnalysis/US/exit-polls/USCV _exit_poll simulations.pdf

An easy to read companion article, “A Corrupted Election: Despite what you may

have heard, the exit polls were right” (Steve Freeman and Josh Mitteldorf, In These
Times, February 15, 2005) can be found at:

http:{fwww.inthesetimes.com/site/main/print/1970/

The results in New York State, which did not use electronic voting machines,
demonstrate that Kerry beat Bush by a landside: S8 percent to 40 percent. People
exaggerate by saying that New York is radically different from the other 49 states.
The facts are that New York has a Republican Governor and rural New York is
strongly Republican. If you want to compensate for New York’s differences: cut the



18 percentage point difference in half or again into guarters—the result is still a
landslide in favor of Kerry.

The vast majority of the voters had no confidence in the election process. Just prior
to November's election, a CBS/NYT poll indicated that only 35% of registered
voters had full confidence that their votes would be counted properly. That leaves
around 100 million people who had only partial, little, or no confidence in America's
election process.

Those who deny that the 2000 and 2004 elections were fixed are fooling themselves.
The sad truth is that the people in the USA have come to accept and participate in
what is “a culture of lies”. The mass media promotes the “culture of lies” with false
advertising, exaggerated “reality” shows, selling the Iraq War and covering its
human horror up by hiding the massive destruction of civilian populations. We now
live in George Orwell’s 1984 where Big Brother (the Government and Corporate
Media) tell the Big Lie, The story about the 2004 election fits this description.

PART II

HOW THE CORPORATE. MEDIA SOLD US THE BUSH VICTORY

The mass media went far beyond brainwashing during the 2004 election. ABC, AP
(Associated Press), CBS, CNN, Fox, and NBC created the National Election Pool
(NEP) to provide tabulated vote counts and exit poll surveys. These organizations
appointed Edison Media Research and Mitofsky International as the sole provider
of exit polls. The AP collected the vote tallies.

The early CNN/Mitofsky exit pells indicated a Kerry victory in Florida, Ohio, and
enough additional states to give Kerry a winning 300+ Electoral College total. The
popular vote was projected to be a Kerry win with an exact reversal of Bush's
"official” margin: 51%-48%. These projections of a Kerry win were duplicated by
the final Zogby poll. Zogby International is a key polling organization.

On election night Kerry was ahead but by early morning Bush was ahead,
representing a dramatic shift in the data base. The Exit Polls were contaminated by
the Associated Press vote tallies which were fed to the networks. The AP purposely
and knowingly mixed the election results from the manipulated electronic machines
with the exit poll data (remember exit polls are NOT election results!) in the early
hours of November 3, to "force" the exit polls to match the fraudulent election
results. Of course, by "contaminating" the exit polls in this manner, they were NO
LONGER exit polls but fraudulent results.

Both the New York Times and the MIT/Caltech election analysis team lied to the
public by reporting that the earlier exit polls showing Kerry as the

winner represented "too small a sample” and an "over-sampling" of Democrats to
explain the change in the "exit polls” between 1 to 1:41 AM on November 3. They



have not apologized for this manipulation of public opinion based on unverified
voting data and their bias against the possibility of election fraud.

This is the fundamental reason why the corporate media and press have imposed a
news BLACKOUT on reporting election fraud: these companies have knowingly
participated in the fraud process through the manipulation of election data. Al the
major media pronounced Bush the “winner”. Ail have a vested interest in
maintaining the myth of Bush's re-election! All used the same corrupted vote count
data base.

The fundamental questions which the mass media refuses to answer, proving its
complicity in fixing the 2004 election, are these:

1- Why was the raw Election Results data mixed with the Exit Poll data in the early
hours of November 37 What purpose did this serve? How can it be justified?

2- Why was no step taken or question raised to audit the vote counting procedures
and systems in order to find out why there was a discrepancy between the Exit Polls
and the Election Results? What justified the assumption that the Exit Polls were
wrong and the Election Results right?

3- Given these major discrepancies between Exit Polls and Results, as well as
thousands of reports around the nation about voting anomalies, especially in Ohio,
why was there a rush to declare Bush the winner without any further analysis?

4- Why has the Media (broadcast and written) been virtually silent on the events
above; the Conyers Report http://truthout.org/Conyersreport.pdf.; the fact
that 31 members of the House of Representatives and Senator Barbara Boxer
refused to certify Ohio’s 20 electoral votes on January 6,2005; the manipulated
recount in Ohio; and the major statistical reports which indicate that Kerry won?

To determine who won the 2004 election all the votes in Ohio and Florida must be
hand recounted. Of the 67 Florida counties, 52 used Optical Scan machines which
have paper ballots which can be recounted. But 15 counties in the southern part of
Florida used DREs, so there cannot be a recount. However, thousands of votes in
these counties, including absentee votes were lost and not counted. Given these facts,
a special election in the 15 Florida DRE counties is justified and should be conducted
on Optical Scan voting machines which produce paper trails that could be sampled
dfter the vote to check the electronic outcome. THESE ARE THE MOST POPULOUS
COUNTIES IN THE STATE OF FLORIDA. Of the 88 counties in Ohio, only three
(which were among the 10 most populous counties) used DREs. Therefore it is
possible to recount the vast majority of Ohio’s votes plus the 8,000 provisional
ballots and the 93,000 “spoiled ballots” which had “no vote for president”. If this is
to be a real democracy, the votes must be recounted in Florida and Ohio!

PART III



WHATIS TO BE DONE?
INVADE WASHINGTON, D.C, AND SET UP DEMOCRACY CITY

People need to take action. Otherwise they will die from depression and repression.
By now it must be apparent what Bush represents:

1- The elimination of Social Security.

2- The impoverishment of the middle classes.

3- The privatization of the public school system.

4- The transfer of wealth to the rich and super-rich.

5- Imperial wars to hold or capture oil reserves and markets.

6- The termination of labor unions and workers’ pensions.

7- The destruction of any opposition through the use of “national security”
mechanisms and laws to suppress dissent.

Bush represents a Plutocratic, Corporatist State, which benefits the rich and cloaks
itself in religious morality when, in fact, it is one of the most immoral governments
which the USA has ever had. People in every Federal bureaucracy are forced to lie
and participate in the manipulation of information. The campaign to privatize
Social Security is but one example. Before that, there was false Medicare costs and
the false reports about global warming put out by the EPA. The war on Iraq was
based on lies.

Since oil reserves have “peaked”, the USA, which is totally dependent on this source
of energy, is now in the first stage of a major crisis. This crisis will be transformed
into a “national security” issue. These Plutocrats plan to fix future elections. More
DREs will be used in more states. A prime example of this was the removal of
California Secretary of State, Kevin Shelley, the only secretary of state in the nation
to stand up against the Diebold DREs. If there is any chance that the Plutocrats
might loose the next presidential election, it may be postponed with a declaration of
a “National Emergency” based on a real or fabricated terrorist attack. The
Plutocrats need another ten years to fully remake U.S. society and hold down revolts
from the masses. Keep in mind that key Bush operatives ( John Negroponte; Elfiot
Abrams; Richard Armitage; Otto Reich; Colin Powell; plus hundreds of lower
echelon operatives loyal to them and past CIA Director George Bush ) led the Iran-
Contra, extra-official government operation, THE ENTERPRIZE, against the will
of Congress (e.g. the Boland Amendment). See
http://www.webcom.com/pinknoiz/covert/icsummary.html
http://www.counterpunch.com/mcgovern04272605.htmt

They lied to Congress and WE THE PEOPLE., They set up their own government.
They defrauded the Constitution of the United States. How can anyone doubt that
they stole two elections and will not attempt to impose their will no matter who
dares to get in their way?




Stealing elections is one more manifestation of the character of the people who now
rule the United States. In this sense, the argument for election fraud goes beyond
mere statistics and points to the type of people whe are willing to engage in this
activity and approve its execution,

If the people wait to ride out Bush over the next four years, it will be too late. Our
nation as we know it will have been destroyed. Now is the time to take action.

We must occupy Washington, D.C.,, as soon as possible and create a TENT CITY
FOR PEMOCRACY. All the progressive organizations must coordinate and bring
millions of people into D.C, to occupy it on a rotational basis. The major goal of this
occupation will be to “de-legitimize” the Bush government so that it cannot
implement its political program.

The call for mobilizing people to D.C. will be: COUNT THE VOTES IN OHIO
AND FLORIDA. The major activities in the TENT CITY FOR DEMOCRACY will
be “teach-ins” where experts will explain how the 2004 election was fixed. While we
can expect that the U.S. mass media will not televise the “revolution”, other,

alternative media will, including the foreign press. This will further erode the
credibility of the U.S. mass media, forcing it to cover the OCCUPATION.

It is quite possible that a “critical mass” of the population will demand a full
recount of the vote in Ohio and Florida, including a new election in Florida’s 15
DRE counties, but this time with Optical Scan machines. If this happens, Bush will
be legitimately removed from government.

Another major goal in the TENT CITY FOR DEMOCRACY is to set up a
CITIZENS COMMITTEE to write the new VOTING REFORM LAW,

This new Voting Reform Law should contain the following elements as
recommended by US Count Votes hitp://uscountvotes.org/ucvAnalysis/US/exit-
polls/USCV _exit_poll simulations.pdf (pages 11-12):

+ full funding of the National Election Data Archive precinct level database.

- election equipment that permits access by non-specialist citizen election judges to recount
voter verified paper ballots.

- routine 3%, randomly selected, independent audits of all elections.

- transparent and publicly accessible exit polling.

- election administration by non-partisan public civil servants.

- non-proprietary open-source coding for all computerized election equipment.

- no wired or wireless network connections to any vote casting or counfing equipment.

Vote counts in America need to be routinely and independently audited. It is not enough to
require voter verified paper records of ballots. These paper records must be easily and
"independently"auditable by persens other than the voting machine vendor, preferably
without having to hire computer technicians, paper roll advancers, bar code readers, and
laptops, as is true with many voting systems on the market today.



In particular, 3% of randomly selected precincts can be recounted, using the paper record,
immediately when polls close, in the precinct, before removing ballots from the precinct. if
discrepancies are found, a county-wide recount can be automatically triggered. Additional
funding may need to be allocated to state and county election offices to routinely perform
independent audits of vote counts.

In order to audit their vote counts and monitor the accuracy of vote counting systems, all
state and county election offices should set up election data reporting systems to quickly and
easily make publicly available, their precinct-level vote totals, broken out by vote type (i.e.
election day, absentee, overseas, provisional, early voting, etc.) If vote counts are not
reported down to this detailed level, then padded votes in one vote type can easily "cancel
out' under-votes in another type. In other words votes can be subtracted from one
candidate in one vote type, while being added for another candidate in another vote type,
yet these two problems, when added together, may look perfectly normal.

The Future: How would a National Election Data Archive Protect Democracy?

If, for decades, we had never independently audited our financial institutions, we would
expect to see ubiquitous insider embezzlement of monies. For decades now, we have counted
the vast majority of U.S. votes via mechanical or electronic methods, yet there have never
been any routine independent audits of vote counts.

US Count Votes is seeking funding to create the first-ever nation-wide database of precinct-
level and vote-type election results in order to statistically audit U.S. vote counts to detect
patterns that suggest the embezzlement of votes. To obtain all the needed election data in all
its diverse forms from the over 33,000 separate election offices in America is a huge project.
Full-time programming staff, statisticians, and administrative stafl are needed. For
somewhat less than one million dollars, the National Election Data Archive could assist all
candidates of any party to determine whether or not their elections were accurately
counted, and produce court-worthy evidence that is needed to obtain recounts,
investigations, or possibly even re-elections.

The "National Election Data Archive" project is particularly important, given the fact that
private exit pollsters could, in the future, elect to adjust exit poll data to conform to actual
official election results and neglect to publicly release any "unadjusted" exit poll data.

The development of a "National Election Data Archive" would provide the public with all
the data it needs to analyze vote counts within days of the November 2006 election. The
technical implementation of well-developed and sound plans for such a system needs to
begin very soon, in order to ensure by January 2007 and thereafter, that the candidates
actually selected by the voters, are sworn into office. Our hope is that through careful
analysis, we can develop the capacity to identify future vote count errors, whether
fraudulent or inadvertent, in time to challenge the outcomes,

THIS, MY FELLOW CITIZENS, IS WHAT MUST BE DONE. ANYTHING LESS
WILL BRING GREATER SUFFERING TO ALL OF US AND THE WORLD.



VOTER FRAUD IN 2004: THE CASE OF PROPOSITION 66
19 FEBRUARY 2005

DAVID BAYER

Analysis of Proposition 66, Limitations on Three Strikes Law

One week before the November 2, 2004 election, the polls showed Proposition 66 passing by 66
percent 10 34 percent:

State Totals:
For—5,604,0680............... 47.3 percent
Against---6,238,060........... 52.7 percent............... lost by 634,000 votes.

In three Touch Screen Counlies, the vote against was as follows:

Orange~—--—-—-—- 641,073............ 62 percent
Riverside -331,932.............61 percent
San Bemardino-322,981.............64 percent
Total 1,296,339 62 percent average.....10 percent above state average

These three counties produced more than two times the number of votes against Proposition
66 by which Proposition 66 lost: 1,296,339 versus 634,000. The "vote against” in each of these
three counties was 10 percent above the state average.

THERE IS NO WAY FOR THESE THREE COUNTIES TO PROVE THAT PROPOSITION 66
LOST BY THE AMOUNTS RECORDED IN THESE COUNTIES.

THERE IS EVERY REASON IN THE WORLD--ESPECIALLY THE POLLS— TO DOUBT
THESE RESULTS. THEY SHOULD BE CHALLENGED.

David Bayer
1912 Haussler Drive
Davis, CA 95616

Tel: 530-759-2004
email: bayer2@dcn.omy



CALIFORNIA GOVERNOR RACE
MACHINE ANALYSIS FOR RECALL ELECTION OCTOBER 2003
EVIDENCE THAT THE ELECTION WAS FIXED
STATE RESULTS:
Cruz Bustamante (CB)=32 %
Arnold Schwarzenegger (AS)=49 %
Ratio AS/CB =1.5

A- Mark Sense Ballot Card using Diebold- Accuvote OS machines:

County CB % AS % Ratio AS/CB
1-Fresno 28 52 1.9
2-Humboldt 36 42 1.2
3-Kern 19 62 3.3
4-Lassen 15 61 4
5-Marin 48 32 T
6-Modoc 14 61 4.4
7-Placer 17 63 3.7
8-San Joaquin 27 49 1.8
9-San Luis Obispo 26 50 1.9
10- Santa Barbara 31 47 1.5
11-Siskiyou 20 59 3

12-Trinity 22 53 2.4



13-Tulare 23 56 2.4
B- Touch Screen machines:
1- Diebold Accu-Vote :
14-Alameda 54 26 S

15-Plumas 20 55 2.8

2- Sequoia Pacific AVC Edge:

16-Riverside 22 61 2.8
17-Shasta 17 58 3.4
TOTAL 41.7

TOTAL MUST BE DIVIDED BY 17 TO GET AVERAGE = 2.5

ANALYSIS:
1- Schwarzenegger got 2.5 times as many votes as Bustamante from the
DRE and Diebold machines on the average.

2- Schwarzenegger got 5/10 of as many votes as Bustamante from all
the other non-DRE and non-Diebold machines used. That is, on the
average, Bustamante beat Schwarzenegger on all the other machines.

S5S/B + 25S8B
= 1.5 S/B

2
where 1.5 is the State ratio of Schwarzenegger's votes to Bustamante's.

3- The DRE and Diebold machines produced the victory for
Schwarzenegger, producing five times (5) as many votes for him relative
to what the non-DREs produced for Bustamonte: 2.5 divided by .5=5.

DRE= Direct Recording Electronic (paperless) voting machines. All the

percentages come from the California Secretary of State Data Base.
http://www.wired.com/news/evote/0,2645.61947.00.htmlI?tw=wn polihead 6
17 counties used illegal Diebold software in the re-call election.
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Bayer, David

From: Bayer, David [dbayer@saclink.csus.edu]

Sent:  Wednesday, June 15, 2005 12:34 PM

To: bayer@csus.edu

Subject: Disenfranchisement: Putting Democracy at Risk with Paperless Voting Machines

Disenfranchisement: Putting Democracy at Risk with Paperiess Voting Machines

David Bayer, October 2004

For several weeks California Secretary of State, Kevin Shelley, has come under attack for “playing politics” with
the Help America Vote Act (HAVA) monies. This essay aims to demonstrate that Shelley’s principal adversaries
are led by the officers of the California Association of Clerks and Election Officials (CACEO) and that their prime
motive for trying to bring Shelley down is due to his long standing effort to require that there be a paper ballot for
each vote cast, no matter what type of voting machine may be used in an election. In this sense, contrary to the
propaganda of the CACEO leadership, the California Secretary of State has defended the voting rights of
millions of citizens in Califomia and the rest of the United States. In a close election, when a recount is required,
the paper baliot must be available. Without the ballots, there cannot be a recount.

Conny McComnack, Los Angeles County registrar; Stephen Weir, Contra Costa County registrar; Brad Clark,
Alameda County registrar; and Scott Konopasek, San Bernardino County registrar have led the CACEOQ attack
on Shelley. The first three are officers of CACEO, while Konopasek , along with McCormack, helped draft the
2002 HAVA legislation. The major flaw in HAVA was the fact that it did not require a paper ballot for each vote
cast. The “no paper trail” flaw has been corrected with the implementation of the Federal Election Assistance
Commission (EAC) in February 2004 and H.R. 3295, Section 301, which requires a paper record for every voting
system beginning in January 2006. This is proof that the CACEO oppositicn to Shelley’s call for a paper trail, first
enunciated in a Press Release on November 21, 2003, was wrong and that Shelley was right: the vast majority of
voters have no confidence in a voting system which is not backed up by a paper ballot.

While this may sound like the paper trail issue is resolved, it is not. In the up-coming Novamber 2004 election
some 50 million voters —one third of the electorate in the United States-will cast their ballots on paperless, touch
screen efectronic voting machines known as DREs (Direct Recording Electronic). Although Shelley began his
battle against the DREs as early as April 2003, it was not until April 30, 2004, after holding months of hearings
by the California Voting Systems and Procedures Panel, that he issued his “Decertification and Withdrawal of
Approval of Certain DRE Voting Systems and Conditional Approval of the Use of Certain DRE Voting Systems™.
The Diebold DREs were permanently decertified while others were given a chance to meet 23 conditions to be
certified for November 2004. The single most important condition was to have the DREs retrofitted to produce a
paper ballot or for every voter to have the “option” of a paper ballot at the polling place using these machines.
During the October 2003 Governor's recall election, and again in the March primary, Diebold used software in its
DREs which was not approved by the Secretary of State. While Shelley's decertification of Diebold may secure
the vote for millions of California citizens, the real problem is what is going to happen in the rest of the United
States where Diebold DREs will be used extensively.

The tools and monies needed to avoid the 2000 Florida election fiasco have been too slow to come. HAVA was
passed October 29, 2002. Bush appointed the commissioners to the EAC December 13, 2003. They made their
first public presentation February 16, 2004. Their first hearings were held March 23, 2004. HAVA disbursed its
first funds to the states in June 2004. Due to the fact that one third of the vote in the United States will be cast on
machines without a paper trail, it is likely that more than half the population will not have confidence in the
electoral process and that we shall have massive chaos in November which will dwarf Florida's fiasco,

Unfortenataly, CACEO’s President, Conny McCormack continues to lead the aftack on Sheliey and other citizens
who want a more secure voting process as illustrated In her May 2004 testimony before the EAC: “Waving a 37-
inch receipt that would be needed for each voter on a complicated ballot, Los Angeles election chief Conny B.
McCormack said making voters pore over the cryptic printout with small type would guarantee confusion. "Touch
screans have a proven track record of doing the best job," she said. "Voters are confident in these systems.
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There’s only a tiny, vocal minority making false claims to the contrary.”

Such testimony is blatantly false. Konopasek who purchased $ 13.7 million of Sequoja DREs for San Bemardino;
Clark who purchased $ 12.7 million of Disbo!d DREs; Weir; and McCormmack have never done any educational
campaign to inform citizens about computer security problems and voting machine altematives. They have never
conducted a county-wide survay in their respective areas to find out what the voters think about DREs.

The 75 year old League of United Latin American Citizens which represents millions of voters nationwide passed
two 2004 resolutions calling for a paper ballot for each vote cast. The first LULAC resolution was passed at the
California State Convention in Concord, May 21-23. The second LULAC resolution was approved at the National
Convention held in San Antonio, Texas, July 6-10, by some 2,000 voting delegates. These resolutions are much
more powerful evidence than arbitrary declarations by CACEO officlals that a significant sector of the U.S.
electorate wants a paper trail at the polls. Citizens have read about or experienced hundreds of computer system
failures during elections. Moreover, the vast majority of computer experts have testified that the systems can
either be hacked or fail during the tabulation of votes.

An October 2004 Fieid Poll found that only 23 percent of California voters felt "very confident” about touch-
scresn machines. Such numbers are one reason federal law requires all counties to provide a "voter verifiable

paper trafl” by 2006.
Thanks to Shellay, voters nationwide have become aware of potential electoral fraud. Had the 2003 requests of

the California Secretary of State for a paper trail been heeded, the coming November elections would inspire far
more confidence in the electoral results than we are likely to observe,

6/15/2005



Electoral Fraud 2004

Those who fought for clean elections achieved a major victory. For the first ime since 1877, the Electoral
College votes were chalienged. Thirtyone House members supported the Decertification of Chlo's 20
electoral votes while one brave Senator, Barbara Boxer, voted for Decertification. The vote for certification
in the Repubkcan controlled Congress was 267 In the House and 74 in the Senate. We salute those brave
Demacrats who voted to preserve our democracy

http://clerk house gov/evs/2005/roll007.xml .

The structural defect in our Constitution which permits membars of Congress to be swom in two days
before voting on Electoral College certification (January 6) explains why most will not question the
electoral votes. An "inherent confifct of Interest” exists: If the President and Vice President were elected
through fraud, It is llkely that many Congress people were so elected (e.g. Martinez In Florida).

The Report by Congressman Conyers documents fraud in Ohlo. Fraud took place In many states. Florida
was the most notorious where the election was controlled by Bush's brother, Governor Jeb Bush, and the
Republican Secretary of State, Glenda Hood, who played the same roll as Ohlo’s Secretary of State,
Kenneth Blackwell, disenfranchising millions of voters and perpetuating the November 2004 electoral

fraud.http: //www.truthout.org/Conyersreport.pdf.

Contrary to Congresslonal ignorance (even those who objected to Ohlo's electoral votes) if a full hand
recaunt was conducted in Ohlo and Florida, Kerry would carry both states as the Exit Polls predicted.
Kerry won the popular vote as well as the electoral vote.

http.//freepress.org/images/departments/PopularVotePaper181_1.pdf and
i i i vO0k.pdf .

http://www.buzzflash. erts/04/11/Th lained exit poll

The real question for those who dismiss fraud Is: Why are Bush people afraid to conduct a full hand
recount In Ohlo and Florida?

The only method to prove that Bush won the November 2004 election Is to recount the votes in Florida
and Ohio. WITHOUT THE RECOUNT, BUSH, ONCE AGAIN, AS IN 2000, HAS BEEN
ILLEGITAMATELY ELECTED PRESIDENT

The argument for new elections in Kiev was the discrepancy between exit polls and voting
results. Ironleally, in the United States where massive fraud is documented ( Exit Polls; the Kathy Dopp
study of Florida's 52 optical scan courtties where 500,000 votes transferred from Kerry to Bush; the UC
Berkeley study of Florida's 15.Touch Screen counties where 130,000 to 260,000 votes want from Kerry to
Bush; the Miami Herald recount in Flerida projecting another 400,000 votes for Kenty, thereby beating
Bush who led by 381,000 votes;and Conyer's Report an Ohlo where 93,000 spoiled baliots had no vote for
| President, 8,000 prowsmnal ballots were thrown out and hundreds of other irregularities add Keny votes
surpassing Bush's 119,000 margin) there is no demand for recounts or new elections in Florida and Qhlo.
People in Kiev love democracy more than people In the United States? Or is the SILENCE of Propaganda

Media powerful enough to destroy our democracy?
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Bayer, David

From: David Bayer [bayer2@dcn.org]

Sent:  Sunday, January 02, 2005 1:59 AM

To: Undisclosed-Recipient @csus.edu;

Subject: Getting Ready for the Next Fixed Election: the New York Times

Amigos:

The problem with allowing the Republicans to get away with another stolen election is that they shall institutionalize the
system of having "private companies manage fixed elections” ; the judges which they appoint to the Court system will up-
hold or "reconstruct” the legal system so that these "fixed" elections will be lsgal; and the Media concentration ( a non-
free press in fewer and fewer hands) will guarantee that the people will KNOW NOTHING.

So if that is what you want, that is what you will get by allowing it to happen: NO MORE DEMOCRACY .

This is the minimum needed to break the powér of a small ruling class driving 90 percent of the rest of the U.S.
popufation inte Third World status:

1- electronic voting should be prohibited, eptical scan or touch screen, both can be manipulated and intervened.
2- if electronic machines are used, these should be the requirements:;
2.1- a paper ballots for each vote cast, locked in boxes and saved for a recount.

2.2- obligatory recounts based on sampling the votes in each precinct to make sure that each elactronic total
in each precinct matches the sample drawn. We are NOT interested in how close the vote is or if there was a
landslide for one candidate or issue {e.g. Proposition X). OBLIGATORY RECOUNT MEANS EXACTLY WHATIT
SAYS: a random sampla of the paper ballots must be drawn to check its results with the electronic results at
each precint!

The 2.2 requirement is a new requirement. Cell it the Bayer requirement, if you like. But remember it. If NOT DONE, the
process is open to fraud.

3- Polls: Pre-voting polls {three days before the election) and Exit Polis are additional guarantees of voting integrity {read:
preventing fraud). In fact, Exit Polls are the most important mechanism for preventing fraud whether or not electronic
voling technologies have heen used.

Exit polis should be required fo be executed by every Secretary of State. Other entities can do them. But there is NO
EXCUSE for these not being done by the States.

4- The entire voting system must be in public hands. There should be NO private enterprise participation in the voting
process. The Secretary of State position in each state of the union should be NON-PARTISON.

5- Elections should bae publicly financed and there should be equal time in the Media for all candidates.

david bayer
2 january 05

%(‘ Nﬂ“ ﬂofk Eimes TRMNTESRICNSY FARUAS &ﬁ%ﬁ:@

FIETITISS SO ZPDSKCRED BY i F1LATHG 16 TRCATIRS

December 27, 2004
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MAKING VOTES COUNT

Setting Standards for Fair Elections

he much-delayed work of setting federal standards for electronic voting machines is speeding up, and

there is reason for concern. Voting machine companies and their supporters have been given a large say in
the process, while advocates for voters, including those who insist on the use of voter-verified paper receipts,
have been pushed to the margins. Election officials and machine makers may be betting that after the
presidential election, ordinary Americans have lost interest in the mechanics of the batlot. But Americans do
care, and it is unlikely that they will be satisfied by a process in which special interests dominate, or by a result
that does not ensure vote totals that can be trusted.

The No. 1 goal of the new standards should be ensuring that the machines will not, by accident or design,
produce false vote totals. It is increasingly clear that voters want electronic, A.T.M.-type voting machines that
produce verifiable paper records, or other systems like optical scan machines, where votes are cast on paper as
a check on the reliability of machines. California, Ohio and other states require paper trails by law, and New
York appears poised to join them.

The Election Assistance Commission, a federal body set up after the 2000 election mess, has created a group
called the Technical Guidelines Development Committee to propose federal electronic voting standards to
Congress this spring. This committee includes outspoken supporters of electronic voting without paper trails,
including Britain Williams, a retired Kennesaw State University professor who has worked closely with
Georgia on its controversial adoption of Diebold voting machines. But disappointingly, the commission did not
include any of the many respected computer scientists - such as Prof. Aviel Rubin of Johns Hopkins, Prof.
David Dill of Stanford or Dr. Rebecca Mercuti - who have been warning about the unreliability of electronic

voting in its current form.

The election commission is expected to rely heavily on standards being developed by a nonprofit association of
engineers, computer scientists and other professionals with the unfortunate acronym of LE.E.E., which
develops technical standards for such things as wireless communications. But the voting machine industry
plays a disconcertingly large role in this organization, The chairman of the working group preparing the
standards for voting machines is a top executive of Election Systems and Software, a large and controversial
voting machine maker. The head of the committee that oversees the working group has a seat on the election
commission's voting machines standards committee. He is a consultant who has been hired in the past by
companies in the elections field. Because of the insular nature of the engineering panel's meetings, ordinary
voters - who have an important stake - have had little chance to participate. Over the objections of some
members of the working group, the current draft of the election-machine standards merely makes voter-verified
paper trails optional. The draft's scope is also too narrow: it fails to address many ways in which vote totals

could be nigged.

The Election Assistance Commission has a chance to {ead the nation to a new generation of technology that
voters can trust. But if it fails, there are other routes. California has developed its own state standards for
machines with paper trails, and other states could do likewise. And some of the nation's leading election reform
advocates, election officials and voting machine makers are forming a new group, called Voting System
Performance Rating, that hopes to develop standards in a more inclusive way. Whoever sets the standards, the
process and the resuit need to give voters complete confidence that their votes will be accurately counted.

Copyright 2004 The New York Times Company | Hame | Privacy Pollcy | Search | Corractions | RSS | Help | Back t Top
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Bayer, David

From: Bayer, David [dbayer@saclink.csus.edu]
Sent: Wednesday, Juns 15, 2005 12:28 PM

To: bayer@csus.edu
Subject: Exacuﬁve Summary of Conyers Report to Congress about Electeral Fraud in Ohic 6 Jan 05 and Sample
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Preserving Democracy:
What Went Wrong in Ohlo
Status Report of the House Judiclary Committee Democratic Staff

Wednesday 05 January 2005

Executive Summary

Representative John Conyers, Jr., the Ranking Democrat on the House Judiciary Committee, asked the Democratic staff to conduct an
investigation into iregularities reported in the Ohio presidential election and to prepare a Status Report concarning the same prior to the
Joint Meeting of Congress scheduled for Januvary 8, 2005, to receive and consider the votes of the electoral college for president. The
following Report includes a brief chronology of the events; summarizes the relevant background iaw; provides detailed findings
(including factual findings and legal analysis); and describes various recommendations for acting on this Report going forward.

We have found numerous, serious eflection irregulariiles In the Ohlo presidential election, which resuited in a significant
disenfranchisement of voters. Cumulatively, these irregularities, which affected hundreds of thousand of votes and voters in
Ohio, ralse grave doubls regarding whether it can be said the Ohlo efectors selected on December 13, 2004, were chosen in a
manner that conforms to Ohlo law, let alona federal requirements and constitutional standards.

This report, therefore, makes threa recommaendations: (1) consistent with the requirements of the United Statas Constitution
concemning the counting of electoral votes by Congress and Federal law Implementing these requirements, there are amplo
grounds for challenging the electors from the State of Ohio; (2) Congress should engage in further hearings into the
widespread irregularities reported In Ghlo; we belfave the problems are serious enough to warrant the appointment of a foint
select Committea of the Housa and Sonate to /nvestigate and report back to the Members; and (3} Congress needs 1o enact
election roform fo rastore our people’s trust In our democracy. These changes should Include putting in pface more specific
fedaral protections for fedaral elections, particularly in the areas of audit capabiiity for electronic voting machines and casting
and counting of provisional balfots, as well as other needed changas 1o faderal and state election laws.

With regards to our factual finding, in brief, we find that there ware massive and unprecedented voter irregularities and
anomallas in Ohio. In many cases thesa Irragularitios were caused by Intentional misconduct and lilegal behavior, much of it
Involving Secretary of State J. Kenneth Blackwel!, the co-chair of the Bush-Cheney campaign in Ohlo.

First, in the run up to election day, the followlng actions by Mr. BlackweJl, the Republican Party and election officlals
disenfranchised hundreds of thousands of Ohilo citizens, predominantly minorty and Democratic voters:

¢ The misallocation ofvotin machines jed to unpr entad long lines that disenfranchised sco if not hund
tho of predomina min and Democral oters. This was illustrated by the fact that the Washington Post
reported ﬂ'lat in Frankdin County "27 oftha 30 wards with the most machinss per registered voter showed majorities for Bush. At
the other end of the spactrum, six of the seven wards with the fewest machines delivered large margins for Kerry."” {(Ses Fowe//
and Sievin, supra). Among other things, the conscious failure to provide sufficient vating machinery violates the Ohlo Revised
Code which requires the Boards of Elections to "provide adequate facilities at each polling place for conducting the elaction.”
« Mr. Blackwell's decision fo restrict rovis onal ballots rasuited i enfranchisement of tens, f not h s, of
3 Al atic voters, Mr. Blackwell's decision departed from past
Ohio Iaw on provlsional ballots and there is no e\ndenca that a broader construction would have led to any significant disruption
at the polling places, and did not do so in other states.

. Mr Blackwell'swldal rewleddecls!ontor ectvoter is Ilcaﬂons edon r welght may have

. e ub!lca P on to en ectlon "ca In " selectwe eting 35,000
The Third Circult found these

actwmes to be illegat and in dlrect \nolahonof consant decreesbamng lhe Repubﬂmn Pafrom targeting minority voters for
poll challenges.

] The Ohlo Regubllcan Party's declsu'.-n to utlllze thousagds of partisan challangers concentrated In minority and
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discouraged by the long [ines. Shockingly, these disruptions were publicly predicted and acknowledged by Republican
offidals: Mark Weaver, a lawyer for the Chic Republican Party, admitted the challenges "can't help but create chaos, longer
lines and frustration.”

Erﬂcularlz senlors A federal court faund Mr Blackwell | order to be illegal and In vlolatlon of HAVA

Second, on election day, there were numerous unexplained anomalias and lrregularities involving hundreds of thousands of
vofes that have yet to be accounted for:

. There ware wldespraad Inslanoes of lntlmldaﬂon and mlslnfnrmatlon In viclation of the Voting Rights Act, the Civil

- BSS 8 ote. Mr. Blackwell's apparent faflure to Institute a
smgle mveatigaton Into theae many senous allegalmns reprasants a vIaIahon of his statutory duty under Ohijo law to investigate
election iregularities.

¢ We learned of improper purging and other reglstration errors by election officlals that likely disenfranchised tens of
thousands of voters statewide, The Greater Cleveland Voter Registration Coalition projects that In Cuyahoga County alone
over 10,000 Ohlo citizens lost their right to vote as a result of official registration errors.

e There were 93,000 spolled ballots where no vote was cast for president, the vast majority of which have yet to be

Inspected, The problemn was pearticularly acute [n two precincts [n Montgomery County which had an undervote rate of over 25%
each - accounting for nearly 6,000 voters who stood in line to vote, but purportedly dedined to vate for president.

+ There were numerous, significant unexplained Irregularities in other counties throughout the state: {i) In Mahoning

county at least 25 electrohic machines fransferred an unknown number of Kerry votes to the Bush column; (il) Warren County
locked out public cbservers from vets counting citing an FBE warning about e potential terrorist threat, yet the FBI states that it
issued no such warning; {iii) the voting records of Perry county show significantly more votes than voters in some precincts,
significantly less ballots than voters in other precincts, end voters casting more than one ballet; (iv) in Butler county a down
ballot and underfunded Democratic State Supreme Court candidate implausibly received more votes than the best funded
Democratic Presidential candidate in history; (v} in Cuyahaga county, poll worker emor may have led to iitde known thirdparty
candidates receiving twenty times more votes than such candidates had ever receivaed in otherwise relfably Democratic leaning
areas; (vi) in Miami county, voter turnout was an improbable and highly suspact 98.55 parcent, and after 100 percent of the

precincts were reported, an additional 19,000 extira votes were recorded for President Bush.

Third, in the post-election period we learned of numerous irregularities in tallying provisional ballots and conducting and
completing the recount that disenfanchised thousands of voters and call the entire recount procedure into question {as of this date the
recount is still not complete):

s Mr. B!gckwell' [gllure to articulate clear and consistent standards for the counting of provisional ballots resulted In the

thouss of predominantfy minority vetes. In Cuyahoga County alone, the lack of guldance and the ultimate narrow
and arbltrary ravnaw standards significantly contributed to the fact that 8,099 out of 24,472 provislonal ballots were ruled Invalid,
the highest proportion In the state.

e Mr. Blackwaell's failure to Issue apeciiic standards for the recount contributed to a lack of uniformity in violation of both
the Due Process Clause and the Equal Protoction Clauses. We found innumerable iregularities in the recount in violation of
Ohie law, including {i} countias which did not randomly eelect the precinct samples; (il) counties which did not conduct a full
hand court after the 3% hand and machine counts did not match; (jii} counties which allowed for irreguler marking of ballois and
falled to secure and store ballots and machinery; and {iv) counties which prevented wilnesses for candidates from observing the
various aspects of the recount.

s The va compute ny Trlad has es. admll:ted that lt en ed course o the
5 altots. The cheat shests informed

alectmn ofﬁcmls how many votes thay shc:uld fnd for each candidate, andhow many over and under votes they should calculate
to match the machine count. In that way, they could avoid doing a full county-wide hand recount mandated by state law.
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Eve Roberson to CA Voting Systems & Procedures Panel Hearing 6/16/05 on Costs

Mr. Chairman and members of the Panel,

I‘'m Eve Roberson of Santa Rosa, CA. As a retired election supervisor [ am
intimately aware of the many details that go into a successful election. I think we can all
agree that to have a successful election the voters must, above all else, be assured that
their votes are accurately counted.

In order to have votes counted accurately we must have electronic equipment that
cannot be hacked. Unfortunately, neither of the two systems under consideration today
can assure voters of that, as demonstrated in past elections in which they have been vsed.

I support the spirit of the Help America Vote Act (HAVA) and I do not want the
State to squander our hundreds of millions of taxpayer dollars on any equipment which
does not meet open and secure election standards and which will have to be replaced
within a few years, as technology changes.

But I am concemed not only with the huge initial costs of this complex equipment
which makes our HAVA funding only a down payment. Their hidden costs then become
just one more unfunded mandate: Storage, transportation, repair and maintenance,
personnel costs, special training, constant battery charging and roving teams of
technicians, to name a few.

The technology is not proven yet. So until electronic voting systems that provide
transparency and auditability are available, paper ballots, optically scanned, will continue
to provide Californians with secure elections. This is an accurate, low cost alternative to
the costly and risky voting systems of Diebold and ES&S. Handicap access can be met
with simple add-on audio and tactile assistance devices.

We owe our citizens the assurance that their votes will be accurately counted. Our
democracy depends upon it. It is for these reasons I urge you today to reject Diebold and
ES&S voting systems for use in our State.

Thank you.
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Preserving Democracy:
What Went Wrong in Ohio
Status Report of the House Judiciary Committee Democratic Staff

Wednesday 05 January 2005
Executive Summary

Representative John Conyers, Jr,, the Ranking Democrat on the House Judiciary Committee, asked the Democratic staff to conduct an
investigation into irregularities reported in the Ohio presidential election and to prepare a Status Repaort concerning the same prior to the
Joint Meeting of Congress scheduled for January 6, 2005, to receive and consider the votes of the electoral college for president. The
following Repartincludes a brief chronology of the events; summarizes the relevant background law,; provides detailed findings
{including factua! findings and legal analysis); and describes various recommendations for acting on this Report going forward.

We have found numerous, serious election irregularities in the Ohio presidential efection, which resulited in a significant
disenfranchisement of voters, Cumulatively, these irregularities, which affected hundreds of thousand of votes and vofers in
Ohijo, raise grave doubts regarding whether it can be said the Ohio electors selacted on December 13, 2004, were chosen in a
manner that conforms to Ohio law, let alone federal requirements and constitutional standards.

This report, therefore, makes three recommendations: (1) consistent with the requiraiments of the United States Constitution
concerning the counting of electoral votes by Congress and Federal law implementing these requirements, there are ample
grounds for chalffenging the electors from the State of Ohio; (2) Congress should angage in further hearings into the
widespread irregularities reported in Ohio; we believe the problems are serious enough to warrant the appoiniment of a joint
sefect Commiftee of the House and Senate to investigate and report back to the Members; and (3) Congress needs fo enact
electien reform to restore our people’'s trust in our democracy. These changes should include putting in place more specific
federaf protections for federal elections, particularly in the areas of audit capability for electronic voting machines and casting
and counting of provisional ballots, as well as other needed changes fo federal and state election laws.

With regards to our factual finding, in brief, we find that there were massive and unprecetiented voter irregularities and
anomalies in Ohip. In many cases these jrregularities were caused by Infentional misconduct and ilfegal behavior, much of it
involving Secretary of State J. Kenneth Blackwell, the co-chair of the Bush-Cheney campaign in Ohlo.

First, in the run up to election day, the following actions by Mr, Blackwell, the Republican Parly and efection officials
disenfranchised hundreds of thousands of Ohio citizens, predominanly minority and Democratic voters:

# The misallocation of voting machines led to unprecedented long lines that disenfranchised scores, if net hundreds of
thousands, of predominantly mincrity and Democratic voters. This was illustrated by the fact that the Washington Post
reparted that in Franklin County, "27 of the 30 wards with the most machines per registered voter showed majorities for Bush. At
the other end of the spectrum, six of the seven wards with the fewest machines delivered large margins for Kerry." (See Powal!
and Sievin, supra). Among other things, the conscious failure to provide sufficient voting machinery violates the Ohio Revised
Code which reguires the Boards of Elections to "provide adequate facilifies at each poliing place for conducting the election.”

s Mr. Blackwell's deciston to restrict provisional baliots resulted in the disenfranchisement of tens, if not hundreds, of

thousands_of voters, again predominantly minecrity and Democratic voters, Mr. Blackwell’s decision departed from past
Ohio law on provisional ballots, and there is no evidence that a breader construction would have led to any significant disruption
at the polling places, and did not do so in other states.

e Mr. Blackwell's widely reviled decision to rglect voter reglstrat on applications based on paper weight may have

s The Ghio Republican Pa
predominanily minority voters for intimidatio d ative i cf on voter turnout. The Third Circuit found these
activities to be illegal and in direct viclation of consent decrees barring the Republican Party from targeting minority voters for
poll challenges.

¢ The Ohio Republican Party's decision to utilize thousands of partisan challengers concentrated in minority and
Democratic areas likely disenfranchised tens of thousands of legal voters, who were not only intimjdated, but
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discouraged by the long lines. Shockingly, these disruptions were publicly predicted and acknowledged by Republican
officials: Mark Weaver, a lawyer for the Ohio Republican Parly, admitted the challenges "can't help but create chaos, longer
linegs and frustration.”

Mr. Blackwell's decision to prevent voters who requested absentee ballots but did not receive them on a timely basis
from being able fo receive provisional bajlots 6 Jikely disenfranchised thousands, if not tens of thousands, of voters,
particularly seniors. A federal court found Mr. Blackwell's order to be iflegal and in violation of HAVA.

Second, on election day, there were numerous unexplained anomalies and irreqularities involving hundreds of thousands of
votes that have yet to be accounted for;

There were widespread instances of intimidation and misinformation in violation of the Yoting Rights Act, the Civil
Rights Act 968, Equal Protection, Due Process and the Ohio right to vote. Mr. Blackwell’s apparent failure to instifute a
single investigation into these many serious allegations represents a violation of his statutory duty under Ohio law to investigate
election irreqularities.

We learned of improper purging and other regisfration errots by election officials that likely disenfranchised tens of
thousands of voters statewide, The Greater Cleveland Voter Registration Cealition projects that in Cuyahoga County alone
over 10,000 Ohio citizens lost their right to vote as a result of official registration errors.

There were 93,000 spoiled ballofs where no vote was cast for president, the vast majority of which have yet to be
inspected, The problem was particularly acute in two precincts in Montgomery County which had an undervote rate of over 25%
each - accounting for nearly 6,000 voters who stood in line to vote, but purportedly declined to vote for president.

There were numerous, significant unexplained irregularities in other counties throughout the state: (i} in Mahoning
county at least 25 electronic machines transferred an unknown number of Kerry votes to the Bush column; (i) Warren County

locked out public observers from vote counting citing an FBI warning about a potenfial terrorist threat, yet the FBI states that it
issued no such warning; (iii) the voling records of Perry county show significantly more votes than vaters in some precincts,
significantly less baltots than voters in other precincts, and voters casting more than ane ballot; (iv) in Butler county a down
ballot and underfunded Democratic State Supreme Court candidate implausibly received more votes than the best funded
Bemaocratic Presidential candidate in history; (v} in Cuyahoga county, poll worker error may have led to lithe known thirdparty
candidates receiving twenty times more votes than such candidates had ever received in otherwise reliably Demaocratic leaning
areas; (vi) in Miami county, voter turnout was an improbable and highly suspect 88.55 percent, and after 100 percent of the

precincts were reported, an additional 19,000 extra votes were recorded for President Bush.

Third, in the post-efection period we fearned of numerous irregularities in tallying provisional ballots and conducting and
completing the recount that disenfanchised thousands of voters and call the entire recount procedure inte question (as of this date the
recount is still not complete);

Mr. Blackwell's failure to articulate clear and consistent standards for the counting of provisional ballots resulted in the
loss of thousands of predomipant inority votes. In Cuyahoga County alone, the lack of quidance and the ullimate narrow
and arbitrary review standards significantly contributed to the fact that 8,099 out of 24,472 provisional ballots were ruled invalid,
the highest proportion in the state.

Mr. Blackwell's failure to issue specific standards for the recount contributed to a lack of uniformity in violation of both
the Due Process Clause and the Equal Protection Clauses. We found innumerable irregularities in the recount in violation of
Ohio law, including (i) counties which did not randomly select the precinct samples; (i) counties which did not conduct a full
hand court after the 3% hand and machine counts did not match; {iii} counties which allowed for irregular marking of ballots and
failed to secure and store baltots and machinery; and {iv) counties which prevented witnesses for candidates from observing the
various aspects of the recount.

The voting comptter company Triad has essentially admitted that it engaged in a course of behavior during the

recount in pumerous counties to provide "cheat sheets' to those counting the ballots, The cheat sheets informed
election officials how many votes they should find for each candidate, and how rnany over and under votes they should calculate

to match the machine count. In that way, they could avoid doing a full county-wide hand recount mandated by state law.
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Electoral Fraud 2004

Those who fought for clean elections achieved a major victory. For the first time since 1877, the Electoral
College votes were challenged. Thirtyone House members supported the Decertification of Ohia's 20
electoral votes while one brave Senator, Barbara Boxer, voted for Decertification. The vole for certification
in the Republican controlled Congress was 267 in the House and 74 in the Senate. We salute those brave
Democrats who voted to preserve our democracy

http://clerk.house.gov/evs/2005/roll007 . xm| .

The structural defect in our Constitution which permits members of Congress to be sworn in two days
before voting on Electoral College certification (January 6) explains why most will not question the
electoral votes. An "inherent conflict of interest” exists: if the President and Vice President were elected
through fraud, it is likefy that many Congress people were so elected (e.g. Martinez in Florida).

The Report by Congressman Conyers documents fraud in Ohio. Fraud took place in many states. Florida
was the most notorious where the election was controlied by Bush’s brother, Govemnor Jeb Bush, and the
Republican Secretary of State, Glenda Hood, who played the same roll as Ohio's Secretary of State,
Kenneth Blackwell, disenfranchising millions of voters and perpetuating the November 2004 electoral

fraud.http://www.truthout.org/Conyersreport.pdf.

Contrary to Congressional ignorance (even those who objected to Ohio's electoral votes) if a full hand
recount was conducted in Ohio and Florida, Kerry would carry both states as the Exit Polls predicted.
Kerry won the popular vote as well as the electoral vote.
http://freepress.org/images/departments/PopularVotePaper181_1.pdf and
http://www.huzzflash.com/alerts/04/11/The unexplained_exit poll discrepancy_v00k.pdf .

The real question for those who dismiss fraud is; Why are Bush people afraid to conduct a full hand
recount in Ohio and Florida?

The only method to prove that Bush won the Novemnber 2004 election is to recount the votes in Florida
and Ohio. WITHOUT THE RECOUNT, BUSH, ONCE AGAIN, AS IN 2000, HAS BEEN
ILLEGITAMATELY ELECTED PRESIDENT .

The argument for new elections in Kiev was the discrepancy between exit polls and voting

results. Ironically, in the United States where massive fraud is documented ( Exit Polls; the Kathy Dopp
study of Florida's 52 optical scan counties where 500,000 votes transferred from Kerry to Bush; the UC
Berkeley study of Florida's 15 Touch Screen counties where 130,000 to 260,000 votes went from Kerry to
Bush; the Miami Herald recount in Florida projecting another 400,000 votes for Kerry, thereby beating
Bush who led by 381,000 votes;and Conyer's Report on Ohio where 93,000 spoiled ballots had no vote for
President, 8,000 provisional ballots were thrown out and hundreds of other irregularities add Kerry votes
surpassing Bush's 119,000 margin) there is no demand for recounts or new elections in Florida and Chio.
People in Kiev love democracy more than people in the United States? Or is the SILENCE of Propaganda
Media powerful enough to destroy our democracy?
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Bayer, David

From: David Bayer [bayer2@dcn.org]

Sent:  Thursday, February 10, 2005 10:58 PM

To: Undisclosed-Recipient@csus.edu;

Subject: Questions the Media and Bush People Will Not Answer Because They Prove the Election Was Fixed

Thursday, 3 February 2005, 11:20 am
Opinion: Ernest Partridge

“Shut Up!,” They Explain

“Buzz Off' in no way constitutes valid rebuttal.” —New Yorker Cartoon
(From memory)

Have you noticed?

Those of us who suspect that the election was stolen {a.k a. "conspiracy nuts"), have presented an impressive
array of evidence ~ statistical, anecdotal and circumstantial — to support our claims. In response to this we have
been provided scant rebuttal evidence.

Instead, we have been ridiculed, vilified, and, most damaging of all, ignored. If our concerns are warranted, then
the manipulation of the past election (and perhaps the elections of 2000 and 2002 as well) is arguably the most
important news event since the founding of our republic, for a fraudulent national election strikes at the very
heart of our democracy. If we the people of the United States are no longer able to remove the government
through the ballot box, we are no longer ruled “with the consent of the governed.” Government of, by, and for
the people is finished.

Furthermore, “the press” {which we now call “the media™) is no longer our defense against tyranny, for it now
serves the government. To be sure, the conventional view that George Bush and the Republicans won the
election “fair and square,” is not without a few defenses. But, as I attempted to demonstrate in my previous
essay (“ Has the Case for Election Fraud been Refuted ), these arguments do not stand up to close inspection.
And what, for the most part, is the response when the skeptics confront the media and the “winners” with their
questions and their evidence, and demand an explanation?

“Shut Up!,” they explain.

In this essay, I will take a different approach to the issue of electoral integrity. Rather than continue with
accusations and evidence, both new and re-iterated, I will pose a series of questions — questions which, for the
most part, have been ignored by the media and by the beneficiaries of the past election, the Bush Administration
and the Republican Party.

It is far better that we ask questions about the integrity of our elections than make accusations. Accusations
soon become tedious and wear out their welcome. But questions put our adversaries on the defensive — which is
where they most assuredly belong.

These are questions about the last three elections that must not be allowed to fade away. Not unless and unil

they are plausibly answered. And if they are not plausibly answered, then decisive action by the American
citizens is very much in order. These questions have not been answered, and there is little evidence so far that
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they ever will be.

“Shut Up!” “Get over it!” “Let’s move on!”’ Are not answers.

Now to the questions:

Can the GOP provide proof that the paperless voting machines and the compiling computers (manufactured
and coded by Republicans) provided accurate tallies of the voting? Could they do so if they wanted to? If not,
why not?

Clearly the Republicans can provide no such proof directly, because the machines were deliberately designed
not to provide such proof — there are no paper records, and the source code (software) is secret. Thus, in
response to the demand for validation, the manufacturers have only one possible response: “Trust us!”

Of course, voting results could be audited and validated if it were required by law. In fact, validation is required
in the state of Nevada, and thus, in that state at least, e-voting machines produce paper records of each vote.

Even without paper records, indirect methods of validation can be devised. For example, 2 sampling of e-voting
machines could be selected at random during election day, “pulled” from the precincts, and checked for
input/output consistency. Another method would be a random selection of polling precincts where voters would
be asked to vote first with e-voting machines and then again with paper ballots. (Only one vote per voter would
officially count, of course). If the machines were “fixed,” this would show up in a comparnison of the totals. (For
more detail, see my blog of October 30, 2004 ). With both of these cases, of course, the selection of test
machines must be totally random and performed during election day. No such validation procedures were
performed anywhere during the November 2, election.

Absent paper records and election day venfication procedures, there remain statistical analyses. As I have
argued elsewhere ( here Jhere , and here ), these studies indicate compelling evidence of fraud. Predictably, they
have been almost totally ignored by the mainstream media.

Why won 't the e-voting machines provide auditable paper records?

I’ve heard two answers to this question, both laughably inadequate: (a) paper records would be prohibitively
expensive, and (b) paper records would be impossibly impractical. Both excuses have been decisively refuted
by perfectly affordable and practical use of paper validation in the state of Nevada. In addition, Diebold Corp.,
one of the two largest manufacturers of e-voting machines, aiso makes ATM machines and the credit card
mechanisms on gasoline pumps. Both, of course, produce paper records. So why not also for e-voting
machines?

A few months ago, I happened to see on CSPAN a hearing by the Federal Election Commission on the e-voting
machines. When asked if paper records would be feasible, one witness produced a printout that was several feet
long, and proclaimed that such a printout would be required for every vote. This of course was a damnable lie,
clearly exposed, once again, by the employment of paper validation in Nevada. That “demonstration” before the
Commission can only be interpreted as evidence of the desperation of those who doggedly oppose (for whatever
covert reasons) the use of paper records of e-voting,

Why won’t the Diebold and ES&S corporations publish their source codes?
The standard answer is these codes are the private (“proprietary”) property of the corporations,
and thus must be kept secret to protect that property. Kinda like Col. Sanders' recipe for Kentucky Fried

Chicken.

But there are patent and copyright laws to protect “intellectual property.” Moreover, most of the “property”
6/13/2005
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" protected by copyright, namely musical and literary works, are by their very nature, public entities —i.e., not
“secret.” So if songs and novels and essays and movies can all be protected by copyrights, why not the source
codes for e-voting and vote compiling machines? The insistence by the voting code writers that these codes
most nonetheless be kept secret, can only lead one to wonder: “just what are they trying to hide?”

If Diebold, ES&S, etc. have, as they contend, nothing to hide, why do they continue to compromise their
reputations by refusing to release the codes for public inspection?

The computerized compiling of regional (e.g., statewide) returns provides another opportunity for election
Jraud. Is it possible to ensure the accuracy of the compiling process and to defeat attempis to "rig" these totals
through computer hacking? If so, are such verification methods in use? If not, then why not?

It is, in fact, possible to ensure the accuracy of compiled election returns. One strategy would be to utilize two
independent parallel compiling methods and teams. If the resulting totals are identical, there is very little chance
of fraud. If there is a significant disparity in the results, then a recount by yet another method should be initiated
automatically. I am not aware that such validation procedures were operating in the last elections. So, to
summarize the answers to this three-part question: Yes, it is possible to check and ensure the accuracy of
statewide compilations. No, it appears that these verification methods are not in use. The third part — "if not,
why not?" — is for the defenders of the present system to answer,

Our remaining questions stand alone, and require no commentary.

1. Congressman Rush Holt (D. NJ) and Senator Hillary Clinton (D. NY) both introduced bills that would
require paper records of voles cast on e-voting machines. Both bills were killed in the House and Senate
commiittees by the Republican leadership in both houses. Why are the Congressional Republicans opposed to
paper validation of e-voting machines?

2. Why will the Fdison Media Research and Mitofsky International not release the raw exit polling data from
the Ohio election? What reasons do they give for the alleged “error” in the early Ohio exit polls?

3. Why were exit polls in uncontested states and states with auditable returns extremely accurate, while the exit
polis in the "“battleground stales” were not?

4. Why did almost all the exit poll “errors” throughout the US javor Bush, while the very few exceptions were
all within the margin of error?

5. What are the odds of this happening, purely “by chance?” Qualified statisticians (e.g. Dr. Steven
Freeman Jonathan Simon , and Dr. Ron Baiman ) have calculated these odds to be “statistically impossible.”
Why are these statistical analyses not scrupulously rebutted, but instead are ridiculed or else simply ignored?

6. Without question, many laws were broken (especially in Ohio), specifically the federal “Voting Righis Act.”
In Nevada and Oregon, Democratic registration forms were trashed, and so noted by competent witnesses. Why
are there no indictmenis?

7. In the 2000 election, Republican staff members from Washington were flown down to Miami, where they
disrupted and shut down an official government activity — the recounting of ballots. Why were there no
indictrments?

8. Do all the above questions add up to “reasonable doubt” that the election of 2004 was fair, and that
subsequent elections will be fair? Is this a degree of “reasonable doubt” that might lead a grand jury fo indict?

9. If, as the accusers contend, the party in control of the unauditable machines and the secret sofiware can not
be voted out of office, can that government in any sense be said 1o possess “the consent of the governed”, and
can the US government be said to be a democracy?
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10. Can we therefore afford not to investigate these accusations and thus to continue to use voting machinery
that is not secure and verifiable? Can we, in short, allow ourselves to “just get over it"”'?

11. When such questions as these arise, why should the burden of proof be placed on the skeptics? Don’t we, as
citizens, have the right to expect that the elections are fair, and that our government will establish rigorous and
public safeguards 1o secure that right? (See my “ Do We Still Have a Democracy? )

12. Why have the above questions rarely been raised and investigated in the mainstream media?
And finally:

13. Suppose you wanted to set up a fraudulent voting system that would assure victory for your party and ye!
con the public into believing the system was fair and accurate. How could you improve upon the e-voting
system in place — with its secret software and its unauditable and unverifiable “output,” combined with a
totally incurious mass media?

These questions must be asked, repeatedly and relentlessly, until they are either plausibly answered or, more
likely, the public finally comes to realize and appreciate that there are no acceptable answers to these questions.
For it is becoming ever-more apparent that the authentic though hidden and unspoken answers to these
questions must lead to the inescapable conclusion that our national elections are farces and frauds, and that we
the people have thus lost the capacity to replace our government through the ballot box. If this is the case, that
government, put simply, no longer rules with "the consent of the governed."

We must therefore demand the return of fair and verifiable elections and with that realization, the restoration of
government of, by and for the people. And we must devoutly hope that this can be accomplished peacefully. For
as John F. Kennedy warned: "Those who make peaceful revolution impossible, will make violent revolution
inevitable."

T TT I T T T2

Copynght 2004 by Emnest Partridge

Bio-Tag: Dr. Ernest Partridge is a consultant, writer and lecturer in the field of Environmental Ethics and
Public Policy. He publishes the website, "The Online Gadfly" (www.igc.org/gadfly ) and co-edits the
progressive website, "The Crisis Papers" ( www.crisispapers.org ).

Home Page {Headlines |Previous Story [Next Story
http://www.scoop.co.nz/mason/stories/HL.0502/S00038.htm
Copyright (¢) Scoop Media

Ernest Partridge

Co-Editor "The Crisis Papers"

February 1, 2005
From: www.crisispapers.org/essays-p/shut-up.htm
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Bayer, David

.

From: David Bayer [bayer2@dcn.org]

Sent:  Monday, February 21, 2005 11:27 PM

To: Undisclosed-Recipient:@csus.edu;

Subject: Need for California Voting Analyses: Four Strategic Studies and WHO NOT TO TRUST or ASK

Amigos:

Acting in good faith, | sent the January 12 email below. None of those to whom it was sent have had the courtesy to
respond. It has been rmore than a month. it is not the first time that the political people addressed in the email have NOT
responded to my requests for an investigation into the Califomia elections.,

| now know why Ms, Alexander did not respond. This was confirmed by friends who attended her Sunday night

"show” (February 20} in Sacramento. Fundamentally, she believes that the election of 2004 went along fine with regard to
the electronic voting machines ( as she was quoted in the Davis Enterprise). Ms. Alexander will have nothing to do with
any questioning about the discrepancy between the polls before the election and the exit polls versus the election
outcome. Apparently, anyone who raises these questions or calls for investigations is a “conspiracy theorist” in
her eyes, unworthy of any discussion or attention.

The real conspirators are these very people, politicos and defenders of the 2004 election. By refusing to exam
these discrepancies they have cast out the foundation stone of SCIENCE which is based on these very statistical
methods. Therefore it is they, not us, who are the complicit criminals since they would have us beligve in "faith"
rather than science as related to voting processes. In this sense, they have joined the "faith based camp” of
busites who prefer to practice THE BIG LIE as opposed to dealing with facts!

At the WASHINGTON, DC, Nov. 20, 2004 press conference in The Governor's House Hotel, representatives of the
'Election Verification Project’, a coalition of

technologists, voting rights and legal organizations..."Kim Alexander, of The California Voter Foundation, sang the
praises of touchscreen machines, despite the

mayhem she admits their use caused in this year's election” ... Alexander added to the confusion at the press conference
when she boasted that " . . . there was no nation-wide meltdown.” By Lynn Landes, Online Journal Contributing Witer
http:f/onlinejournal.com/evoting/112004L andes/1 12004landes.html .

When confronted by me in a private email with the above citation, Ms. Alexander claimed that the CVF has always had a
position that electronic voting machines must have paper ballots. However, when | requested that she work with me

to insist that Shelley REQUIRE (not leave optional) paper ballots for the counties like Orange, Riverside and San
Bernardino (see the Proposition 66 analysis below) Ms. Alexander ignored the request.

The bottorn fine is that Ms. Alexander is just another apologist for electronic voting. If you are interested in democracy and
the voting rights of citizens, do not TRUST or depend on information or backup from the CVF. Like many other such
organizations which are beholden to corporate contributions, CVF is in business to PROTECT the existing power structure
and corrupted system of democracy, a mere carcass stripped of its meat (fair elections and a free press). CVF financial
supporters are interlocked with computer companies and others which stand to gain with the widespread use of electronic
voling equipment.

Unfortunately, the "politicos" and "yellow" press love to consult Ms. Alexander because she "sings the praises” of
electronic voting systems without demanding the following safeguards:

1- a paper ballots for each vote cast, locked in boxes and saved for a recount.

2- obligatory recounts based on sampling the votes in each precinct to make sure that each electronic total in
each precinct matches the sample drawn. We are NOT interested in how close the vote is or if there was a
landslide for one candidate or issue (e.g. Proposition X). OBLIGATORY RECOUNT MEANS EXACTLY WHATIT
SAYS: a random sample of the paper ballots must be drawn to check its results with the electronic results at
each precinctl

3- Polls: Pre-voting polls {three days hefore the election} and Exit Polls are additional guarantees of voting
integrity (read: preventing fraud). In fact, Exit Polls are the most important mechanism for preventing fraud
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whether or not electronic voting technologies have been used.

Exit polls should be required to be executed by every Secretary of State. Other entities can do them. But there is
NO EXCUSE for these not being done by the States.

4- The entire voting system must be in public hands. There should be NO private enterprise participation in the
voting process. The Secretary of State position in each state of the union should be NONPARTISON.

In summary, all those interested in genuine democracy will have to work with progressive organizations and set up their
own media and systems of communications. The existing power structure, Democrats and Republicans alike, have
become too confortable and corrupt with their power.

david
—-- Original Message —---

From: David Bayer
To: Kim-CalVoler

Cc: Lois Wolk ; Senator Machado ; S8enator Perata
Sent: Wednesday, January 12, 2005 11:30 AM
Subject: Need for California Veling Analyses: Four Strategic Studies

Kim Alexander

President, California Voter Foundation
kimalex@calvoter.org,

916-441-2494
hitp.//www.calvoter.org

http://www.calvoter.org/news/blog
Dear Kim:

Can you please assign team projects in the Califomia Voter Foundation te analyze the following voting outcomes:

i- the 210,000 less votes for Kerry than Boxer:

| have not finished with the California data but it would seem that the six Touch Screen counties accounted for the
210,000 excess Bush votes relative to the Senatorial candidates: Kerry got 210,000 less votes than Democratic Senator
Barbara Boxer. These votes were most likely transferred to Bush who got 954,000 more votes than Republican Senatorial
candidate, Bill Jones. We call this "spread analysis". (Bayer email 25 December 2004)

II- Prop 66 analysis:

Where did the winning votes come from which changed the "yes" vote to a "no" vote ....a 22 percent shift in less than a
week;

"Like Prop 57 ($ 15 billion bond issue where Amold "paid off " the banks) in the March primary, Prop 66 ( Three Strikes
Overhaul) is headed for defeat,

On Cctober 12, the Field Poll showed it winning by 65 to 18 percent,
On October 27, the Field Poll showed it winning by 35 to 33 percent with the trend in the direction of loosing.

We are told by the "controlled” media and press that Arnold S. is against Prop 66. He has T.V. spots against it which are
heavily financed by big capital and the prison guard unions {was not he supposed to reform this sector?). We are told by
NEWSPEAK people that Arnold is very popular and that what he says, goes.

The Field Poll and Newspeak are preparing us for the touch screen computer fixes in the heaviest population areas of
California: there Prop 66 will be voted down many times the multiple of the state average as was the case for Proposition
57 which swung from being defeated a week before the election to winning, a shift of nearly 40 percent.” (Bayer emait 30
Qctober 2004},
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19 February 2005 Up-date: Bayer analysis finds the following:

The three largest DRE counties ( Orange, Riverside and San Bernardino) produced more
than two times the number of votes against Proposition 66 by which Proposition 66 lost :
1,296,339 versus 634,000. The average "vote against” in each of these counties was 10
percent points above the state average (62 % versus 53 % ). Since there is NO PAPER TRAIL,
there is no way for election officials to demonstrate that this outcome was not manipulated.
The public is asked to have "faith” in this highly unpredictable outcome?

lli- Prop 57:

In this case there was a 40 percent shift over two weeks. How did it win? Where did the winning votes come from? Begin
hand sampling the votes in the counties to determine if the samples correspond to the electronic precinct totals.

Bayer analysis is pasted as the last table at the end of this emait.

V- Arnold Schwarzenegger election of October 2003:
How did he win?

Follow-up on the Bayer analysis and the "Independent” analysis (both documents are pasted as the first two at the end of
this email}.

You may be able to request monies for these studies from the state legislature and you may be able to get the UC
Berkeley team of Sociolgists which did the Analysis of Variance Study on the 15 Touch Screen counties in Florida to
participate and/or accept a contract,

| have requested that members of the state legislatures (Wolk, Machado and Perata) distribute Bayer's "California
Governor Race Oct-2003"document attached (they received it in two previous emails) to all other members of the state
legislature and call for an investigation / research analysis. This document has previcusly been shared with California
Secretary of State, Kevin Shelley, and his staff. THEY APPARENTLY TOOK NO FURTHER ACTION except to email me,
trying to explain away the results by talking about the high Republican registration from the heavy Schwarzenegger
counties. This explanation is pure " you know what" since none of these counties has five times or three times Republican
over Democratic registration {which ever way you want to read my table). NO SERIOUS SCIENTIFIC FOLLOW-UP
ANALYSIS AND fOR CRITIQUE HAS BEEN DONE RELATIVE TO THE GOVERNOR'S ELECTION.

Kim:

Unless these analyses are done and unless we hegin to get at the bottorn of electoral fraud, we are NOT going to protect
the citizen voter. The four items above are California events. The votes DO NOT ADD UP just like they DO NOT add up
for the rest of the 2004 presidential election.

Your Foundation has a real opportunity to make a major contribution. This is NOT political ideology or rhetoric. Please
have your people begin to look at the numbers.

| may be able to assist in some of this and meet with you,

Sincerely,

david
David Bayer

6/13/2005
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1912 Haussler Drive
Davis, CA 95616

Tel: 530-759-2004
email: bayer2(@dcn.org

CALIFORNIA GOVERNOR RACE
MACHINE ANALYSIS FOR RECALL ELECTION OCTOBER 2003
EVIDENCE THAT THE ELECTION WAS FIXED
STATE RESULTS:
Cruz Bustamante (CB)=32 %
Armold Schwarzenegger (AS)=49 %
Ratio AS/CB =1.5

A- Mark Sense Ballot Card using Diebold- Accuvote OS machines:

County CB % AS % Ratio AS/CB
1-Fresno 28 52 1.9
2-Humboldt 36 42 1.2
3-Kern 19 62 3.3
4-Lassen 15 61 4
5-Marin 48 32 T
6-Modoc 14 61 4.4
7-Placer 17 63 3.7
8-San Joaquin 27 49 1.8
9-San Luis Obispo 26 50 1.9
10- Santa Barbara 31 47 1.5
11-Siskiyou 20 59 3
12-Trinity 22 53 2.4

13-Tulare 23 56 24

6/13/2005
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B- Touch Screen machines:
1- Diebold Accu-Vote :
14-Alameda 54 26 S

15-Plumas 20 55 2.8

2- Sequoia Pacific AVC Edge:

16-Riverside 22 61 2.8
17-Shasta 17 58 3.4
TOTAL 41.7

TOTAL MUST BE DIVIDED BY 17 TO GET AVERAGE = 2.5

ANALYSIS:
1- Schwarzenegger got 2.5 times as many votes as Bustamante from the DRE and Diebold
machines on the average.

2- Schwarzenegger got 5/10 of as many votes as Bustamante from all the other non-DRE
and non-Diebold machines used. That is, on the average, Bustamante beat
Schwarzenegger on all the other machines.

S5S8/B + 258/B
= 1.5 S§/B

2
where 1.5 is the State ratio of Schwarzenegger's votes to Bustamante's.

3- The DRE and Diebold machines produced the victory for Schwarzenegger, producing
five times (5) as many votes for him relative to what the non-DREs produced for
Bustamonte: 2.5 divided by .5=35.

DRE= Direct Recording Electronic (paperless) voting machines. All the percentages come
from the California Secretary of State Data Base.

Wednesday, October 08, 2003
IRREGULARITIES IN CALIFORNIA RACE!]

Long-shot candidates do startlingly well in Tulare County

DIEBOLD MACHINES YIELD FISHY RESULTS!
6/13/2005



My friend in South Carolina writes:

I ran a number crunch of CA counties that use Diebold
machines to casticount votes and found some weird
figures that show a skim of votes from top candidates
to people who were unlikely to affect the outcome. |
did my hand calculator work on the California election
resulfs {from the secretary of state's site) when 96%
of precincts had reported. The website showed:

Counties using Diebold Touchscreens:
Alemeda, Plumas

Counties using Diebold Optiscan:

fresno, Humboldt, Kern, Lassen, Marin, Placer, San
Joaquin, San Luis Obispo, Santa Barbara, Trinity,
Tulare.

There were a total of 1,403,375 votes cast in these
counties combined. The CA total was 7,842,630 at this
stage of the count. Thus 17.89% of all the state votes
were cast/counted on Diebold equipment,

| had earlier noticed some lower order candidates
{ones who couidn't affect the result) were getting
unusually large numbers of votes in Tulare county. |
decided to test to see if the these and other 'fringe’
candidates might be used to receive skimmed votes in
other Diebold counties.

Method:

| added all the votes casticounted on Diebold
equipment for each candidate and expressed it as a
percentage of their total votes cast state wide. The
following table lists: Candidate name, votes counted
for them in Diebold counties, CA state total votes
counted for that candidate and what percentage of that
candidate’s total votes were counted in Diebold
counties.

it looks like, as one might expect, at the top of the

list as if there is a slight variance from an even

state wide distribution. However many ‘lower ticket’
candidates have vote totals that ONLY correlate with
the use of Diebold equipment! | have included some
names chosen at random from the result list that show
that not all lower order candidates were used to
receive skimmed votes. Note that Diebold’s counties
are spread geographically over the whole of
California.

| have checked background on the skewed result
candidates and they are not residents of the counties
where they got very high percentage resuits. In one
case, Palmier], the candidate was surprised to hear
about Tulare county (| emailed him) and had not been
there nor had family or friends there. [n fact, his
platform was "Don't vote for me." He described this
vote pattern as “strange.”

State total 7,842,630.
Cast in Diebold counties 1,403,375

6/13/2005
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17.89% of the total votes cast.

Schwarzenegger 581,145 3,552,787 16.36%
Bustamante 447,008 2,379,740 18.78%

McLintock 186,923 979,234 19.08%

Camejo 39,199 207,270 18,9%

Huffington 7,498 42,131 17.79%

Ueberoth 3365 21378 15.74%

Flynt 2384 15010 15.88%

Coleman 1869 12443 15.02%

Simon 1351 7648 17.66%

Palmieri 2542 3717 68.3%

Louie 598 3198 18.7%

Kunzman 1957 2133 91.75%

Roscoe 325 1941 16.7%

Sprague 1026 1576 65.10%

Macaluso 592 1504 39.36%

Price 477 1011 47.18%

Quinn 220 433 50.8%

Martorana 165 420 39.28%

Gosse 60 419 14.3%

Conclusion

Based on the very unlikely distribution of votes for
some candidates {a meteor hit my car twice this week
sort of odds) a hand count of the affected counties to
compare with the machine reported count should be
done. This would show that the machines had been
tampered with to alter the results. As we already
know, it is not possible to audit touchscreen machines
because Diebold refuse to allow printing of a ballot

to be placed in a box as a back up for use in just
such an apparent tampering with votes.

For those who are unsure of figures:

Califomnia is huge and has a population similar to
many European nations. Lower order candidates had
liftle or no ability to spread any sort of message to
parts of the state beyond their own home and/or where
they have previously lived. One would expect some of
the ‘fringe’ candidates to do well in their home
county and then to have a very even distribution
across the rest of the state. That is not the case. In

Diebold counties {those who use machines made by
Diebold, a corporation that supports George Bush) the

6/13/2005
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results are skewed towards low scoring candidates by
unbelievably large amounts,

The probability of scoring twice the expected average
county % could charitably be construed as the upper
limit of the possible. Some candidates exceed that
figure in Diebold counties by a four or five fold
margin. If you have done siatistics, you know that is
so far beyond what might be expected that you would
reject it as defective data. If it happened to one
candidafe in this election, | would be surprised but
might accept it. There are a large number of
candidates who have this same systematic pattern of
receiving skimmed votes.

The California recall shows Diebold trying to affect
the election outcome by moving votes from high ranked
candidates to low ranked candidates.

By doing this, Diebold keep the total number of votes
cast constant but rob some candidate of their votes.
Before anyone makes this a partisan issue - it could
be a Republican victim next time.

# posted by mark @ 11:08 PM

Page 8 of 10

CALIFORNIA March 2004 Primary

MACHINE ANALYSIS FOR PROPOSITION 57

STATE RESULTS:

YES =63.4 % WITH 4,056,313 VOTES
NO =36.6 % WITH 2,348,910 VOTES

Ratio YES/NO =17

A- Mark Sense Ballot Card using Diebold- Accuvote OS machines:

County POP-YES YES % NO %
1-Fresno 81,000 59 41
2-Humboldt 48 52
3-Kern 73,000 64 36
4-Lassen 57 43
5-Marin 51,000 62 38

6/13/2005
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6-Mendocino 57 43 1.3
7-Meodoc 49 50 9
8-Placer 62,000 67 33 2.0
9-San Diego 428,000 71 29 2.4
10-San Joaquin 63,000 63 37 1.7
11-San Luis Obispo 46,000 59 40 1.5
12- Santa Barbara 57,000 58 42 1.4
13-Siskiyou 53 47 1.1
14-Solano 47,000 61 39 1.6
15-Trinity 50 50 1.0
16-Tulare 37,000 65 35 1.9
B- Touch Screen machines:
1- Diebold Accu-Vote :
17-Alameda 55 45 1.2
18-Plumas 4,000 61 39 1.5
2- Hart eSlate
19- Orange 374,000 67 33 2.0
3- ES&S iVotronic
20- Merced 19,000 63 37 1.7
4- Sequoia Pacific AVC Edge:
21- Napa 21,000 59 41 1.5
22-Riverside 187,000 71 29 2.4
23-San Bernadino 171,000 70 30 2.3

6/13/2005



- 24-Shasta 50 50
iS-Santa Clara 202,000 64 36
26-Tehema 50 50

5- Inka Vote
27- Los Angeles 813,000 59 34

Page 10 of 10
1.0

1.8

1.0

1.7

Total of 18 Counties with ratio of 1.4 or above = 2,736,000 votes.

NEARLY 3 million OF THE VOTES CAST TO PASS PROPOSITION 57 WERE CAST

IN 18 OF 58 COUNTIES.

Eleven OF THESE COUNTIES HAD RATIOS OF YES/NO AT OR ABOVE THE
STATE AVERAGE OF 1.7. Nine OF THE 11 WERE THE MOST POPULOUS

COUNTIES AND HAD RATIOS ABOVE 1.7.

Conclusion: The DERs in the 18 counties identified above produced a disproportionate
number of votes in favor of Proposition 57. If DERs had not been used in these counties, it
is more than likely that Proposition 57 WOULD NOT HAVE PASSED!

6/13/2005



VOTER FRAUD IN 2004: THE CASE OF PROPOSITION 66
19 FEBRUARY 2005

DAVID BAYER

Analysis of Proposition 66, Limitations on Three Strikes Law

One week before the Nevember 2,2004 eleclion, the polls showed Proposition 66 passing by 66
percent 10 34 percent:

State Totals:
For—--5,604,060................47.3 percent
Against—6,238,060........... 52.7 percent............... lost by 634,000 votes,

In three Touch Screen Counties, the vote against was as follows:

Orange———- —B641,073......... 62 percent
Riverside --331,932.............61 percent
San Bemardino--322,981............. 64 percent
Total 1,296,339 62 percent average.....10 percent above state average

These three counties produced more than two times the number of votes against Proposition
66 by which Proposition 66 lost: 1,296,339 versus 634,000. The "vote against” in each of these
three counties was 10 percent above the state average.

THERE IS NO WAY FOR THESE THREE COUNTIES TO PROVE THAT PROPOSITION 66
LOST BY THE AMOUNTS RECORDED IN THESE COUNTIES.

THERE IS5 EVERY REASON IN THE WORLD—ESPECIALLY THE POLLS— TO DOUBT
THESE RESULTS. THEY SHOULD BE CHALLENGED.

David Bayer
1912 Haussler Drive
Davis, CA 95616

Tel: 530-759-2004
email: bayer2@dcn.org



CALIFORNIA GOVERNOR RACE
MACHINE ANALYSIS FOR RECALL ELECTION OCTOBER 2003
EVIDENCE THAT THE ELECTION WAS FIXED

STATE RESULTS:

Cruz Bustamante (CB)=32 %
Armnold Schwarzenegger (AS)=49 %
Ratio AS/CB =1.5

A- Mark Sense Ballot Card using Diebold- Accuvote OS machines:

County CB % AS % Ratio AS/CB
1-Fresno 28 52 1.9
2-Humboldt 36 42 1.2
3-Kern 19 62 3.3
4-Lassen 15 61 4
5-Marin 48 32 7
6-Modoc 14 61 4.4
7-Placer 17 63 3.7
8-San Joaquin 27 49 1.8
9-San Luis Obispo 26 50 1.9
10- Santa Barbara 31 47 1.5
11-Siskiyou 20 59 3

12-Trinity 22 33 24



13-Tulare 23 56 2.4
B- Touch Screen machines:
1- Diebold Accu-Vote :
14-Alameda 54 26 S5

15-Plumas 20 55 2.8

2- Sequoia Pacific AVC Edge:

16-Riverside 22 61 2.8
17-Shasta 17 58 3.4
TOTAL 41.7

TOTAL MUST BE DIVIDED BY 17 TO GET AVERAGE = 2.5

ANALYSIS:
1- Schwarzenegger got 2.5 times as many votes as Bustamante from the
DRE and Diebold machines on the average.

2- Schwarzenegger got 5/10 of as many votes as Bustamante from all
the other non-DRE and non-Diebold machines used. That is, on the
average, Bustamante beat Schwarzenegger on all the other machines.

S5S/B + 25S/B

=15 S/B
2

where 1.5 is the State ratio of Schwarzenegger's votes to Bustamante's.

3- The DRE and Diebold machines produced the victory for
Schwarzenegger, producing five fimes (5) as many votes for him relative
to what the non-DREs produced for Bustamonte: 2.5 divided by .5=5.

DRE= Direct Recording Electronic (paperless) voting machines. All the
percentages come from the California Secretary of State Data Base.
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THE CASE FOR FRAUD IN THE 2004 ELECTION
David Benavides, 18 May 2005

The single most important issue of our times is the question of vote fraud. This essay
demonstrates beyond any reasonable doubt that something went terribly wrong in
the November 2, 2004 Presidential election. Whether you accept or reject the fraud
thesis, you are compelled to review the evidence if you take our democracy
seriously. Given that the mainstream media refuses to discuss the fraud possibility,
not only is the “right of the people to choose their representatives” under attack but
the second pillar of democracy, “freedom of the press” appears to be under siege.

PART I

WE NO LONGER LIVE IN A DEMOCRACY

The United States of America lost its claim to being a democracy with the 2000
election of George W, Bush,

The official story put out by the mass media points to a close election in Florida
where Bush beat Gore by a couple of hundred votes. The Florida Supreme Court
ordered a recount, but the U.S. Supreme Court over-ruled Florida, handing Bush a
victory. Two dissenting U.S. Supreme Court Justices, John Paul Stevens and Ruth
Bader Ginsburg, stated that the highest court in the land had “no legal basis” for
intervening in the election since election processes are managed by each state
according to the United States Constitution. Even if we accept the “the close vote
story”, the election of GWB was illegal.

The real story is that Governor Jeb Bush and Florida Secretary of State Katherine
Harris hired ChoicePoint, a private company, to remove the names of 100,000
Florida voters from the rolls, predominately in minority areas in Miami-Dade
county, who would have voted sixty percent for Gore. In short, Gore would have
beaten Bush easily by 20,000 votes.

This act of treason by Republicans in fixing the 2000 election was surpassed by the
complicity of the Democratic Party: not one Senator joined the Black Congressional
caucus in protesting Florida’s electoral votes during the January 2001 certification
process. This was the real shame of the USA: the Party of the people sold out and
refused to fight for democracy!

Democratic weakness emboldened the Republicans who set out to fix the 2004
election, projecting their domination for another four years both in the House and
Senate. The trick was to use the Florida vote-counting fiasco as an excuse to move to
electronic voting throughout the USA. Republicans achieved their goal when sixty
five percent of the 160 million votes on November 2, 2004 were counted on
electronic machines throughont the USA with half of these being “paperless” direct



electronic recording, voting machines (DREs) without any possibility of doing a
recount. To underscore their intentions, Jeb Bush stated before the election: “There
will be no recount in Florida™.

The proof for the fixing of the 2004 election is ample and extensive. It can be found
throughout the internet websites. One of the best is Gary Beckwith’s
http://election.solarbus.org/ . There you will find several major scientific studies by
leading scholars which demonstrate beyond any reasonable doubt that Bush did
NOT win the electoral vote (e.g. he did NOT win Ohio and Florida) or the popular
vote. The Executive Summary of the definitive report, “Response to the Report
Evaluation of Edison/Mitofsky Election System 2004”, by the US Count Votes’
National Election Data Archive Project is located at
http:/felectionarchive.orgfucvAnalysis/US/Exit Polls summary.pdf. It can be
paraphrased as follows:

1- The weighted national exit poll, conducted by Edison/Mitofsky, predicted
Kerry to win the popular voie by 3 % but the official vote count had Bush
winning by 2.5 %. This discrepancy of 5.5 % is the largest in the poll’s
history, representing 5 million less votes for Kerry and 3 million excess votes
for Bush: a total of 8 million stolen votes.

2- Seven of fifty states (DE;MN;NH;NY;VT;SC;PA) have t values less than — 2.7,
meaning that each of their discrepancies had less than 1 % probability of
occurring by chance. The probability that 7 of 50 states should be so skewed
is less than 1 in 10 millien:
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This means that random error must be ruled out as an explanation for the
difference between election results and exit polls. Only two other possibilities
remain: bias in the exit polling process or a systematic stealing of vetes from
Kerry and their transfer to Bush. For the bar graphs to be this far away from
zero in the normal bell curve means that something was way off -either the
exit polls or the official vote count. Edison/Mitofsky International agreed that

something was definitely wrong and stated it was their own nationwide exit
polls.

3- Edison/Mitofsky concoct a story that Bush voters were “shy/reluctant to
answer the pollsters” and therefore, there was a systematic bias in the
polling process since, within the 70,000 nationwide respondents, Kerry voters
were over-sampled. The US Count Votes study demonstrates that
Edison/Mitosky’s own polling data does net and cannot support this
fabrication, In fact, the Edison/Mitosky data supports the opposite
conclusion: (1) response to exit polls were slightly higher in Republican
precincts compared to Democratic precincts and (2) exit poll discrepancies
are highest where Bush voters predominated.

4- The Edison/Mitosky exit poll underscores a systematic bias in the official
vote count. The corruption of the vote counting process overwhelmingly
favored Bush: in 40 of the 50 states the exit poils showed Kerry winning but
the vote count was fixed by the machines (not the voters) to favor Bush.

5- Given the above scientific evidence and the fact that Edison/Mitosky has
refused to release all their raw exit poll data, the 2004 Presidential ¢lection
merits a full investigation and exhaustive recount in the key swing states
such as Florida and Ohio.

The full US Count Votes report can be found at:
http://electionarchive.org/ucvAnalysis/US/Exit_Polls_2004_Edison-Mitofsky.pdf

The May 17, 2005 up-date can be found at:
http://uscountvotes.org/ucvAnalysis/US/exit-polls/USCV_exit poll simulations.pdf

An easy to read companion article, “A Corrupted Election: Despite what you may

have heard, the exit polls were right” (Steve Freeman and Josh Mitteldorf, In These
Times, February 15, 2005) can be found at:

hitp:/iwww.inthesetimes.com/site/main/print/1970/

The results in New York State, which did not use electrenic voting machines,
demonstrate that Kerry beat Bush by a landside: 58 percent to 40 percent. People
exaggerate by saying that New York is radically different from the other 49 states.
The facts are that New York has a Republican Governor and rural New York is
strongly Republican. If you want to compensate for New York’s differences: cut the



18 percentage point difference in half or again into quarters—the result is still a
landslide in favor of Kerry.

The vast majority of the voters had no confidence in the election process. Just prior
to November's election, a CBS/NYT poll indicated that only 35% of registered
voters had full confidence that their votes would be counted properly. That leaves
around 100 million people who had only partial, little, or no confidence in America's
election process.

Those who deny that the 2000 and 2004 elections were fixed are fooling themselves.
The sad truth is that the people in the USA have come to accept and participate in
what is “a culture of lies”. The mass media promotes the “culture of lies” with false
advertising, exaggerated “reality” shows, selling the Iraq War and covering its
human horror up by hiding the massive destruction of civilian populations. We now
live in George Orwell’s 1984 where Big Brother (the Government and Corporate
Media) tell the Big Lie. The story about the 2004 efection fits this description.

PART 11

HOW THE CORPORATE MEDIA SOLD US THE BUSH VICTORY

The mass media went far beyond brainwashing during the 2004 election. ABC, AP
(Associated Press), CBS, CNN, Fox, and NBC created the National Eilection Pool
(NEP) to provide tabulated vote counts and exit poll surveys. These organizations
appointed Edison Media Research and Mitofsky International as the sole provider
of exit polls. The AP collected the vote tallies.

The early CNN/Mitofsky exit polls indicated a Kerry victory in Florida, Ohie, and
enough additional states to give Kerry a winning 300+ Electoral College total. The
popular vote was projected to be a Kerry win with an exact reversal of Bush's
"official" margin: 51%-48%. These projections of a Kerry win were duplicated by
the final Zogby poll. Zogby International is a key polling organization.

On election night Kerry was ahead but by early morning Bush was ahead,
representing a dramatic shift in the data base. The Exit Polls were contaminated by
the Associated Press vote tallies which were fed to the networks. The AP purposely
and knowingly mixed the election results from the manipulated electronic machines
with the exit poll data (remember exit polls are NOT election results!) in the early
hours of November 3, to "force" the exit polls to match the fraudulent election
results. Of course, by "contaminating" the exit polls in this manner, they were NO
LONGER exit polls but fraudulent results.

Both the New York Times and the MIT/Caltech election analysis team lied to the
public by reporting that the earlier exit polls showing Kerry as the

winner represented "too small 2 sample” and an "over-sampling" of Democrats to
explain the change in the "exit polls” between 1 to 1:41 AM on November 3. They



have not apologized for this manipulation of public opinion based on unverified
voting data and their bias against the possibility of election fraud.

This is the fundamental reason why the corporate media and press have imposed a
news BLACKOUT on reporting election fraud: these companies have knowingly
participated in the fraud precess through the manipulation of election data. All the
major media pronounced Bush the “winner”, All have a vested interest in
maintaining the myth of Bush's re-election! All used the same corrupted vote count
data base.

The fundamental questions which the mass media refuses to answer, proving its
complicity in fixing the 2004 election, are these:

1- Why was the raw Election Results data mixed with the Exit Poll data in the early
hours of November 3? What purpose did this serve? How can it be justified?

2- Why was no step taken or question raised to audit the vote counting procedures
and systems in order to find out why there was a discrepancy between the Exit Polls
and the Election Results? What justified the assumption that the Exit Polls were
wrong and the Election Results right?

3- Given these major discrepancies between Exit Polls and Results, as well as
thousands of reports around the nation about voting anomalies, especiaily in Ohio,
why was there a rush to declare Bush the winner without any further analysis?

4~ Why has the Media (broadcast and written) been virtually silent on the events
above; the Conyers Report http://truthout.org/Conyersreport.pdf.; the fact
that 31 members of the House of Representatives and Senator Barbara Boxer
refused to certify Ohio’s 20 electoral votes on January 6,2005; the manipulated
recount in Ohto; and the major statistical reports which indicate that Kerry won?

To determine who won the 2004 election all the votes in Ohio and Florida must be
hand recounted. Of the 67 Florida counties, 52 used Optical Scan machines which
have paper ballots which can be recounted. But 15 counties in the southern part of
Florida used DREs, so there cannot be a recount. However, thousands of votes in
these counties, including absentee votes were lost and not counted. Given these facts,
a special election in the 15 Florida DRE counties is justified and should be conducted
on Optical Scan voting machines which produce paper trails that could be sampled
after the vote to check the electronic outcome. THESE ARE THE MOST POPULOUS
COUNTIES IN THE STATE OF FLORIDA. Of the 88 counties in Ohio, only three
(which were among the 10 most populous counties) used DREs, Therefore it is
possible to recount the vast majority of Ohio’s votes plus the 8,000 provisional
ballots and the 93,000 “spoiled ballots” which had “no vote for president”. If this is
to be a real democracy, the votes must be recounted in Florida and Ohio!

PART HI



WHAT IS TO BE DONE?
INVADE WASHINGTON, D.C, AND SET UP DEMOCRACY CITY

People need to take action. Otherwise they will die from depression and repression.
By now it must be apparent what Bush represents:

1- The elimination of Social Security.

2- The impoverishment of the middle classes.

3- The privatization of the public school system.

4- The transfer of wealth to the rich and super-rich.

3- Imperial wars to hold or capture oil reserves and markets.

6- The termination of labor unions and workers’ pensions.

7- The destruction of any oppesition through the use of “national security”
mechanisms and laws to suppress dissent.

Bush represents a Plutocratic, Corporatist State, which benefits the rich and cloaks
itself in religious morality when, in fact, it is one of the meost immeoral governments
which the USA has ever had. People in every Federal bureaucracy are forced to lie
and participate in the manipulation of information. The campaign to privatize
Social Security is but one example. Before that, there was false Medicare costs and
the false reports about global warming put out by the EPA. The war on Iraq was
based on lies.

Since oil reserves have “peaked”, the USA, which is totally dependent on this source
of energy, is now in the first stage of a major crisis. This crisis will be transformed
into a “national security” issue. These Plutocrats plan to fix future elections. More
DREs will be used in more states. A prime example of this was the removal of
California Secretary of State, Kevin Shelley, the only secretary of state in the nation
to stand up against the Diebold DREs. If there is any chance that the Plutocrats
might loose the next presidential election, it may be postponed with a declaration of
a “National Emergency” based on a real or fabricated terrorist attack. The
Plutocrats need another ten years to fully remake U.S. society and hold down revolts
from the masses. Keep in mind that key Bush operatives { John Negroponte; Elliot
Abrams; Richard Armitage; Otto Reich; Colin Powell; plus hundreds of lower
echelon operatives loyal to them and past CIA Director George Bush ) led the Iran-
Contra, extra-official government operation, THE ENTERPRIZE, against the will
of Congress (e.g. the Boland Amendment). See
http://www.webcom.com/pinknoiz/covert/icsummary.html
hitp://www.counterpunch.com/mcgovern84272005.html

They lied to Congress and WE THE PEOPLE. They set up their own government.
They defrauded the Constitution of the United States. How can anyone doubt that
they stole two elections and will not attempt to impose their will no matter who
dares to get in their way?




Stealing elections is one more manifestation of the character of the people who now
rule the United States. In this sense, the argument for election fraud goes beyond
mere statistics and points to the type of people who are willing to engage in this
activity and approve its execution.

If the people wait to ride out Bush over the next four years, it will be too late. Our
nation as we know it will have been destroyed. Now is the time to take action.

We must occupy Washington, D.C., as soon as possible and create a TENT CITY
FOR DEMOCRACY. All the progressive organizations must coordinate and bring
millions of people into D.C. to occupy it on a rotational basis. The major goal of this
occupation wilt be to “de-legitimize” the Bush government so that it cannot
implement its political program.

The call for mobilizing people to D.C. will be: COUNT THE VOTES IN OHIO
AND FLORIDA. The major activities in the TENT CITY FOR DEMOCRACY will
be “teach-ins” where experts will explain how the 2004 election was fixed. While we
can expect that the U.S. mass media will not televise the “revolution”, other,
alternative media will, including the foreign press. This will further erode the
credibility of the U.S. mass media, forcing it to cover the QCCUPATION.

It is quite possible that a “critical mass” of the population will demand a full
recount of the vote in Ohio and Florida, including a new election in Florida’s 15
DRE counties, but this time with Optical Scan machines. If this happens, Bush will
be legitimately removed from government.

Another major goal in the TENT CITY FOR DEMOCRACY is to set up a
CITIZENS COMMITTEE to write the new VOTING REFORM LAW.

This new Voting Reform Law sheuld contain the following elements as
recommended by US Count Votes http:/uscountvotes.org/ucvAnalysis/US/exit-

polls/USCV_exit_poll simulations.pdf (pages 11-12):

e

- full funding of the National Election Data Archive precinct level database.

- election equipment that permits access by non-specialist citizen election judges to recount
voter verified paper ballots.

- routine 3%, randomly selected, independent audits of all elections.

« transparent and publicly accessible exit polling.

- election administration by non-partisan public civil servants.

- non-proprietary open-source coding for all computerized election equipment.

- no wired or wireless network connections to any vote casting or counting equipment.

Vote counts in America need to be routinely and independently audited. It is not enough to
require voter verifted paper records of ballots. These paper records must be easily and
"independently'auditable by persons other than the voting machine vendor, preferably
without having to hire computer technicians, paper roll advancers, bar code readers, and
laptops, as is true with many voting systems on the market today.



In particular, 3% of randomly selected precincts can be recounted, using the paper record,
immediately when polls close, in the precinct, before removing ballots from the precinct. If
discrepancies are found, a county-wide recount can be automatically triggered. Additional
funding may need to be allocated to state and county election offices to routinely perform
independent audits of vote counts.

In order to audit their vote counts and monitor the accuracy of vote counting systems, all
state and county election offices should set up election data reporting systems to quickly and
easily make publicly available, their precinct-level vote totals, broken out by vote type (i.e.
election day, absentee, overseas, provisional, early voting, etc.) If vote counts are not
reported down to this detailed level, then padded votes in one vote type can easily "cancel
out" under-votes in another type. In other words votes can be subtracted from one
candidate in one vote type, while being added for another candidate in another vote type,
yet these two problems, when added together, may look perfectly normal.

The Future: How would a National Election Data Archive Protect Democracy?

If, for decades, we had never independently audited our inancial institutions, we would
expect to see ubiquitous insider embezzlement of monies. For decades now, we have counted
the vast majority of U.S. votes via mechanical or electronic methods, yet there have never
been any routine independent audits of vote counts.

US Count Votes is seeking funding to create the first-ever nation-wide database of precinet-
level and vote-type election results in order to statistically audit U.S. vote counts to detect
patterns that suggest the embezzlement of votes. To obtain all the needed election data in all
its diverse forms from the over 33,000 separate election offices in America is a huge project.
Full-time programming staff, statisticians, and administrative staff are needed. For
somewhat less than one million dollars, the National Election Data Archive could assist all
candidates of any party to determine whether or not their elections were accurately
counted, and produce court-worthy evidence that is needed to obtain recounts,
investigations, or possibly even re-clections.

The "National Election Data Archive" project is particularly important, given the fact that
private exit pollsters could, in the future, elect to adjust exit poll data to conform to actual
official election results and neglect to publicly release any "unadjusted" exit poll data.

The development of a "National Election Data Archive™ would provide the public with all
the data it needs to analyze vote counts within days of the November 2006 election. The
technical implementation of well-developed and sound plans for such a system needs to
begin very soon, in order to ensure by January 2007 and thereafter, that the candidates
actually selected by the voters, are sworn into office. Our hope is that through careful
analysis, we can develop the capacity to identify future vote count errors, whether
fraudulent or inadvertent, in time to challenge the outcomes. “

THIS, MY FELLOW CITIZENS, IS WHAT MUST BE DONE. ANYTHING LESS
WILL BRING GREATER SUFFERING TO ALL OF US AND THE WORLD,



NO DIEBOLD ELECTRONIC VOTING MACHINES
IN CALIFORNIA!

We the undersigned oppose the use of Diebold Electronic Voting machines in California.
There Is strong reason to belleve that the Diebold company may have “delivered” Ohlo and
other states to George Bush (to use the words of Diebold’s CEQO at a Bush fundraiser.)
Statisticians from around the country have calculated that the probability of random error
in the exit polls from precincts that favored Kerry but ending up “voting’ for Bush are 1
million to 1. The Bush administration, in typical hypaocritical fashion, used exit polls as a
basis for calling the Ukrainian Electlon fraudulent, whereas they deemed exit polls “wrong”
in the 2004 presidential election.

So far, Diebold has not allowed the software of their machines to be inspected by non-
partisan experts to see if there were glitches in the programming or if the machines were
deliberately programmed to favor Bush, They hide behind patent protection laws. Until
there is a complete, impartial investigation of the Diebold machines and the company’s
impact on the results of the 2004 election, no further contracts should be awarded to
Diebold. Indeed, if the suspicions of a large number of American voters are proven correct,
jail sentences for those responsible for the alleged stealing of the 2004 election would be
more appropriafe.
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NO DIEBOLD ELECTRONIC VOTING

MACHINES IN CALIFORNIA!

We the undersigned oppose the use of Diebold Electronic Voting
machines in California. We believe Diebold company may have stolen
the elections of 2004 and 2002. If so, those responsible deserve prison
sentences, not a contract with the State of California.
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Voter Confidence Resolution
v6.1, LAST UPDATED: 5/3/05 IAM
http://guvwurld.blogspot.com

Whereas an election is a competition for the privilege of representing the people; and
Whereas each voter is entitled to cast a single ballot to record his or her preferences for representation; and

Whereas the records of individual vates are the basis for counting and potentially re-counting a collective
total and declaring a winner; and

Whereas an election's outcome is a matter of public record, based on a finite collection of immutable
smaller records; and

Whereas a properly functioning election system should preduce unanimous agreement about the results
indicated by a fixed set of unchanging records; and

Whereas recent U_S. federal elections have been conducted under conditions that have not produced
unanimous agreement about the outcome; and

Whereas future U.S. federal elections cannot possibly produce unanimous agreement as long as any
condition permits an inconclusive count or re-count of votes; and

Whereas inconclusive counts and re-counts have occurred during recent U.S. federal elections due in par to
electronic voting devices that do not produce a paper record of votes to be re-counted if necessary; and

Whereas inconclusive results have also been caused by election machines losing data, producing negative
vote totals, showing more votes than there are registered voters, and persistently and automatically
swapping a voter's vote from his or her chosen candidate to an opponent; and

Whereas inconclusive resulis make it impossible to measure the will of the people in their preferences for
represenlation; and

Whereas the Declaration of Independence refers to the Consent of the Governed as the self-gvident truth
from which Govermment derives "just Power";

THEREFQRE BE IT RESQOLVEL:

Because inconclusive results, by definition, mean that the true outcome of an election cannot be known,
there is no basis for confidence in the resulls reported from U.S. federal elections; and

Be it also resolved:

The following is a comprehensive election reform platform likely to ensure conclusive election results and
creale a basis for confidence in U.S. federal election:

1} voting processes owned and operated entirely in the public domain, and

2) clean money laws to keep all corporate funds out of campaign financing, and

3) a voter verifiable paper ballot for every vote cast and additional uniform standards
determined by a non-partisan nationally recognized commission, and

4} declaring election day a national holiday, and

5) counling all votes publicly and locally in the presence of citizen witnesses and
credentialed members of the media, and

6) equal time provisions to be observed by the media along with a measurable increase in
local, public control of the airwaves, and

7) presidential debates containing a minimum of three candidates, run by a non-partisan
commission comprised of representatives of publicly owned media outlets, and

8) preferential voting and proportional representation to replace the winner-lake-all
system for federal elections;

Be it further resolved:

When elections are conducted under conditions that prevent conclusive outcomes, the Consent of the
Governed is not being sought. Absent this self-evident source of legitimacy, such Consent is not to be
assumed of taken for granled.
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To endorse the Voter Confidence Resolution or schedule a presentation, contact blog@guvwurld.org.
hitp://guvwurld.blogspot.com e http://www.guvwurld.org
hitp://www_voterconfidencecommitiee.org



